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Abstract

Comparingthe expressve power of accesxontrol modelsis recognizedasa fundamentaproblemin
computersecurity Suchcomparisonsaregenerallybasedon simulationsbhetweendifferentaccessontrol
schemesHowever, the definitionsfor simulationsthatare usedin the literaturemake it impossibleto put
resultsandclaimsaboutthe expressie power of accessontrolmodelsinto a singlecontext. Furthermore,
somedefinitionsfor simulationsusedin theliteraturesuchasthoseusedfor comparingRBAC (Role-Based
AccessControl)with othermodels aretoo weakto distinguishaccessontrolmodelsfrom oneanothelin a
meaningfulway.

We proposea theoryfor comparingthe expressive power of accessontrolmodels.We perceve access
control systemsasstate-transitiorsystemsandrequiresimulationsto presere securityproperties.We dis-
cusstherationalebehindsuchatheory applythetheoryto reexaminesomeexisting work on the expressie
power of accesontrol modelsin the literatureandpresenthreeresults. We shawv that: (1) RBAC with a
particularadministratve modelfrom theliterature(ARBAC97)is limited in its expressve power; (2) ATAM
(AugmentedTyped AccessMatrix) is moreexpressve thanTAM (TypedAccessMatrix), therebysolving
an openproblemposedin the literature;and (3) a trust-managemeranguages at leastasexpressie as
RBAC with a particularadministratve model(the URA97 componenbf ARBAC97).

1 Intr oduction

An acceszontrol systemenforcesa policy on who may accessvhatresourcesandin whatmanner Policies
aregenerallyexpressedn termsof the currentstateof the system andstateghatmayresultfrom prospectie
changeqe.g.,“Alice shouldalways have readaccesdo a particularfile, f”). Thus,whenan acces<ontrol
systemis perceved asa state-transitiorsystemjt consistsf a setof statesyuleson how state-transitionmay
occuranda setof propertiesor queriesthatareof interestin a given state(e.g.,"Does Alice have readaccess
to a particularfile, f?") Policiesmaythenbe expressedn termsof thesecomponentsandsuchpoliciesmay
beverifiedto hold notwithstandinghefactthatstate-transitionsccur

An accesgontrolsystemis aninstanceof anaccesgontrolschemea schemespecifieghetypesof state-
transitionrulesthat may be specifiedin a systembasedon thatscheme A setof accessontrolschemess an
acceszontrolmodel. An exampleof anaccessontrolmodelis the accessnatrix model[5]. An exampleof
a schemebasedon the accessnatrix modelis the HRU schemd6] which specifieshat state-transitiornules
arecommand®f a particularform. A specificsetof HRU commanddogethemwith a startstateis anexample
of anaccessontrol system.The expressie power of anaccessontrolmodelcaptureghe notion of whether
differentpoliciescanberepresenteth systemdasedon schemes$rom thatmodel.

Comparingthe expressie power of accesscontrol modelsis recognizedasa fundamentaproblemin in-
formationsecurityandis studiedextensvely in theliterature[1, 3, 4, 15, 17, 18, 19]. Theexpressie power of



amodelis tied to the expressie power of the schemedrom the model. In comparingschemedasedon ex-
pressie power, we askwhattypesof policiescanberepresentetly systemsasedon a schemelf all policies
thatcanberepresenteth schemeB canberepresenteth schemed, thenschemed is atleastasexpressie as
schemeB.

A commonmethodologysedfor comparingaccessontrolmodelsin previouswork is simulation. When
aschemed is simulatedn aschemeB, eachsystemin A is mappedo a correspondingystemin B. If every
schemdn onemodelcanbe simulatedby someschemeén anothemodel,thenthe latter modelis considered
to be at leastasexpressie astheformer Furthermoreijf thereexistsa schemaen thelatter modelthatcannot
be simulatedby ary schemein the former, thenthe latter modelis strictly more expressie thanthe former
Differentdefinitionsfor simulationsareusedin theliteratureon comparingaccessontrolmodels.We identify
two axesalongwhich thesedefinitionsdiffer.

e The first axis is whethera simulationis requiredto presere safetyproperties. In the comparisonof
differentscheme$asedntheaccessnatrix model[1, 4, 18, 19, the preseration of safetypropertieds
required.If aschemeA is simulatedin a schemeB, thena systemin schemeA reachesnunsafestate
if andonly if theimageof the systemunderthe simulation(whichis a systemin schemeB) reachesan
unsafestate.

Ontheotherhand,the preseration of safetypropertieds notrequiredin the simulationsusedfor com-

paringMA C (MandataryAccessControl), DAC (DiscretionaryAccessControl),andRBAC (Role-Based
AccessControl) [15, 17, 13]. Nor is it requiredin the simulationsusedfor the comparisorof Access
ControlLists (ACL), Capabilitiesand TrustManagemen{TM) systemd3]. In thesecomparisonsthe

requiremenfor a simulationof A in B is thatit shouldbe possibleto usean implementationof the

schemeB to implementthe schemeA. We call this the implementation paradigm of simulations.

e Thesecondaxisis whetherto restrictthe numberof state-transitionthatthe simulatingschemeneedgo
make in orderto simulateone state-transitionn the schemebeingsimulated. Chanderet al. [3] define
the notionsof strongandweaksimulations.A strongsimulationof A in B requiresthat B makesone
state-transitionvhen A malkesonestate-transitionA weaksimulationrequiresthat B makesa bounded
(by a constantihumberof state-transitionso simulateone state-transitiorin A. A mainresultin [3] is
thataspecificTM schemeconsideredhereis moreexpressie thanACL becauséhereexistsno (strong
or weak)simulationof the TM schemeén ACL. Theproofis basedntheobserationthatanunbounded
(but still finite) numberof state-transitionn ACL is requiredto simulateonestate-transitiorin the TM
scheme.

Ontheotherhand,anunboundedumberof state-transitions allowedby SandhuandGanta[19]. They
useasimulationthatinvolvesanunboundechumberof state-transitionto prove thatATAM (Augmented
TypedAccessMatrix) is equvalentin expressie powerto TAM (TypedAccessMatrix).

Although significantprogresshasbeenmadein comparingaccessontrol models this currentstateof art
is unsatishctory for the following reasons. First, different definitionsof simulationsmale it impossibleto
put differentresultsand claims aboutexpressie power of accesscontrol modelsinto a single context. For
example theresultthatRBAC is atleastasexpressie asDAC [15, 13] is qualitatvely differentfrom theresult
that TAM is at leastas expressie asATAM [19], asthe former doesnot requirethe preseration of safety
properties.Theseresultsareagainqualitatively differentfrom theresultthatACL is lessexpressie thanTrust
Managemenf3], asthelatterrequiresa boundechumberof state-transitionf simulations.

Second,somedefinitionsof simulationsthat are usedin the literaturearetoo weakto distinguishaccess
control modelsfrom oneanotherin a meaningfulway. Sandhuetal. [13, 15, 17] shav thatvariousforms of
DAC (including ATAM, in which simplesafetyis undecidableranbe simulatedn RBAC, usingthe notion of
simulationsderived from the implementatiorparadigm.We shaw in this paperthat usingthe samenotion of
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simulations RBAC canbe simulatedin strict DAC, oneof the mostbasicforms of DAC wheresimplesafety
is trivially decidable.This suggestshatusingsucha notion of simulationsit is likely thatonecanshow that
all acceszontrolmodelshave the sameexpressie power. Thus,this notionof simulationss notvery usefulin
differentiatingbetweenmodelsbasedn expressie power.

Finally, therationalefor somechoicesnadein existing definitionsof simulationss oftennot clearly stated
andjustified. It is unclearwhy certainrequirementsaremadeor not madefor simulationsvhencomparingthe
expressie power of accessontrolmodels.For instancewhena simulationinvolvesan unboundedumberof
state-transitionsGanta[4] considerghis to be a “weak” simulation,while Chanderet al. [3] do not consider
thisto beasimulationatall.

In this paper we build on existing work andseekto constructuniform basedor comparingaccessontrol
models.To determingherequirement®n simulationsn a systematiandjustifiablemannerwe startfrom the
rationalesandintuitions underlyingdifferentdefinitionsfor simulations. Our approachs to first identify the
desirableandintuitive propertiesonewould like simulationsto have andthencomeup with the conditionson
simulationgthatareboth sufficient andnecessaryo satisfythosepropertiesInformally, whatis desireds that
whenoneschemecanrepresentll typesof policiesthatanothercan,thenthe formeris deemedo be at least
asexpressie asthelatter Thisobserationis madeby Ganta[4] aswell.

Our theoryis basedon definitionsof simulationsthat presere securityproperties.Examplesof suchse-
curity propertiesareavailability, mutualexclusionandboundedsafety Intuitively, suchsecuritypropertiesare
thesortsof policiesonewould wantto represenin anaccesontrolsystem.Security analysisis usedto verify
that desiredsecuritypropertiesare indeedmaintainedacrossstate-transitiongn an accessontrol system. It
wasintroducedby Li etal. [11], andgeneralizethe notion of safetyanalysig[6]. In this paper we introduce
compositionakecurityanalysiswhich generalizesecurityanalysigo considefogical combination®f queries
in securityanalysis.

We introducetwo notionsof simulationscalled state-matching reductions andreductions. We shawv that
state-matchingeductionsarenecessarandsuficient for preservingcompositionakecuritypropertiesandthat
reductionsarenecessarandsuficient for preservingsecurityproperties.A state-matchingeductionreduces
the compositionakecurityanalysisproblemin oneschemeo thatin anotherschemeA reductionreduceshe
securityanalysigproblemin oneschemedo thatin anotherscheme.

To summarizethe contritutionsof this paperareasfollows.

e We introducea theoryfor comparingaccessontrol modelsbasedon the notionsof state-matchinge-
ductionsandreductionstogethemwith detailedjustificationsfor the designdecisions.

e We analyzethe deficieng of usingtheimplementatiormparadigmto compareaccessontrolmodelsand
shawv thatit leadsto a weak notion of simulationsand cannotbe usedto differentiateaccesscontrol
modelsfrom oneanothembasedn expressie powver.

e We applyourtheoryin threecasesWe shav that:

— thereexists a reduction,but no state-matchingeductionfrom Strict DAC with Changeof Owner
ship (SDCO)to RBAC with ARBAC97[16] astheadministratie model. To our knowledge,thisis
thefirst evidenceof thelimitation of theexpressie powver of RBAC in comparisorio DAC. RBAC
hasbeencomparedo variousformsof DAC, includingSDCO,in theliterature[15, 17].

— thereexists a state-matchingeductionfrom RBAC with anadministratre modelthatis a compo-
nentof ARBAC97[16] to RT [8, 9], atrust-managemem&nguage.

— thereexists no state-matchingeductionfrom ATAM to TAM. This solvesanopenproblemstated
by Sandhuand Ganta[19] by formalizing the benefitfrom the ability to checkfor the absencef
rightsin additionto the ability to checkfor the presencef rights.



Theremainderof this paperis organizedasfollows. We presentour theoryfor comparingaccessontrol
modelsin Section2. In Section3, we analyzethe implementationparadigmfor simulations. In Section4.1,
we discusscomparisonf DAC to RBAC from the literature. In the remainderof Section4, we apply our
theoryto comparethe expressie power of schemesn threecases.We concludewith Section5. AppendixA
presenta“simulation” of RBAC in strict DAC, AppendixB givesprecisecharacterizationsf schemesisedin
Sections4.2,4.3and4.4. Proofsnotincludedin the mainbody of the paperappeaiin AppendixC.

2 ComparisonsBasedon Security Analysis

A requirementsedin theliteraturefor simulationss the preseration of simplesafetypropertiesIndeed this
is the only requiremenbn simulationsin [1, 18, 19]. If a simulationof schemeA in schemeB satisfiesthis
requirementthena systemin A reachesan unsafestateif andonly if the system$ mappingin B reachesan
unsafestate.In otherwords,theresultof simplesafetyanalysis is presered by the simulation.

Simple safetyanalysis,i.e., determiningwhetheran accesscontrol systemcanreacha statein which an
unsafeaccesss allowed, wasfirst formalizedby Harrisonet al. [6] in the context of the well-known access
matrix model[5, 7]. In the HRU schemg®6], a protectionsystemhasa finite setof rights anda finite setof
commands.A stateof a protectionsystemis an accessontrol matrix, with rows correspondingo subjects,
andcolumnscorrespondingo objects;eachcell in the matrix is a setof rights. A commandakestheform of
“if the givenconditionshold in the currentstate executea sequencef primitive operation$. Eachcondition
testswhetheraright existsin a cell in the matrix. Therearesix kinds of primitive operationsenteraright into
a specificcell in the matrix, deletea right from a cell in the matrix, createa newv subject,createa new object,
destry anexisting subject,anddestry anexisting object. Thefollowing is an examplecommanahatallows
the ownerof afile to grantthereadright to anothemuser

command grant Read(ul, u2, f)

if ‘own’ in (ul,f)

then enter ‘read’ into (u2,f)
end

In the example,ul, u2 andf areformal parameterdo the command. They areinstantiatedby objects
(or subjectswhenthe commands executed.In [6], Harrisonet al. prove thatin the HRU schemethe safety
guestionis undecidableby shawving thatany Turing machinecanbe simulatedby a protectionsystem.

Treatingthe preseration of simplesafetypropertiesasthe solerequiremenbf simulationsis basedon the
implicit assumptiorthatsimplesafetyis theonly interestingpropertyin accesgontrolschemesanassumption
thatis notvalid. Whenoriginally introducedn [6], simplesafetywasdescribedasjustoneclassof queriesone
canconsiderRecentlyLi etal.[11] introducedhenotionof securityanalysiswhich generalizesimplesafety
to otherpropertiessuchasboundedsafety simpleavailability, mutualexclusionandcontainment.

In this section,we presenta theory for comparingaccesscontrol modelsbasedon the preseration of
securityproperties.

2.1 AccessControl Schemesand Security Analysis

Definition 1 (AccessControl Schemes)An access control scheme is a state-transitiosystem(I", @, +, W), in
which T is asetof states() is asetof queries}-: ' x Q — {true, false} is calledthe entailmentelation,and
V¥ is asetof state-transitiomules.

Whatwe call simplesafetyanalysisis calledsafetyanalysisin theliterature. In [11], moregenerahotionsof safetyanalysis or
whichthetraditionalsafetyanalysisis just a specialcasewereintroduced Herewe follow theterminologyin [11].



A state, v € I, containsall the informationnecessaryor makingaccessontroldecisionsat a giventime.
The entailment relation, F, determinesvhethera query is true or notin a given state.Whena query ¢q € Q,
arisesfrom anaccessequest;y - ¢ meanghatthe accessequesy, is allowedin thestatey, andy I/ ¢ means
that ¢ is not allowed. Someaccesscontrol schemeslso allow queriesotherthanthosecorrespondingo a
specificrequestge.g.,whetherevery subjectthathasaccesdo a resourcdas an emplg/ee of the organization.
Suchqueriescanbe usefulfor understandinghe propertiesof complex accessontrolsystems.

A state-transition rule, ) € ¥, determinediow the accesgontrol systemchangestate.More precisely i
definesabinaryrelation(denoteddy — ) onI'. Given~y,~; € I', wewrite v —, v, if thechangeof statefrom

~ to v, is allowed by ¢, and~y 'iw, ~1 if asequencef zeroor moreallowed changedeadsfrom + to ;. In

otherwords,iw, is thetransitive closureof —,. If i»¢ ~1, We saythat~y; is v-reachable from ~, or simply
~1 is reachable, when~ and areclearfrom the context.

An access control model is a setof accesontrolschemesAn access control systemin anaccesgontrol
schemel’, Q,F, V) is givenby a pair (v, ¢), wherey € T is the currentstatethe systemis in andy € ¥ the
state-transitiomule thatgovernsthe systems statechanges.

Similar definitionsfor accesscontrol schemesappearin [1, 3]; our definition from above also appears
in [10], andis differentfrom the definitionsin [1, 3] in thefollowing two respectsFirst, our definitionis more
abstractin thatit doesnot refer to subjects,objects,andrights andthat the detailsof a state-transitiorrule
arenot specified.We find suchan abstracidefinition more suitableto capturethe notion of expressie power
especiallywhenthe modelsor schemeshatarecomparedare“structurally” different(e.g.,a schemebasedn
RBAC thathasa notion of rolesthatis anindirectionbetweernusersandpermissionsanda schemebasedon
the access-matrixnodelin which rights are assignedo subjectsdirectly). Second,our definition makesthe
setof queriesthat can be asled an explicit part of the specificationof an accesontrol scheme.In existing
definitionsin the literature,the setof queriesis often not explicitly specified. Sometimesthe implicit setof
guerieds clearfrom contet; othertimes, it is notclear

The HRU Scheme We now shav anexampleaccessontrolschemethe HRU schemethatis derived from
thework by Harrisonetal. [6]. We assumehe existenceof threecountablyinfinite sets.S, O, andR, which
arethe setsof all possiblesubjectspbjects,andrights. We furtherassumehatS C O. In the HRU scheme:

o I' is the setof all possibleaccesanatrices. Formally, eachy € I' is identifiedby threesets,S, C S,
O, C O,andR, C R, andafunctionM,[] : S, x O, — 2%, whereM, s, o] givesthe setof rights
thatarein thecell.

e () isthesetof all querieshaving theform: r € [s, o], wherer € R isaright, s € S isasubjecto € O is
anobject. This queryaskswhethertheright r existsin thecell correspondindo subjects andobjecto.

e Theentailmentrelationis definedasfollows: v - r € [s, 0] if andonlyif s € S,, 0 € O,, andr €
M, [s, o].

e Eachstate-transitiomule v/ is givenby a setof commandschemasGiven 1, thechangerom « to 7, is
allowedif thereexistsaninstanceof acommandscheman v thatwhenappliedto v getsy;.

The setof queriesis not explicitly specifiedin [6]. It is concevableto considerotherclassef queries,
e.g.,comparinghesetof all subjectghathave a givenright over a givenobjectwith anothersetof subjectsin
our framevork, HRU with differentclassesf queriescanbe viewed asdifferentschemesn the accessnatrix
model.



Definition 2 (Security Analysis) Givenanaccesgontrolsystem(I", Q,+, ¥), asecurity analysisinstance has
theform (v, ¢, %, IT), wherey € I" isastateg € Q isaquery ¢ € V¥ is astate-transitiomule,andIl € {3,V}
is aquantifier

An instance(v, g, v, 3) is saidto be existential; it askswhetherthereexistsv; suchthat~ liw, ~1 and
v1 = ¢? If so,we sayq is possible (given~ andy)).

An instance(v, ¢, 1, V) is saidto be universal; it askswhetherfor every +; suchthat~y iw} Y1, 71 F ¢? If
SO, We sayq is necessary (given-~y andi)).

Simple safetyanalysisis a specialcaseof securityanalysis. A simple safetyanalysisinstancethat asks
whethera system(~, ¢) in the HRU schemecanreacha statein which the subjects hasthe right » over the
objecto is representedsthe following instance:(v,r € [s, o],%,3). The universalversionof this instance,
(v,r € [s,0],7,V), askswhethers alwayshasthe right r over the objecto in every reachablestate. Thusit
refersto theavailability propertyandaskswhethera particularaccessight is alwaysavailableto the subjects.

We now introducea generalizedhotionof securityanalysis.

Definition 3 (Compositional Security Analysis) GivenaschemdlI', Q,+, V), acompositional security anal-
ysisinstancehastheform (v, ¢, ¢, IT), where~, ¢, andIl arethe sameasin a securityanalysisnstanceand¢
is apropositionaformulaover Q, i.e., ¢ is constructedrom queriesn ) usingpropositionalogic connecties
suchasAa, Vv, —.

For example, the compositionalsecurity analysisinstancéy, (r; € [s,01]) A (r2 € [s,02]),%,3) asks
whetherthe system(~, 1)) canreacha statein which s hasboththeright »; over o; andtheright r, over os.
Whetherwe shouldusesecurityanalysisor compositionakecurityanalysiss relatedto whattypesof policies
we want to representand what typesof policieswe wantto useasbaseso comparethe expressie power
of differentaccessontrolmodelsor schemesWith compositionakecurityanalysiswe would be comparing
modelsor schemedpasedon typesof policiesthatarebroaderthanwith securityanalysis.For instancejf our
setof queries) containsqueriesrelatedto users’accesso files, thenwith compositionakecurityanalysiswe
canconsiderpoliciessuchas“Bob shouldnever have write accesdo a particularfile solong ashis wife, Alice
hasa useraccountandthushassometype of accesso somefile).”

2.2 Two Typesof Reductions

In this section,we introducethe notionsof reductionsandstate-matchingeductionshatwe believe areade-
guatefor comparingheexpressire powver of accessontrolmodels.Beforewe introducereductionswe discuss
two typesof mappingshetweeraccesgontrolschemes.

Definition 4 (Mapping) Giventwo accesgontrolschemes! = (I'4, Q4, 4, ¥4) andB = (T'B, QB -5, uB).
A mapping from A to B is afunctiono thatmapseachpair (y4,4) in A to apair (vZ,?) in B andmaps
eachqueryq”? in Atoaqueryq? in B. Formally, o : (T4 x 4) U4 — (T8 x vB)u QB.

Definition 5 (Security-Presering Mapping) A mappingo is saidto be security-preserving whenevery se-
curity analysisinstancein A is trueif andonly if the image of the instanceis true. Given a mappingo :
T4 x v uQ* — (I'B x ¥PB) U QP, theimage of a securityanalysisinstance(y4, ¢*, ¢4, II) under o is
(v, 4", 48, 1), where(v5, v ) = o((v*4,¢*) andg? = o(¢?).

Thenotionof security-preservipmappingsapturegheintuition thatsimulationsshouldpresere security
properties Givena security-preservingnappingfrom A to B andanalgorithmfor solvingthesecurityanalysis
problemin B, onecanconstructinalgorithmfor solvingthesecurityanalysigproblemin A usingthemapping.
Also, securityanalysisin B is atleastashardassecurityanalysisin A, modulothe efficiengy of the mapping.
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If an efficient (polynomial-time)mappingfrom A to B exists, and securityanalysisin A is intractable(or
undecidable)thensecurityanalysisin B is alsointractable(undecidable).Securitypreservingmappingsare
not powerful enoughfor comparison®f accessontrolschemedasedon compositionakecurityanalysis.We
needthe notionof a stronglysecurity-preservingnappingfor thatpurpose.

Definition 6 (Strongly Security-Presering Mapping) Givena mappinge from schemeA to schemeB, the
imageof a compositionalanalysisinstance,(y4, 4,4, 11), in A is (vB,¢B, 48 11), where (vB, ¢B) =
o((v*,94)) and ¢” is obtainedby replacingevery query¢” in ¢# with o(¢”) (we akusethe terminology
slightly andwrite ¢ = o(¢4)). A mappingo from A to B is saidto be strongly security-preserving when
every compositionakecurityanalysisnstancen A is trueif andonly if theimageof theinstances true.

While the notionsof security-preservim mappingscapturethe intuition that simulationsshouldpresere
securitypropertiesthey arenotcorvenientfor usto usedirectly. Usingthedefinitionfor eithertypeof mapping
to directly prove thatthe mappingis (strongly)securitypreservingnvolvesperformingsecurityanalysiswhich
is expensve. We now introducethe notionsof reductionswhich statestructuralrequirement®n mappingsor
themto besecuritypreservingWe startwith aform of reductionappropriatdor compositionakecurityanalysis
andthendiscussvealerforms.

Definition 7 (State-Matching Reduction) Givena mappingfrom Ato B, o : (T4 x vA)u Q4 — (T8 x
UB)UQP, we saythatthetwo statesy? and~” areequivalent underthe mappings whenfor every ¢4 € Q4,
A A ¢4 if andonly if 47 B o(¢?). A mappingo from A to B is saidto be a state-matching reduction if
for everyy4 € I'4 andevery 4 € W4, (vB 4B) = o((y4,44)) hasthefollowing two properties:

1. For every statey{* in schemed suchthaty? ., 1!, thereexistsa statey” suchthaty® 5 v and
7{* and~{ areequivalentundero.

2. For every statey? in schemeB suchthaty? 5 77, thereexistsa statey;! suchthaty* = 7{* and
v{* and~# areequivalentundero.

Propertyl saysthatfor every stateyf‘ thatis reachabldrom v, thereexistsareachablestatein schemeB
thatis equivalent,i.e.,answersll queriesn thesameway. Property2 saysthereverse for everyreachabletate
in B, thereexistsanequvalentstatein A. The goal of thesetwo propertiess to guaranteehatcompositional
securityanalysigesultsarepreseredacrosghe mapping.With thefollowing theoremwe justify Definition 7.

Theorem1 Given two schemes A and B, a mapping o from A to B is strongly security-preserving if and only
if o isa state-matching reduction.

Proof.

The“if " direction. Wheno is a state-matchingeduction givena compositionakecurityanalysisnstance
(yA, ¢4, A, 1) in schemed, let (v, 98) = o((v4,44)) and¢?® = o(¢?), we shav that (v*, ¢4, 4, T1)
is trueif andonly if (v5, ¢%, 45, 11) is true.

Firstconsidetthecasethattheinstance/y*, ¢4, 4, 1) is existential,i.e., IT is 3. If theinstancds true,i.e.,
thereexistsa reachablestatefyf‘ in which ¢4 is true. Propertyl in Definition 7 guaranteeshatthereexists a
reachablestatey? thatis equivalentto v{'; thus¢” is truein v; thereforetheinstancen B, (v, ¢Z, 47, 3),
is alsotrue. Ontheotherhand,if (vZ, ¢?, 4P, 3) is true, thenthereexistsa reachablestatey? in which ¢? is
true. Property2 in Definition 7 guaranteethatthereexists a statein A in which the analysisinstancen A is
true.

Now considerthe casethatthe instance(y4, ¢, 44, II) is universal,i.e., IT is V. If theinstances false,
i.e.,thereexistsa reachablestate«yi4 in which ¢4 is false. Propertyl guaranteethattheinstancein B is also
false.Similarly, if theinstancdn B is false,thentheinstancen A is alsofalse.
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The “only if” direction. Wheno is not a state-matchingeduction thenthereexistsy* € I'* and4 ¢
w4 suchthat (v2, P) = o((y4,44)) violatesoneof thetwo propertiesn Definition 7.

First considerthe casethat Propertyl is violated. Thereexists a reachablestateyf‘ suchthat no state
reachabldérom +” is equivalentto v{'. Constructaformula¢” asfollows: ¢* is a conjunctionof queriesin
Q or their complementFor every queryqueryg”? in Q4, ¢ includesg? if 4{* F4 ¢ and—q¢* if v{* F4 ¢4,
(Note that the length of 4 may be infinite, sincethe total numberof queriesmay be infinite.) Clearly ¢
is truein 7{, but o(¢*) is falsein all statesreachabldrom 2. Thus,the existentialcompositionaknalysis
instancenvolving ¢ hasdifferentanswersando is not stronglysecuritypreserving.

Thenconsiderthe casethat Property? is violated. Thereexists a statey reachablérom «? suchthat
no statereachabldrom 44 is equivalentto v£. Constructa formula 4 asfollows: ¢ is a conjunctionof
queriesin Q or their complementFor every queryqueryq® in Q4, ¢4 includesq? if v -2 o(¢#) and—¢4
if v2 -8 o(g?). Clearly ¢ is falsein in all statesreachabldrom v4, but o(¢*) is truein v7; thus, the
existential compositionaknalysisinstanceinvolving ¢* hasdifferentanswersando is not strongly security
preserving. [ |

Notethatthe proofusesacompositionabnalysisnstancahatcontainsapotentiallyinfinite-lengthformula.
If onechoosedo restrictthe formulasin analysisinstancedo be finite length, then state-matchingeduction
may not be necessaryor beingstronglysecurity-preservingAlso, a state-matchingeductionpreserescom-
positionalsecurityproperties.If we only needqueriesfrom () to represenbur policiesandnot compositions
of thosequeries,thenthe following wealer notion of reductionsis more suitable. However, we believe that
the notion of state-matchingeductionss quite naturalby itself, and certainly necessaryvhencompositional
queriesareof interest.

Definition 8 (Reduction) Giventwo accesgontrolschemest = (I'4, Q4, 4, ¥4) andB = (I'?, QB B, ¥B).
A mappingfrom A to B, ¢, is saidto beareduction from A to B if for everyy4 € I'4 andevery 4 € ¥4,
(vB,4P) = o ((v4,14)) hasthefollowing two properties:

1. Forevery stateﬂyf‘ andevery queryg” in schemed, if v+, 4{1, thenin schemeB thereexistsa state
7B suchthaty® 5 4f andy{! -4 ¢4 if andonly if 42 -8 o(q?).

2. For everystatey{ in scheme3 andevery queryq” in schemed, if v2 5 5 7, thereexistsa statey;'
suchthaty? = vt andyit F4 ¢# if andonly if 5 8 o (¢?).

Definition 7 differs from Definition 8 in that the former requiresthat for every reachablestatein A (B,
resp.) thereexist a matchingstatein B (A, resp.) that givesthe sameanswerfor every query. Definition 8
requiresthe existenceof a matchingstatefor every query; however, the matchingstatesmay be differentfor
differentqueries.Propertyl in Definition 8 saysthatfor every reachablestatein A andevery queryin A, there
existsareachablestatein B thatgivesthe sameanswerto (theimageof) thequery Property2 saysthereverse
direction. The goal of thesetwo propertiesis to guaranteahat securityanalysisresultsare presered across
themapping.The factthatareduction,asdefinedin Definition 8, is adequatdor preservingsecurityanalysis
resultsis formally capturedby thefollowing theorem.

Theorem 2 Given two schemes A and B, a mapping, o, from A to B is security preserving if and only if o is
a reduction.

Proof. The “if ” direction. Wheno is a reduction,given a security analysisinstance(y4, ¢, 4, II) in
schemeA let (vB, 4B = o((v4,44)) and¢? = o(¢?), we shaw that (v4, ¢4, 14, 1) is trueif andonly if
(vB,qB, 4B 11) istrue.



First considerthe casethatthe instance(y4, ¢4, ¢4, II) is existential,i.e., IT is 3. If theinstanceis true,
i.e., thereexistsareachablestatey{* in which ¢# is true. Propertyl in Definition 8 guaranteethatthereexists
areachablestatey? in which ¢® is true. Therefore theinstancein B, (v5, ¢®, 4P, 3), is alsotrue. On the
otherhand.,if (vZ,¢?,+",3) is true,thenthereexists a reachablestatey in which ¢” is true. Property2 in
Definition 8 guaranteethatthereexistsastatein A in which ¢4 is true; thustheanalysisnstancen A is true.

Now considerthe casethattheinstance<fyA, i, 04, IT) is universal,i.e., Il is V. If theinstanceis false,
i.e., thereexists a reachablestate:! in which ¢4 is false. Propertyl guaranteethatthe instancein B is also
false.Similarly, if theinstancdn B is false,thentheinstancen A is alsofalse.

The “only if” direction. Wheno is not a reduction,thenthereexistsy4 € T4 andy4 € ¥4 suchthat
(vB,4P) = o ((y4,14)) violatesoneof thetwo propertiesn Definition 8.

FirstconsidetthecasethatPropertyl is violated. Thereexistsareachablestatey;! andaqueryg” suchthat
for every statereachabldrom ~7 the answerfor the queryo(¢) underthe stateis differentfrom the answer
for ¢ undery{'. If v 4 ¢4, thenthis meanghat ¢” is falsein every statereachablérom v2. Thusthe
securityanalysisinstance(y4, ¢*, ¢4, 3) is true, but its imageundero is false. Thus,the mappingo is not
security-preservinglf vi* /4 ¢#, thenthis meanshat ¢” is truein every statereachablérom 7. Thusthe
securityanalysisnstance(y4, ¢4, 14, V) is false,but its imageundero is true.

Thenconsiderthe casethat Property? is violated. Thereexists a statey reachablérom +® andaquery
¢” suchthatfor every statereachabldrom ~* theanswerfor the queryq” underthe stateis differentfrom the
answeffor o(¢*) underyP. If vF -5 o(¢#), thenthis meanghatq is falsein every statereachabldrom 4.
Thusthe securityanalysisinstance(y*, ¢, 14, 3) is false,but its imageundero is true. If 4B (/8 ¢P, then
thismeanghatg” is truein every statereachabldrom v*. Thusthe securityanalysisinstance(y4, ¢4, 14, V)
is true, but its mappingin B is false. [ |

Comparison®f two accessontrolmodelsarebasedn comparisongmongaccessontrolscheme$ased
on thosemodels. Comparison®f two accessontrol schemesin turn, arebasedon whetheronly the queries
from @ needto berepresentedyr compositionf thosequeriesneedto berepresentedswell.

Definition 9 (Comparing the Expressve Power of AccessControl Models) Giventwo accessontrolmod-

els M and M’, we saythat M’ is at leastasexpressie as M (or M’ hasat leastasmuchexpressie power

as M) if for every schemen M thereexists a state-matchingeduction(or a reduction)from it to a scheme
in M’. In addition,if for every schemedn M’, thereexists a state-matchingeduction(reduction)from it to a

schemdn M, thenwe saythat M and M’ areequivalentin expressie power. If M’ is atleastasexpressie

asthe M, andthereexistsa schemeA in M’ suchthatfor any schemeB in M, no state-matchingeduction
(reduction)from A to B exists,we saythat M’ is strictly moreexpressie than M.

We comparethe expressie power of two scheme$asedon state-matchingeductionsvhencompositional
gueriesareneededo representhe policiesof interest.Otherwise reductionssufiice. Obsenre thatwe canuse
theabore definitionto comparehe expressie power of two accessontrolschemesA and B, by viewing each
schemeasanaccesontrolmodelconsistof justthatscheme.

2.3 Discussionof alterative definitions for reduction

In this section,we discussalternatve definitionsthat differ slightly from the onesdiscussedn the previous
section.Thefirst of thesedefinitionsis usedby SandhuandGanta[18, 19 for simulations.

Definition 10 (Form-1 Weak Reduction) A mappingfrom A to B, givenby o : (I'4 x ¥4)u Q4 — (I'B x
UB) U QB, is aform-1 weak reduction if for everyy4 € T4 andevery ¢4 € WA, (vB 4B) = o((v4,44))
hasthefollowing two properties:



1. For every queryq?, if thereexists a statey;* in schemed suchthaty4 = .4 7{* and~y* +4 ¢4, then
thereexistsastatey? suchthaty? =, 5 72 andP -2 o(¢?).

2. Forevery queryq?, if thereexistsy# in schemeB suchthaty® .,z 7 and+f 2 o(¢*), thenthere
existsastatey{! suchthaty? =, y{* andv{! -4 ¢4 if andonly if v -5 o(¢?).

The intuition underlyingDefinition 10, asstatedby Sandhu[18] is, “systemsare equialentif they have
equialentworstcasebehaior”. Therefore simulationsonly needto presere the worst-caseaccess.Defini-
tion 10 is wealer thanDefinition 8 in thatit requiresthe existenceof a matchingstatewhena queryis truein
the state but doesnot requiresowhenthe queryis false. Thereforejt is possiblethata queryq is truein all
statesthatarereachabldrom v4, but the queryo(¢#) is falsein somestatesthatarereachabldrom v (the
queryo(g?) needdo betruein atleastonestatereachablérom ~ 7). ThisindicatesthatDefinition 10 doesnot
presere answergo universalsecurityanalysisnstancesDefinition 10 is adequatdor the purposesn [18, 19]
sinceonly simplesafetyanalysigwhichis existential)wasconsideredhere.

The decisionof defininga mappingto be a function from (I'4 x ¥4) U Q4 to (I’ x ¥B) U QP also
warrantssomediscussionOnealternatve is to definea mappingfrom A to B to be afunctionthatmapseach
statein A to a statein B, eachstate-transitiomule in A to a state-transitiomule in B, andeachqueryin A to
aqueryin B. Suchafunctionwould bedenotedaso : I'4 U ¥4 U Q4 — I'B U VB U QB. Onecanverify
ary suchfunctionis alsoamappingaccordingo Definition 4, which givesmoreflexibility in termsof mapping
statesandstate-transitiomulesfrom A to B. By Definition 4, the statecorrespondindo a statey” may also
dependsiponthe state-transitiofbeingconsidered.

Anotheralternatve is to defineamappingfrom A to B to beafunctiono : I4x ¥4 x Q4 — I'Bx ¥ B xQPB,
in otherwords, the mappingof states,state-transitiorrules, and queriesmay dependon eachother This
definitionwill alsoleadsto awealer notionof reduction:

Definition 11 (Form-2 Weak Reduction) A form-2weakreductionfrom A to B is afunctiono : I'4 x ¥4 x
QA — T'B x U8 x QP suchthatfor everyy4 € T4, every 4 € ¥4, andevery ¢* € Q4, (v5, 4P, ¢%) =
o((y4, 44, ¢)) hasthefollowing two properties:

1. For every statey;* in schemeA suchthaty* =, 77!, thereexistsastatey{ suchthaty? =, vf and
v 4 ¢4 if andonly if 48 FB ¢P.

2. For every statey? in schemeB suchthaty? =z 7F, thereexistsastatey;! suchthaty* = +{* and
v 4 ¢4 if andonly if 48 FB ¢P.

It is not difficult to prove that a Form-2 weakreductionis alsosecuritypreserving,n the sensehat ary
securityanalysisnstance(y4, ¢4, 4, 1) in A canbe mappedo a securityanalysisn B. However, it is nota
mapping,asthe mappingof statesandstate-transitiomulesmaydependonthe query

Definition 11 is usedimplicitly in Theorems2 and 3 in [10] for reductionsfrom two RBAC schemego
the RT Role-basedrust-managemerftamenork [9, 11]. As we statein Theoremb in this paper areduction
usedtherefor oneof the RBAC schemeganbechangedo a security-preservipnmappingin astraightforvard
manner

We choosenot to adoptthis wealer notion of reductionfor the following reason. Underthis definition,
givenanaccesgontrolsystem(y4, 1)), to answem analysisnstancesnvolving differentqueries pnehasto
don translationof statesandstate-transitionsyhich areoftentime consuming While usingDefinition 4 and
Definition 8, onecando the mappingof (y4, ) onceanduseit to answerall » analysisinstances.

A third weakform of reductionis introducedby Ammannet al. [1]. Thatwork discusseshe expressie
power of multi-parentcreationwhencomparedo single-parentreation.
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Definition 12 (Form-3 Weak Reduction) A mappingfrom A to B, givenby o : (I'4 x ¥4)u Q4 — (I'B x
UB) U QB, is aform-3 weak reduction if for everyy4 € T4 andevery 4 € WA, (vB 4B) = o((v4,44))
hasthefollowing two properties:

1. For every statey{' andevery queryg” in schemed, if 44+, v{%, thenin schemeB thereexistsa state
7B suchthaty® 5z 4f andy{! -4 ¢4 if andonly if 2 -8 o(q?).

2. For every statey in schemeB andevery queryg” in schemed, if 42 %, 5 7, theneither(a) there
existsa statey;' suchthaty4 +, 7! and~{* -4 ¢4 if andonly if 7& 2 o(¢*), or (b) thereexists
astateyd suchthat+ =5 75 andastatey{* suchthaty? =, {1, and~{! -4 ¢# if andonly if
v P o).

As pointedoutby Ammannetal. [1], thisform of reductionsufiicesfor monotonicschemes— thosescheme
which oncea stateis reachedn which a queryis true,in all reachablestatedrom thatstate the queryremains
true. Therefore,this form of reductioncannotbe usedto compareschemesvhen queriescan becomefalse
afterbeingtrue. As with the reductionfrom Definition 10, this form of reductioncannotbe usedfor universal
queries.

3 The Implementation Paradigm for Simulation: An Examination

Severalauthorsusetheimplementatiorparadigmfor simulationse.g.,Osbornetal. [15] statethat“a positive
answento the questionrwhetherLBAC (lattice-basedccessontrol) canbe simulatedin RBAC] is alsoprac-
tically significant,becauset impliesthatthe sameTrust ComputingBasecanbe configuredto enforceRBAC
in generalandLBAC in particular’ However, in thesepaperd13, 15, 17], a precisedefinitionfor simulations
is not given. This makesthe significanceof suchresultsuncleay atleastin termsof comparingthe expressie
power of differentaccessontrolmodels.

In this section,we analyzethe implementatiorparadigmandargue that this doesnot leadto a notion of
simulationsthatis meaningfulfor comparingthe expressie power of differentaccessontrol models. More
precisely the notionsof simulationsderved from this paradigmare so weak that almostall accesscontrol
schemesreequivalent.

To formalizetheimplementatiorparadigmfor simulation,a naturalgoalis to useanimplementatiorof an
accesxontrol schemedor anotherscheme.Intuitively, if a schemeA canbe simulatedin a schemeB, then
thereexists a simulator that, whengiven accesdo aninterfaceto (animplementatiorof) B, canprovide an
interfacethatis exactly the sameastheinterfaceto (animplementatiorof) A.

When consideringthe interface of an accesscontrol schemewe have to considerhow state-transitions
occur Intuitively, anaccesgontrol systemchangests statebecausesomeactors(subjects principals,users,
etc.)initiate certainactions.An implementatiorof anaccessontrolschemedhushasaninterfaceconsistingof
atleastthefollowing functions:

e init(y): setthecurrentstateto ~.
e query(q): askthequeryq andrecevesayes/noresponse.

e apply(a): applytheactiona onthesystemwhich mayresultin a state-transition the system.

functionsproviding othercapabilities .g.,traversingthe subjectsandobjectsin the system.

A simulatorof A in B is thusa programthattakesaninterfaceof B andprovidesaninterfaceof A thatis
indistinguishabldrom animplementatiorfor A. In otherwords,the simulatoris a blackboxthatwhengiven
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accesso abackboximplementatiorof B, givesanimplementatiorof A. Thisintuition seemgo make sensef
thegoalis to useanimplementatiorof B to implementA.

It is temptingto startformalizing the above intuition; however, thereareseveral subtleissueshatneedto
beresohedfirst.

As canbe easilyseenfor ary two schemesA and B, atrivial simulatorexists. The simulatorimplements
all thefunctionalitiesof A by itself, without interactingwith theimplementatiorof B. Clearly onewould like
to rule out thesetrivial simulators. One naturalway to do sois to restrictthe amountof spaceusedby the
simulatorto be sub-linearin the size of the stateof the schemadt is simulating. It seems to be a reasonable
requirementhatthe simulatortakes constantspaceon its own, i.e., the spaceusedby the simulatordoesnot
dependonthesizeof the state.(The spaceusedby theimplementatiorof B is notconsideredere.)

Anotherissueis whetherto furtherrestricta simulators internalbehaior. Whenthe simulatorreceivesa
qgueryin the scheme4, it may issuemultiple queriesto the blackboximplementatiorof B beforeanswering
thequery;it mayevenperformsomestate-transitioon B beforeansweringhequery Similarly, the simulator
may performmultiple queriesandstate-transitionsn B to simulateonestate-transitionn A.

If norestrictionis placedthenthenotionof simulationis tooweakto separatdifferentaccesgontrolmod-
els. For example,in [13], Munawer andSandhuconstructed simulationof ATAM in RBAC. In AppendixA,
we give asimulationof RBAC in strict DAC, a discretionarymodelthatallows only the owner of anobjectto
grantrights over the objectto anothersubjectandownershipcannotbetransferred Accordingto theseresults,
thesimplestDAC (in which securityanalysisis efficiently decidablehasthe sameexpressie poverasATAM
(in which simplesafetyanalysisis undecidable).This illustratesthe point that, without preciserequirements,
simulationis notavery usefulconceptfor comparingaccessontrolmodels.

If oneplacesrestrictionson the simulator thenthe questionis whatrestrictionsarereasonableOur con-
clusionis thatit is very difficult to justify suchrequirementsin thefollowing, we elaborateon this.

Onepossibilityis to restricttheinternalbehaior of the simulator e.g.,to restrictit to issueonly onequery
to B in orderto answerone queryin A andto make boundednumberof state-transitiongn B to simulate
onestate-transitionin A. Undertheserestrictions,onecanprove thatRBAC cannotbe simulatedin the HRU
model. The assignmentf a userto a role in RBAC resultsin the usergaining all the accesse$o objects
implied by thepermissiongssociateavith thatrole; thereforejt changesheanswergo anunboundechumber
of queries(queriesinvolving thosepermissions.)One may argue that the assignmenbf a userto aroleis a
single“action” in RBAC, andtherefore the acquiringof thosepermissiondy thatuseris accomplishedn a
single “action?” The correspondingassignmenbf rightsin the HRU accesanatrix cannotbe accomplished
by a single command,or a boundednumberof commandfor that matter as eachcommandonly changes
a boundednumberof cellsin the matrix. Thus, ary mappingof the userassignmenin RBAC involves an
unboundedumberof commanddeingexecutedin HRU. Nonethelesspnecanarguethatthis is balancedy
the efficiengy of checkingwhethera userhasa particularright in thetwo models. A naive implementatiorof
an RBAC modelmay involve having to collectall rolesto which thatuseris assignedandthencollectingall
permissionsassociatedvith thoseroles,andthencheckingwhetherone of thosepermissionsorrespondso
the objectandaccessight for which we arechecking. The time this procesdakesdependsn the sizeof the
currentstateandis unbounded.The correspondingheckin HRU is simpler: we simply checkwhetherthe
correspondin@gccessight existsin thecell in the matrix. Thus,we canamguethatthereis atrade-of between
time-to-updateandtime-to-check-accedsetweerthetwo schemes.

Anotherpossibility is to measurenov muchtime the simulatortakesto performa state-transitiorandto
answeronequeryin the worst caseandrequirethattherecannotbe a significantslovdown. This possibility
is complicatedby the fact thatthe efficiengy of theseoperationsare not predeterminedn ary accessontrol
schemetheimplementatiorcanmalke trade-ofs betweentime compleity andspacecompleity andbetween
guery answeringand state-transitions.Any comparisonmustinvolve at leastthree axes, querytime, state-
transitiontime, and space.Furthermorethe bestwaysto implementan accessontrol schemds not always
known. Finally, theseimplementation-ieel detailsdo not seemto belongin the comparisorof accessontrol
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models;assuchmodelsby themselesareabstracinodelsto studypropertiesotherthanefficiencgy.

In summary our analysisin this sectionsuggestghat the “implementationparadigm”doesnot seemto
yield effective definitionsof simulationsthatareusefulto compareaccessontrolmodels. This alsosuggests
thatexpressie power resultsproved underthis paradigmshouldbe reexamined.

An alternateapproach Bertinoetal.[2] proposedifferentimplementatiorparadignfrom theonediscussed
above. They presenta framevork basedon logic programmingwithin which to comparethe expressie powver
of accesgontrol models. A library of logic factsandrulesare provided, and eachaccessontrol modelis a
collectionof somefactsandrulesfrom thatlibrary. Accesscontrolmodelsarethencomparedasedon what
factsandrulesareusedto represeneachof them. The approachn thatwork is structural:if in onemodel
we usecertainfactsandrules,but notin anotherthenthe two modelsareincomparable Furthermoreijf one
modelusesmorefactsandrulesthananotherthenthe formeris moreexpressie thanthelatter This basisis
usedin arguing that RBAC is more expressie than MAC asRBAC hasthe notion of roles. State-transitions
arenot consideredn this approachandthe preseration of propertiesacrossstate-transitiongs not partof the
basedor comparison.Our theoryfor comparingthe expressie power of accesontrol modelsis basedon
whetherscheme$rom onemodelcanrepresenpoliciesthatscheme$rom anothercannot.We do not have ary
structuralrestrictionsin comparingtwo models. Thereby our work is fundamentallydifferentfrom the work
by Bertinoetal. [2].

4 Applying the Theory

In this sectionwe applyour theoryfrom Section2 to comparehe expressie power of differentaccesgontrol
schemes.We examinetwo particularresultsfrom literatureusing our theory: (1) that RBAC is at leastas
expressie asDAC (Sectionst.1and4.2),and(2) thatTAM is atleastasexpressie asATAM (Sectiord.4). We
shaw alsothatthetrustmanagemeranguageR T[] is atleastasexpressie asanRBAC schemé&Sectiord.3).
Ourschemesrepreciselycharacterizedh AppendixB, andproofsfor ourresultsarein AppendixC.

4.1 Examining comparisonsof RBAC and DAC

Munawver and Sandhu[13] presenta simulationof ATAM in RBAC and concludethat RBAC is at leastas
expressie asATAM. Osbornetal. [15, 14,17] give simulationsof variousMAC andDAC schemesn RBAC.
Themainconclusiorof Osbornetal. [15, 14, 17] is thatasMAC andDAC canbesimulatedn RBAC, aTrusted
ComputingBased(TCB) needgo includeanimplementatiorof RBAC only, andDAC andMAC policiescan
be successfullyepresentedndenforcedby the TCB.

In the simulationsusedin [13, 15, 14, 17], the preseration of safety(or othersecurity)propertiesis not
identifiedasanobjective. Fromtheabore conclusionin [15, 14, 17], it seemghatthey follow theimplementa-
tion paradigm.As discussedn Section3, this paradigmleadsto a weaknotion of simulationsasexemplified
by the simulationof RBAC in strict DAC in AppendixA.

We obsenre alsothat the problemof comparingRBAC with DAC as statedby Osbornet al. [15, 17] is
ill-defined (or atleastnot clearly defined).RBAC by itself only specifieghe structurego storeaccessontrol
information,but nothow to manipulatehesestructuresyhich arespecifiedoy administratre models.In other
words, only the setI” of statess preciselydefined,the set¥ of state-transitiomulesis not. The counterpart
of RBAC is the accesanatrix model, insteadof DAC (or MAC). In DAC, we specify that accesscontrol
informationis storedin a matrix, andwe alsospecifyruleson how to changeheaccessnatrix. The statement
thatRBAC is at leastasexpressre asDAC (or MAC) is similar to sayingthat the accessnatrix modelis at
leastasexpressie asDAC or MAC. Comparingthe RBAC modelwith the accessnatrix modelis not fruitful
either asbothmodelscanincludearbitrarystate-transitiomules.
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4.2 Comparing ARBAC97 with aform of DAC

To compareary RBAC-basednodelwith DAC, oneneedgo specifytheadministratve model(state-transition
rules)for RBAC. In existing comparison®f RBAC andDAC [13, 15, 17], new andrathercomplicatecadmin-
istratve modelsareintroduced“on the fly” to simulatethe effectsin DAC. In this section,we comparethe
expressie powver of RBAC with ARBAC97[16] asthe administratie modelto thatof SDCO,arathersimple
form of DAC. A precisecharacterizatioof SDCOis in AppendixB.1, andof the ARBAC97schemas in Ap-
pendixB.2. Osbornetal. [15] asserthatSDCOcanbesimulatedn RBAC. We asserthattheredoesnot exist
a state-matchingeductionfrom SDCOto the ARBAC97 schemegivena naturalquerysetfor eachscheme.

Thisresultis significantasit shavs thatwe cannotasserthatRBAC is moreexpressie thanDAC without
gualifying the assertion;a strongly security-preservip mappingdoesnot exist from SDCOto ARBAC97.
Our conclusionprovides the first evidencethat the expressie powver of RBAC (or at leastsomereasonable
incarnationof it) is limited.

Theorem 3 There exists a reduction from SDCO to ARBAC97.
Theorem4 There exists no state-matching reduction from SDCO to ARBAC97.

Theproofsarein Appendice<C.1andC.2respectiely. Onemayaskwhetherthereareotherschemesased
on RBAC for which thereis indeeda state-matchingeductionfrom SDCO.An approachmay be to adopta
differentquerysetfor ARBAC97. We obsenre that for certainotherquerysetsaswell, the non-«istenceof
a state-matchingeductionholds. As an example,supposenve mapthe queryfor the presenceof a right in
SDCOto aqueryfor theabsencef a permissionin RBAC. In this caseaswell, thereexistsno state-matching
reductionfrom SDCO.Whetherthereexistsa meaningfulsetof state-transitiomules(anadministratre model)
for RBAC for which thereis a state-matchingeductionfrom SDCOis anopenproblem.

4.3 Comparing an RBAC schemewith a Trust ManagementLanguage

In this section,we comparea particularRBAC schemedo the trustmanagemenianguageRT[N]. TheRBAC
schemawe consideris called AssignmentAnd Revocation(AAR) [10]. In AAR, the stateis an RBAC state,
andstate-transitiomulesarethosefrom the URA97 componentf the ARBAC97[16]; usersmay be assigned
to andrevoked from roles. Precisecharacterizationsf AAR arein [10] andAppendixB.3.

RT[N] is a trust managementanguagein which a stateis a setof credentialsissuedby the principals
involvedin thesystem A credentiablenotesnembershign aprincipal’srole. A credentials oneof threetypes:
(1) A principalis assertedo be a memberof anotherprincipal’s role, (2) All the principalsthataremembers
of a principal’s role areassertedo alsobe membersf anothemrincipal’s role, and(3) All the principalsthat
aremember®f two roles(theintersectiorof thememberf theroles)arealsomemberf anotherprincipal’s
role. Somedetailson RT[N] arein AppendixB.4, andwereferthereadetto Li etal.[9, 11, 12] for moredetails
onRT[N].

Li andTripunitara[10] presentform-2 weakreduction(seeDefinition 11) from AAR to RT[N]. We assert
with the following theorenthattheresultcanbe madestronger

Theorem5 There exists a state-matching reduction from the RBAC scheme AARto RT|N].

Theproofisin the AppendixC.3
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4.4 Comparing ATAM with TAM

TAM is a schemebasedon the accessnatrix modelandis similar to the HRU schemd6] (seeSection2.1).
Every objectis typed,andthetypecannotchangeoncethe objectis created State-transitioneccurvia the exe-
cutionof commandshataresimilarto HRU commandsWe specifyatypefor every parameteto acommand.
ATAM is thesameasTAM, exceptthatin aconditionin anATAM commandtheabsencef arightin acell of
theaccessnatrix may be checled (andnotjust the presencef aright). SeeAppendiceB.5 andB.6 for more
detailsonthetwo schemes.

Sandhuand Ganta[19] presenta mappingfrom the ATAM to TAM. Basedon the mapping,one may
concludethat TAM is at leastasexpressie asATAM. As the corverseis trivially true (TAM is a specialcase
of ATAM), onemayconcludehatATAM andTAM have the sameexpressie power; we gainnothingfrom the
ability to checkfor theabsencef rightsin the conditionof anATAM command.SandhuandGanta[19] make
theobserationthatthesimulationof acommandn ATAM mayrequirethe executionof anunboundediumber
of commandsn TAM, and concludewith the following comment:“. .. practicallytestingfor the absenceof
rightsappeardo be useful. It is anopenquestionwhetherthis claim canbeformalized..” In this sectionwe
formalizethis claim by assertinghatthereis no state-matchingeductionfrom ATAM to TAM.

Theorem 6 There exists no state-matching reduction from ATAM to TAM.

The proofis in the AppendixC.4. Thus,the notion of state-matchingeductionsformalizesthe differencein
expressie powver betweenATAM and TAM. One may ask whetherthereexists a reductionfrom ATAM to
TAM. Onemay alsoaskwhetherreductionsor state-matchingeductionsexist from ATAM to TAM whenwe
allow TAM to containqueriesof thetype“is r ¢ M., [s, 0]?” aswell (but acommanddnly allows checkingfor
thepresencef arightin acell in the condition). Theseareopenquestions.

5 Conclusionsand Future Work

We have presentedh theoryto comparethe expressie power of accessontrol models. Our theoryis based
on perceving an accesontrol systemas a state-transitiorsystem,and askingwhetherthereexist security-
preservingor strongly security-preservim mappingsbetweentwo schemes.We have appliedour theoryin
threecasesandshaw that: (1) RBAC with ARBAC97 asits administratie modelis limited in its expressie
powerin comparisorto aversionof DAC; (2) thetrust-managemetéinguageR T[] is atleastasexpressie as
RBAC with theURA97 componenbf ARBAC97asits administratre model;and(3) ATAM is moreexpressie
thanTAM. To our knowledge, (1) is the first evidencethatthe expressie powver of RBAC is limited, and (3)
solvesanopenproblemstatedn theliterature[19].

As future work, we proposeto useour theoryto comparemore modelswith eachother For instancewe
would like to comparevariousversionsof DAC and“layer” theseversionsbasedon their relative expressie
power. Also, while our theoryis basedon capturingthe notion of policiesthatcanrepresenteandverifiedin
anaccesgontrolsystemwe do not believe thatreductionsandstate-matchingeductionscaptureall thetypes
of policieswe would wantto consider For instance a reasonablguestionto askduring a securityauditmay
be: “did Alice getherwrite accesgo a sensitve file only afterherhusbandBob wasgiven privilegedaccess
to the system?”This canbe perceved asa policy issue,andwe maywantto expressthis assomeexpression
involving queries Neitherreductionsot state-matchingeductionscapturesuchqueryexpressionsAs partof
ourfuturework, we proposeo expandour theoryto includesuchpolicies.
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A A “Simulation” of RBAC in Strict DAC

We now informally describea simulationof RBAC in strict DAC, the simplestform of DAC. The point of this
simulationis to shaw thatif preciserequirementsrenot specifiedon simulationsthenarythingis possible.

Thestateof astrict DAC modelis representetly anaccessnatrix, which hasonesubjectfor eachuserand
eachrole andoneobjectfor eachpermission.Thereis alsoonespecialsubjectadmin, who is the creatorand
ownerof every objectin thesystem All subjectsaarealsoobjects.We usethreerights,‘own’, ‘dc’, and‘c’. We
assumehattheimplementatiorof the strict DAC modelprovidesthefollowing functionality it internallysorts
all the objectsandcanreturnthefirst object,givenanobjecto, it returnthe objectnext to o. The commands
implementedn thestrict DAC areasfollows:

conmand create(s, 0)

create o;
enter own into (s, 0);
end;

conmand del ete(s, 0)
if own € (s,0)
destroy o;

end;

conmand grant-dc(sl, s2, 0)
if own € (s1,0)
enter dc into (s2,0);
enter cinto (s2,0);

end;

conmand grant-c(sl, s2, 0)
if own € (s1,0)
enter cinto (s2,0);

end;

conmand revoke-dc(sl, s2, 0)
if own € (s1,0)
renove c from(s2,0);

end;

conmand revoke-c(sl, s2, 0)
if own € (s1,0)
renove c from(s2,0);

end;
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The additionof new users,roles,and permissionsare carriedout by the simulatorin the straightforvard
way, i.e., have admin executesa creationcommand;admin thenbecomeghe owner of theseobjects. When
anew userrole assignment(u, r), is added the following procedures executed,obsere thatonly constant
spacds neededor thesimulation.

addUR(u,r) {
run command grant-dc(admin , u, r);
whil e (propagate());
}
propagate() {
repeat = fal se
for every s,01,02 in the nmatrix {
if c ¢(s,02) && c €(s,01) && c €(01,02) {
run command grant-c(admin , s, 02);
repeat = true;
1

return repeat;

}

Theproceduresgor addingarole-permissiorassignmenandarole-roleinheritancerelationships similar.
Wheneer a userrole assignmenis remaoved, the simulatorexecutesthe following procedurewhich first
clearall the propagatedightsandredothe propagation.

removeUR(u, r) {
if (dc € (u,r)) {
run command revoke-dc(admin , u, r);

clear();

whil e (propagate());

}
clear() {

for every s,o in the natrix {

if c e(s,o0) {

run command revoke-c(admin , s, 02);

1
}

B Schemesisedin Sections4.2,4.3and 4.4
B.1 The SDCO Scheme

I’ SDCOis a schemébasedon the accessnatrix modelandis a specialcaseof the HRU scheme(seeSec-
tion2.1). Eachstatey € I'is (S,, O,, M, [], R,) whereS,,, O, and R, arestrictsubset®f thecountably
infinite setsS (subjects)( (objects)andR (rights)respectrely. Thesetof rightsfor theschemas ., =
{own,r,...,r}, whereown is thedistinguishedight indicatingownershipof the object. M., [ ] is the
accessnatrix.

¥ The state-transitiorrules are the commandscreate Object, destroyObject and grantOwn, andfor each
r; € Ry — {own}, acommandyrant _r;.
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command createObject(s, o) command destroyObject(s, o)

create object o if own € [s,0]
enter own into [s, o] destroy o
command grantOwn(s, s, o) command grant_r;(s,s’,0)
if own € [s,0] if own € [s, 0]
enter own into [s', o enter r; into [s', o]

remove own from [s, 0]

Q.+ Weallow queriesof the following forms: (1) Is s € 5,?,(2) Iso € O,?,and(3) Isr € M,][s,0]? In
thesequeriesy € R, s € S ando € O. Theentailmentrelationt is basedsimply on observingwhether
the conditionholdsin the state.For a queryof theform (3), if s ¢ S, 0 € O, orr ¢ R,, then~ does
not entailthatquery Thisis a naturaldefinitionfor Q andr for any schemebasedon the accessnatrix
model.

B.2 The ARBAC97 Scheme

I' We assumehe existenceof the countablyinfinite setsi/ (users),P (permissionspndR (roles). An AR-
BAC97 stateis (UA, PA, RH, AR) where UA is the userrole assignmentelationthat containsa pair
(u,r) for every useru € U thatis assignedo arole r € R. PA is the permissions-rolessignment
relationthatcontainsa pair (p, r) for every permissiorp € P thatis assignedo theroler € R. RH is
therole-hierarchyandfor 1,70 € R, r1 = ro € RH meanghatall usersthataremembersof r; are
alsomemberof ro, andall permissionghatareassignedo r, areauthorizedo usersthataremembers
of ri. AR C R is asetof administratie roles. In ARBAC97[16], changedo AR maybe madeonly
by acentralSystemSecurityOfficer (SSO)who s trustednot to leave the systemin anundesirablestate;
if the SSOeffectsa state-transitionthenshedoessecurityanalysisto ensurethat the resultingstateis
acceptableThereforejn our analysiswe assumehat A R doesnotchange.

¥ State-transitions the ARBAC97schemarepredicatedntherelationsthatarepartof the URA 97 (user
roles assignment),PRA 97 (permission-roleassignmentand RRA 97 (role-role assignmentcompo-
nents.

can_assignp C AR x CR x 2R

can_assign C AR x CR x 2R
can_revokep C AR x 2%

can_revoke C AR x 2R PRA97 {

URA97 {

RRA97 { can_modify C AR x 2%

CR is a setof pre-requisiteconditions. A pre-requisiteconditionis a propositionallogic formula over
regularroles. For instancee = r; A T3 is a pre-requisiteconditionthatindicates:“role r; andnotrole

ro,” Wherery, 7o € R.
A state-transitions the successfuéxecutiononeof thefollowing operations.

assignUser(ar,u, rset) revokeUser(ar,u, rset)
if 3 (ar,c,rset) € can_assign such that if 3 (ar,rset) € can_revoke such
a is a member of ar A u satisfies ¢ A that a is a member of ar A
r € rset then r € rset then
assign u to r revoke u from r
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Q,F

B.3

assignPermission(a,p,r) revokePermission(a, p,r)

if A{ar,c, rset) € can_assignp such that if A{ar,rset) € can_revokep such
a is a member of ar A p satisfies ¢ A that a is a member of ar N
r € rset then r € rset then
assign p to r revoke p from r
addAsSenior(a,r, s) removeAsSenior(a,r, s)
if Iar, rset) € can_modify such that if I(ar, rset) € can_modify such that
a is a member of ar Ar,s € rset then a is a member of ar Ar,s € rset then
addr > sto RH remove r > s from RH

We allow queriesof the following formsthatareall naturalfor the ARBAC97 scheme:(1) given user
u, doesthereexist arole r suchthat (u,r) € UA?, (2) givenuseru androle r, is (u,r) € UA?,(3)
given permissionp, doesthereexist a role » suchthat (p, ) € PA?, (4) given permissionp androle
r,is (p,r) € PA?,(5) givenrolesry, ro, isTy = 19 € RH?,and(6) give useru and permissionp,
is u authorizedto have the permissionp? Thatis, do thereexist rolesry, ro suchthat (u,r) € UA
A (p,re) € PA N1y = ro € RH? Theentailmentrelation, is basedsimply on whetherthe conditions
checledin aqueryholdin thegivenstate.

The AAR Scheme

' In AAR, astateis theRBAC state(UA, PA, RH ), asdiscussedn the previoussection.

U The state-transitiongllowed are the operationsassign User and revoke User from the previous section,

B.4

with the exceptionthat negationis not allowed in pre-requisiteconditions. In addition,in AAR, we
requirethatfor every role for which thereis a can_assign entry, thereis alsoa can_revoke entry That
is,if 3 (ar, ¢, rset) € can_assign suchthatar hasatleastonememberandc may evaluateto ¢rue, then
Vr € rset, 3 (ar’, rset’) € can_revoke suchthatr € rset’ andar’ hasatleastonemember

Queriesareof theform s; J so, Wheres; andsy areuser-sets. A usersetis anexpressiorthatevaluates
to a setof users.A setof roles,a setof permissionsanda setof usersare usersets,asare unionsand
intersection®of usersets.We referthereaderto [10] for moredetailson usersets. Entailmentinvolves
evaluatingthe usersetss; andss to the setsof usersS; andS» respectiely, anddeterminingwhether
S1 2 S,. Severalinterestinggueriesrelatedto safety availability, livenessandmutual-eclusioncanbe
posedascomparison®f usersets.

The RT[N] Scheme

I' An RT[N] stateis a setof credentials,eachof which is one of the following types: (1) A.r «— U, (2)

A.r«—— B.ry,and(3) A.r—— B.r; N C.ro. Eachof A, B, C, U is aprincipal.

U A state-transitionn RT[N] is eitherthe removal of a credential,or the additionof one. State-transitions

arecontrolledby growth andshrink-restrictedsetsof roles— G and.S respectrely. A role thatis in the
gronth-restrictedsetmay not have ary assertiongddedwith thatrole at the headof the assertionanda
role thatis in the shrink-restrictednay not have ary assertionsemoved. Thus,the state-transitiomules
arerepresenteds(G, S).
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Q,F We allow queriesof the form ¢; 3 ¢, whereeache; and ¢, is eitheran RT[N] role, a credential,
or credentialgioined by union, U or intersection,N. We obsere that this is slightly different from
the definition for queriesin [10]. Thereasonis thatin thatwork, only a form-2 weak reduction(see
Definition 11) is presentedandthereforequeriesare processeth conjunctionwith eachstateandstate-
transitionrule in the mapping.We seekio mapqueriesndependantlypf statesandstate-transitiomules.
Entailmentin RT[N] is doneusing credentialchaindiscovery [12]: we find a chainof credentialghat
provesa (portionof a) query if oneexists.

B.5 The TAM Scheme

I' TAM is similar to the HRU schemegseeSection2.1). Eachstatey € T"is (S, O, M, [], Ry, T, typeOf )
whereS,, O,, R, andT’, arestrict subsetf the countablyinfinite setsS (subjects),0 (objects),R
(rights)and7 (typesof objectsandsubjectsyespectiely. ThefunctiontypeOf: (S, U O.) — T, maps
eachsubjectandobjectto a type that cannotchangeoncethe subjector objectis created. M, [ | is the
accessnatrix.

¥ A state-transitiomule is asetof commandsEachcommancdhasanoptionallist of conditionsthatarejoined
by conjunction. A commandthenconsistsof primitive operations.Eachparameteto the commands
associateavith atype. Eachconditionmay checkonly for the presencef aright in acell.

@, Weallow queriesof theform “is » € M, [s, 0]?" Entailmentmerelyinvolveslooking at the contentsof
thecell to checkwhethertherightisinit. If » ¢ R, s ¢ S, oro ¢ O,, thenthequeryis notentailedoy

.

B.6 The ATAM Scheme

Iy, Q,- An ATAM stateis thesameasa TAM state.State-transitiomulesarethe sameasfor TAM, except
thata conditionin a commandmay checkfor the absencef aright (asopposedo only the presencef
aright). In ATAM, we allow @ to containqueriesof the following two forms: (1) Is r € M, (s, 0|?,and
(2)Isr ¢ M,[s,0]? Thisis consistenwith the intentof Sandhuand Ganta[19] to determinewhether
the ability to checkfor the absencef rights doesindeedaddmoreexpressie power. - involvesmerely
checkingthe contentsof therelevantcell anddeterminingwhetherarightis or is notin thecell.

C Proofsfor theoremsin Section4

C.1 Prooffor Theorem3

Proof. Sketch:by constructionWe have asingleadministratie role A in ARBAC97andassignt asingleuser
a. can_assign = {(A, true, R)}, can_revoke = {(A, R)}, can_assignp = {(A, true, R)}, can_revokep =
{(A, R)}, can_modify = {(A, R)}. Thereis a userin ARBAC97 correspondingo eachsubjectin SDCO.
Eachobjecto in SDCOis associateavith therolesoyy, , 0y, , - - . , 0r,, iN ARBAC97.1f auserhasarightr over
the objecto, thatis mappedo the userbeinga memberof therole o,.. Creationof anobjecto by subjects in
SDCOis mappedo picking the role o,,,, from R and assignUser of s t0 0,.,. Destructionof anobjecto
correspondso revokeUser of eachuserfrom eachrole correspondingo o. Eachqueryr € M, s, o] is mapped
to whethers is amemberof therole o,. Eachquerys € S, is mappedo whether(s,r) € UA for someroler.
Eachqueryo € O, is mappedo whether(u, 0,,,,) € UA for someuseru. [ |
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C.2 Prooffor Theorem4

Lemma7 Let 1) bea state-transition rule, and v and 4/ be statesin the A RBA C97 scheme. Then, for any two
queries ¢; and ¢o, there existsno 4/ such that v = (—g1 A g2) when vy = (g1 A —gz) and ~y — /.

Proof. We obsere that the operationsassignUser, assignPermission and addAsSenior canonly cause
gueriesto becomestrue, and not false. Similarly, the operationsrevokeUser, revokePermission and
removeAsSenior cannotcausea queryto becometrue. Therefore given a state-transitionn the ARBAC97
schemeit cannotcausea querythatis trueto becomealseandanothemuerythatis falseto becomeruein the
new state. |

Proof. (for Theorem4) By contradiction. Assumethat thereexists a state-matchingeductionfrom SDCO
to ARBAC97. In SDCO, adoptas~ a statewith the following properties:s, s’ € S, with s # s, 0 € O,
andown € M|s,o|. Let g1, g2 andgs be queriesin SDCOwhereq; is the query“ouwn € [s,0]", g2 is the
query“oun € [s,0]” andgs is thequery“o € O.". Thesequeriesaremappedo g¢;', ¢i' andgs' respectiely
in the ARBAC97 scheme. We obsere thaty - (¢1 A —~¢g2 A g3). Thereexists a state”y reachablerom ~
suchthaty + (—¢1 A g2 A g3). And, thereexists no reachablestatey suchthaty + (g1 A g2 A g3) or 4
(g1 A —g2 A g3) (if o € O, thentheremustbe exactly one subjectthat owns o). Considerthe statey” in
ARBAC97thatcorrespondso v (if theredoesnotexist one,thenwe have a contradiction) We know thaty4 +
(g A —gs' A qf'). Theremustalsoexist a reachablestate3* that correspondso 7 (if theredoesnot exist
one,thenwe have a contradiction).By Lemma7, we know that54 is not reachabldrom v# is a singlestate-
transition. Therefore theremustexist somestatej“ thatis reachabldrom v suchthat44 - (g{* A g5 A ¢4')
or ¥4 F (g A g Agd'). As thereexists no correspondingstatein the SDCO schemethatis reachable
from -, we have a contradictionto the assumptiorthat thereexists a state-matchingeductionfrom SDCOto
ARBAC97. |

C.3 Prooffor Theorem5

(This proofappearsn [10] aswell.)

Proof. By construction. We shav that the mappingfrom [10] from AAR to RT[N] is a state-matchinge-
duction. We considereachassertionfrom Definition 7 in turn. Eachrole r in AAR is associatedvith the
role Sys.r in RT[N]. We shav thataftera seriesof state-transitiongherole-membershipg AAR matchthe
role-membershipg the correspondingtateof RT[N].

Assertion 1: Let y be the given AAR state,andy +=, 7'. Then,y = v5 —y Y1--. =y Ym = 7
Eachstate-transitions eitherthe assignmenbf a userto a role using assignUser or revocationof a users
membershipn arole usingrevoke User. Letthecorrespondingtatesn RT[N] bery” = A1, 47, ... 4L =~
Theusersthatarememberf ary role r in v arethe sameasthe usersthatarememberof the corresponding
role Sys.r in 7. If the state-transitiorfrom +; to ;1 is the resultof the assignmenbf the useru to the
role r, thenwe effect the following changeso transitionfrom the statey/ to +Z, ;: we addthetwo statements
ASys.r +—— u andBSys.r —— u. If the state-transitioris the resultof the revocationof the useru from therole
r, thenwe remove all statementshat exist of the following two forms: ASys.r «— u andRSys.r «— u. We
obsere thatin ’yT/, ary HSys.r hasasmemberall usersthatwereever memberof therole r. Consequently
in ’7T/, eachSys.r hasasmemberghoseusershatarememberf r in 4/. Thereforewe canasserthaty’ + ¢
iff 77"+ g7

Assertion 2: In RT[N], the only rolesthat cangrow arethe ASys and BSys roles. The only roles that
can shrink are the ASys and RSys roles. Giveny? = o(y) where~ is a given AAR stateand yT’ is the
correspondingR T[] state let 4~ +5,, ~7”. We constructhe AAR state’ thatcorrespondso 2" asfollows.
For eachstatemenbf the form BSys.r «— u or of theform ASys.r «—— u, we assignthe useru to therole r.
Now, we comparethe userrole membershipsf eachuserto therolesr andSys.r. Therecannotbeary users
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in Sys.r thatarenotin r: thereasons thatwe have not revoked ary usermembershipn r (startingfrom the
userrole membershign the statey). Theremay be usersin r thatarenotin Sys.r. Giventhe requirement
thatevery role for which thereis a can_assign, we alsohave a can_revoke, the only way for theseextra users
to bein r andnot Sys.r is thatthereexists a can_assign thatpermitsthoseusersto be assignedo r (starting
at the statey). We revoke suchusers’membershigrom r usingthe relevant can_revoke entries. Now, the

memberships r andSys.r areidentical,andwe canasserthatfor all queriesy, 7T’ Fo(q) iffy Fq.
|

C.4 Prooffor Theorem6

Proof. By contradiction Assumethatthereexistsa state-matchingeductions from ATAM to TAM. Consider
anATAM scheman which v (the state-transitiomule) consistsf the following commands.

command createSubject(X: t) command addRight(Y: t, Z: t)
create subject X of type t enter r into [Y, Z|

Adoptas~y in ATAM astatewith then subjectssy, ... s,, no objectsotherthansubjects,R, = {r}, and
T, = {t}. Letg; bethequery“r € M|s,1,s;|]” andg; bethequery“r ¢ M|s, .1, s;]” foreachi € {1,....n}.
We first make thefollowing obsenrations:

LyF =g A...N=gy ANoqi A ... AN =g, Thereasonis thats,1 ¢ S,, andtherefore,y doesnot
entailary queryrelatedto s, 1. Giventhis obseration,weinfer thato (v) - =0 (g1) A ... A =0 (gn) A
-0 (q1)A...AN—o (qr). Otherwisewe have thedesiredcontradictiorto theexistenceof a state-matching
reduction.

2. thereexists~ suchthat~ ni>¢ Fandy F —g1 A ... A—gu AGL A ... A §p. 7 Canbereachedrom « by the
executionof the commandcreateSubject with the parametetX instantiatedwith s, 1.

3. for all 4/ suchthat~y »i»w v v+ —=g; A —q; forsomei € {1,...,n} if andonlyif forall j € {1,....n},
7'+ —¢; A =g;. Thereasoris thatary statey’ in which —¢; A —g; is truefor somei € {1,...,n}isa
statein which s, .1 & S,.

4. thereexistsno+/ suchthaty =, 7' andy’ - ¢; A g; forary i € {1,...,n}. Thereasoris thatif v’ I- ¢;,
thenr € M., [s,41,s;] andthereforey’ } g;.

5. forary p,q € {q1,---,qn,q1,---,4n}, If p# qtheno (p) # o (q). In otherwords,for o to be a state-
matchingreduction distinctqueriesn ATAM mustmapto distinctqueriesn TAM. Otherwiselet p and
q betwo distinctqueriesin ATAM thatmapto the samequeryin TAM. Then,in ATAM, thereexists~’
suchthat~y +i>1/) ~"andy’ F p A =q. A correspondingeachablestatedoesnotexistin TAM, which gives
usthedesiredcontradictionto the existenceof a state-matchingeduction.

Lety? = o (), % = o (1), andg* = o (¢;) andg;* = o (g;) foralli € {1,...,n}. Givenobsenration
(5) abore, we know thateachqueryin TAM is distinctfrom another Now considerthe stateghatarereachable
from . By obseration (2) above, we know thatthereexists 74 suchthaty? +=,, 34 andy* - —gt A ... A
g NG AL NG Weclaimthattherealsoexistsastatey;* suchthaty” ., ~{!, and~{* hasthefollowing
property:thereexisti, j € {1,...,n} suchthaty{* F ¢ A= A—g; A -G oryit - =g AG™ A—qj A=
We prove this claimwith thefollowing reasoning.

Forary ¢* € {q{‘, R TR ,qAnA}, we know from obseration (1) above thaty4 + —¢#. There

exist statesby which queriesare entailedthat are reachablefrom ~4; 54 is one suchstate. The only way
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for ¢ to be entailedby a statereachablefrom 4 is by a state-transitiorthat addsa right to a cell. This
is becausehe only queriesallowed in TAM arethoseof the form “r4 € M4A[s4, 04]”. A state-transition
(commandexecution)in TAM canadda right to only a bounded(by a constant)numberof cells. Without
lossof generality we assumehat this constanis smallerthann. Pick onesuchstate-transitiorirom v that
causesaitherq,;4 or ¢;** to becometrue, but not qj‘ orquA for somei,j € {1,...,n} with i # j. We have thus
producedhe desiredstatey{'. Notethatby obseration (4) above, a state-transitiorcannotcauseboth ¢* and
g to becometrue, becausehenwe have a statein TAM thatis reachabldrom 4 andentailsg* A @A, and
thus,thedesiredcontradictionto the existenceof a state-matchingeduction.

By obsenration (3), a statethatentailsg; A —¢; A ~q; A ~q; Of =g; A g; A =g A —q; doesnotexistin ATAM.
We now have a contradictionto our assumptiorthat thereexists a state-matchingeductionfrom ATAM to
TAM. |
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