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Abstract

We study the optimization problem faced by a perfectly informed principal in a Bayesian
game, who reveals information to the players about the state of nature to obtain a desirable
equilibrium. This signaling problem is the natural design question motivated by uncertainty in
games and has attracted much recent attention. We present new hardness results for signaling
problems in (a) Bayesian two-player zero-sum games, and (b) Bayesian network routing games.

For Bayesian zero-sum games, when the principal seeks to maximize the equilibrium utility of
a player, we show that it is NP-hard to obtain an additive FPTAS. Our hardness proof exploits
duality and the equivalence of separation and optimization in a novel way. Further, we rule
out an additive PTAS assuming planted cliqgue hardness, which states that no polynomial time
algorithm can recover a planted clique from an Erdds-Rényi random graph. Complementing
these, we obtain a PTAS for a structured class of zero-sum games (where obtaining an FPTAS
is still NP-hard) when the payoff matrices obey a Lipschitz condition. Previous results ruled
out an FPTAS assuming planted-clique hardness, and a PTAS only for implicit games with
quasi-polynomial-size strategy sets.

For Bayesian network routing games, wherein the principal seeks to minimize the average
latency of the Nash flow, we show that it is NP-hard to obtain a (multiplicative) (3 — €)-
approximation, even for linear latency functions. This is the optimal inapproximability result
for linear latencies, since we show that full revelation achieves a %—approximation for linear
latencies.

1 Introduction

In Bayesian games, players’ payoffs depend on the state of nature, which may be hidden from the
players. Instead, players receive a signal regarding the state of nature which they use to form beliefs
about their payoffs, and choose their strategies. Thus the strategic decisions and payoffs of the
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players depend crucially on the information available from the signal they receive. Since applications
are often rife with uncertainty, understanding the effect of information available to players is a
fundamental problem in game theory; see, e.g., [Blabll, [Ake70, Hir71l MWS&2, [LRS10, BBMI13].
Whereas for a single player, it is known that more information leads to better payoffs [Bla51], with
multiple players, outcomes are more complex and often counterintuitive with “more” (information)
not necessarily translating to “better” (payoffs). The latter was first observed by Hirshleifer [Hir71];
recently, Dughmi [Dugl4] gave an example where neither full-revelation nor no-revelation is optimal.

While classical work has focused on the role of information in influencing strategies, the compu-
tational problem of designing optimal information structures for Bayesian games, commonly called
the signaling problem, has received much recent attention [BMSI2,[DIRI4, EFGT12,[GD13]. Here,
a perfectly-informed principal seeks to reveal selective information to the players to optimize some
function of the resulting equilibrium, such as the revenue, or payoff of a particular player. Two-
player zero-sum games and network routing games are natural starting points for investigating
the signaling problem due to their fundamental importance and appealing structure. They admit
a canonical, tractable choice of equilibrium; this also decouples the concerns of optimal-signaling
computation and equilibrium computation.

Our results We study signaling in two widely studied classes of games: two-player zero-sum
games, and network routing games. As in much of previous work, in our setting players share
the same prior belief on the state of nature, and signaling schemes are symmetric: the principal
reveals the same information to all players. Further, as previously, our results are for additive
approximations in Bayesian zero-sum games, and for multiplicative approximations in Bayesian
network routing games. Our main contribution is to derive hardness results for these classes of
games that close the gap between what is achievable in polytime (or quasi-polytime) and what is
intractable.

In Section M, we consider Bayesian (two-player) zero-sum games, in which the principal seeks
to maximize the value of the game — the equilibrium payoff of the row player First, we settle the
complexity of the signaling problem with respect to NP-hardness by showing that it is NP-hard
to obtain an additive FPTAS (Theorem [£1]). Previous work by Dughmi [Dugl4] ruled out an
FPTAS assuming the planted clique hardness (see Conjecture[l]). Thus, we replace an average-case
hardness assumption with the much more conventional worst-case assumption of NP-hardness.

Next, we consider the hardness of obtaining a PTAS for the signaling problem. Since there is a
quasi-polytime approximation scheme for signaling given by Cheng et al. [CCD™15|, it is unlikely
that a PTAS for signaling is NP-hard. We show that assuming planted-clique hardness, there does
not exist a PTAS for the signaling problem (Theorem [.4]). Previously, the non-existence of a
PTAS was shown (assuming planted-clique hardness) only for implicit zero-sum games with quasi-
polynomial-size strategy sets [Dugld]. Complementing these hardness results, we devise a PTAS
for a structured class of Bayesian zero-sum games (Theorem [.14]), when the payoff matrices obey
a Lipschitz condition.

In Section B we consider the signaling problem in (nonatomic, selfish) Bayesian network routing
games, wherein the principal seeks to reveal partial information to minimize the average latency of
the equilibrium flow. We show that it is NP-hard to obtain any multiplicative approximation better
than %, even with linear latency functions (Theorem [5.1]). This yields an optimal inapproximability

n zero-sum games, this also captures the problem of maximizing a weighted combination of players’ equilibrium
payoffs.



result for linear latencies, since we show that full revelation obtains the price of anarchy of the rout-
ing game as its approximation ratio (Theorem [5.4]), which is % for linear latency functions [RT02].
These are the first results for the complexity of signaling in Bayesian network routing games.

We also obtain hardness results for two related signaling problems in Bayesian zero-sum games
(Section[@]). Firstly, we rule out a PTAS for computing the best prior (the mazimum prior problem),
under the exponential time hypothesis (ETH). Previously, [CCD™15| studied a mixture-selection
problem and showed that in the absence of a property called noise-stability, obtaining a PTAS was
hard, assuming planted-clique hardness. Our result shows that in their setting a QPTAS is in fact
the best possible approximation obtainable, assuming the ETH. Finally, if the principal’s value
depends on the players’ strategies, and not just their payoffs, we show that obtaining a PTAS is
NP-hard (Theorem [6.1]).

Our techniques Our results for Bayesian zero-sum games are obtained via two main ideas. Our
NP-hardness result, the PTAS for a structured class of games, and the PTAS-hardness for the
maximum prior problem, all follow by considering the signaling problem from a dual perspective.
The signaling problem can be written as a mathematical program (P with linear objective and
constraints, but an infinite number of variables. Ignoring this issue, we can consider the dual
problem (D). Motivated by the separation problem for the dual, we consider the dual signaling
problem (Section [3]). Our key insight is that the dual signaling problem is a rather useful tool for
both deriving hardness results and devising approximation algorithms. This usefulness stems from
the equivalence of separation and optimization [GLS93], which shows that an algorithm for the
separation problem can be used to solve the optimization problem and vice versa. We exploit and
build upon this equivalence. We prove that this equivalence holds despite the infinite-dimensionality
of (D)), and furthermore, is approximation preserving: an FPTAS for signaling yields an FPTAS
for the dual signaling problem (Theorem [£.2]), and a PTAS for the dual signaling problem yields a
PTAS for signaling (Theorem [A.10]).

This equivalence paves the way for our results. Whereas, typically, an (approximate) separation
oracle is used to (approximately) solve the optimization problem, we exploit this equivalence in an
unorthodox fashion by also leveraging the hardness of the dual signaling problem to prove hardness
results for the signaling (i.e., primal optimization) problem. We show that it is NP-hard to obtain
an FPTAS for the dual signaling problem, and thus obtain that it is NP-hard to obtain an FPTAS
for the signaling problem. Notably, in contrast to the (weaker) planted-clique hardness result
in [Dugl4] for the signaling problem, we obtain our NP-hardness result with minimal effort, a fact
that underscores the benefits of moving to the dual signaling problem.

On the positive side, we obtain a PTAS for the dual signaling problem for our structured class
of Bayesian zero-sum games, which thus yields a PTAS for the signaling problem for this class.
Interestingly, when cast in the mixture-selection framework of Cheng et al. [CCD™ 15|, the signaling
problem for our structured class does not satisfy the noise-stability property stated in [CCDT15].
In the absence of noise-stability, [CCD™15] showed planted-clique hardness for obtaining a PTAS.
Our result bypasses this hardness result, and obtains a PTAS for a problem for which noise-stability
does not hold. Finally, we show that a PTAS for the maximum-prior problem yields a PTAS for
the dual signaling problem, and we rule out the latter via a simple, clean reduction from the best-
Nash problem and the recent result of Braverman et al. [BKW15|. This result also strengthens the
hardness result from [CCD™15] mentioned above, by showing that in the absence of noise-stability,
a QPTAS is the best-possible approximation for the mixture selection problem, assuming the ETH.



Our second main idea, used to rule out a PTAS assuming planted-clique hardness, is a “direct”
reduction that combines and strengthens techniques from [Dugl4l [FNS07]. We utilize the planted
clique cover problem defined in [Dugl4] — multiple cliques are now planted and one seeks to recover
a constant fraction of them — and shown to be at least as hard as the planted clique problem.
The idea is to set up a Bayesian zero-sum game where both the principal and the row player
must randomize over €(logn)-size high-density node sets for the signaling scheme to achieve large
value; recovering these large-density sets from a near-optimal signaling scheme allows one to solve
the planted-clique cover (and hence, the planted clique) problem. The FPTAS-hardness reduction
in [Dugl4] creates a network security game (see Section 2)) with payoffs of absolute value Q(log? n)
(or alternatively, a quasi-polynomial-size strategy set for the column player) to enforce the above
property. Payoffs of magnitude Q(logn) seem necessary with this kind of approach, which therefore
only yields an O(1/logn) gap that is insufficient to rule out a PTAS. We abandon the use of network
security games and instead leverage a device from [FNSOT7] to ensure the above “large-spreading”
property. This idea is also used to show planted-clique hardness for the best-Nash problem [HK11];
however we are constrained to work with zero-sum games, and therefore need to apply this idea
carefully. A subtle, but crucial, technical issue is that we need to significantly tighten the planted-
clique recovery result in [Dugl4]. To recover a specific planted clique S of size k = w(log?n) (in the
presence of other such planted cliques), [Dugl4] requires a set T' with |T'| = O(k), |SNT| = Q(k),
whereas we only require that |T'],[S NT| = Q(logn), and this is crucial since we can only ensure
that spreading takes place over O(logn)-size sets.

Our hardness result for Bayesian routing games is a direct reduction from the problem of
computing edge tolls that minimize the total (latency + toll)-cost of the resulting equilibrium flow,
which is inapproximable within a factor of %.

Related work Whereas understanding the role of information in influencing strategies is a classi-
cal problem in game theory, the computational problem of designing optimal information structures
has been studied more recently. Much of this work has focused on signaling in auctions, where the
goal is to maximize revenue [EFG™12, [BMS12, [GD13] or social welfare [DIR14]. Dughmi [Dugl4]
initiated the computational study of signaling in Bayesian zero-sum games, and obtained various
hardness results under the planted-clique hardness assumption. This work left open the question of
whether hardness results can be obtained under standard worst-case assumptions, such as P£NP,
a question that we answer in the affirmative. On the positive side, Cheng et al. [CCD™ 15| showed
that for Bayesian normal form games with a constant number of players and for general objectives of
the principal, an e-approximate signaling scheme that maximizes the objective at an e-approximate
Nash equilibrium can be computed in quasi-polynomial time. This work left open the question of
whether a PTAS is possible for signaling in Bayesian zero-sum games. We preclude this under the
planted-clique hardness assumption, and complementing this, design a PTAS for a structured class
of games. As noted earlier, the latter result does not follow from |[CCDT™15| since the resulting
signaling problem fails to have small noise stability.

The planted-clique problem was introduced by Jerrum [Jer92] and Kucera [Kuc¢95], and despite
extensive efforts (see, e.g., [AV14] [FR10, DGGP11] and the references therein), no polytime al-
gorithm is known for recovering cliques of size k = o(y/n). There is a quasi-polytime algorithm
known when k£ > 2log, n; on the other hand, various algorithmic strategies have been ruled out for
this problem [Jer92, [FK03, [FGR™13]. The planted-clique problem has thus been used in various
reductions (see, e.g., [HK11l, [JP00]), and is an example where an average-case hardness assumption



has been used to derive hardness results.

Recently, Rubinstein [Rubl5] has independently also obtained hardness results for signaling
in zero-sum games. He shows that there is no additive PTAS assuming ETH, and obtaining
a multiplicative PTAS is NP-hard. These results are orthogonal to ours, as there is no known
reduction between ETH and planted-clique hardness. Further, NP-hardness of a multiplicative
PTAS does not rule out an additive FPTAS.

In Bayesian network routing games, [VEH15] study the ability of signaling to reduce the average
latency. They define the mediation ratio as the average latency at equilibrium for the best (private)
signaling scheme, to the average latency for the social optimum, and give tight bounds on the
mediation ratio with graphs consisting of parallel links. On these simple networks, navigation
services (such as Waze or Google Maps) cannot do anything to improve the latency of the Nash
flow. Our work, in contrast, studies the computational complexity of obtaining the best (public)

signaling scheme in general graphs, and conclude that finding an (% — e)-approximation is NP-hard.
2 Preliminaries and notation
We use R, for the set of nonnegative reals. For integer n, [n] := {1,2,...,n}. If n > 1, we use A,

to denote the (n — 1)-dimensional simplex {z € R} : Y . x; = 1}. Let 1,, € R™ be the vector with
1 in all its entries, I,,x, be the n X n identity matrix, and e; be the vector containing 1 as its i-th
entry and 0 elsewhere.

Bayesian zero-sum games and signaling schemes A Bayesian zero-sum game is specified
by a tuple (@, {Ae}gee, )\), where © = {1,..., M} denotes the states of nature, and A is a prior
distribution on the states of nature (thus A € Ays). We assume the row and column player has r, ¢
pure strategies respectively. For each state of nature § € ©, A% € [—1,1]7%¢ specifies the payoffs of
the row player in a zero-sum game. Let pu € Ajs be an arbitrary distribution over states of nature.
Then A* := 3y o peA? is the matrix of expected payoffs for the row player under distribution .

A signaling scheme is a policy by which a principal reveals (partial) information about the
state of nature. We focus on symmetric signaling schemes which reveals the same information to
all the players. A signaling scheme specifies a set of signals ¥ and a map ¢ : © = Ay from the
states of nature © to distributions over the signals in ¥. Thus, ¢(#), is the probability that the
principal selects signal ¢ when the state of nature is /. When the state 6 is revealed, the principal
computes a signal o ~ ¢(#). Both players receive o and correspondingly update their belief on the
state-distribution to u?, where for each state 6,

o = Pl Pr®) O
’ Pr(o) Socov(@)s

The players then, based on their posterior belief, play the zero-sum game given by A*".

Each signal o thus yields a posterior distribution u” € Ajs, and these posterior distributions
form a convex decomposition of the prior A = > _Pr(o)u”. As observed in [Dugld], specifying a
signaling scheme (3, ) is in fact equivalent to specifying a distribution a over posterior distributions
u € Apy that yield a convex decomposition of the prior A. Thus, a signaling scheme can also be
described as o := (au)uea,, , where 30 cn oyp = A The signals ¥ in such a signaling scheme
are described implicitly, and correspond to the posteriors p for which «; > 0. This will be our




perspective on signaling schemes throughout. In Section .2 we will explicitly need to describe the
signals, and then use p? for the posterior corresponding to signal o and «, for Pr(o).

Let val : Aps — R be the principal’s objective function. For the bulk of our results, we consider
the objective function val(u) for p € Ajs that evaluates to the row-player’s payoff at equilibrium in
the zero-sum game specified by A*. Note that val(y) is unique, val(u) := maxgea, minjeq (a7 A*);,
although there could be multiple Nash equilibria.

The quality of a signaling scheme « for a Bayesian zero-sum game is then given by » Ny
The signaling problem in a Bayesian zero-sum game is to find a signaling scheme « that maximizes
> pEAy Op val(p). Let opt(Z) denote the value of the optimal signaling scheme for a Bayesian
zero-sum game Z. We note that opt(Z) is a concave function of the prior ), since if A and A\?
form a convex decomposition of A, so do the optimal posteriors for A and A\?. By Caratheodory’s
theorem, M + 1 posteriors (equivalently, signals) suffice to specify any convex decomposition of the
prior. Together, this implies that an optimal signaling scheme can be specified by at most M + 1
posteriors.

We say that an algorithm for the signaling problem is an (additive) e-approzimation algorithm
if for every instance Z the algorithm runs in polytime and returns a signaling scheme of value at
least opt(Z) — . A polytime approzimation scheme (PTAS) is an algorithm that runs in polytime
and returns a solution of value at least opt(Z) — e for every instance Z and constant ¢ > 0; an
FPTAS is a PTAS whose running time for an instance Z and parameter € is poly (size of Z, %)

Security games Some of our results utilize a class of zero-sum games that we call extended
security games, wherein the payoff matrix for state 6 is given by

A=A+ 917 +1,d97, where b € R",d’ € R°. (1)

Let B and D be matrices having columns {b',...,b}, and {d',...,dM} respectively. We obtain
the following expressions for A" and val(u) for p € Apy.

A= T+ (BuL! + 1, (4" D7), val(u) = max{a” B+ min(s" 4 + u"DT) }. (2)
x r JE|C

A special case of an extended security game (and the reason for this terminology) is the network
security game defined by [Dugl4]. Given an undirected graph G = (V, E) with n = |V]| and a
parameter p > 0, the states of nature correspond to the vertices of the graph. The row and column
players are called attacker and defender respectively. The attacker and defender’s pure strategies
correspond to nodes of G. Let B be the adjacency matrix of G, and set A = DT = —pI,,«,,. Then,
for a given state of nature # € V, and pure strategies a,d € V of the attacker and defender, the
payoff of the attacker is given by el Beg — p(el + eg)ed. The interpretation is that the attacker
gets a payoff of 1 if he selects a vertex a that is adjacent to 6. This payoff is reduced by p if the
defender’s vertex d lies in {6, a}, and by 2p if d = 0 = a.

Planted clique and planted clique cover Some of our hardness results are based on the
hardness of the planted-clique and planted clique cover problems. The latter problem was introduced
by Dughmi [Dugl4].

Definition 2.1 (Planted clique cover problem PCover(n,p, k,r) [Dugld]). Let G ~ G(n,p, k,r)
be a random graph generated by: (1) including every edge independently with probability p; and

ay, val(p).



(2) for i = 1,...,r, picking a set S; of k vertices uniformly at random, adding all edges having
both endpoints in S;. We call the S;s the planted cliques and p the background density. We seek
to recover a constant fraction of the planted cliques Si,...,S,, given G ~ G(n,p, k,r).

In the planted clique problem PClique(n,p, k), there is a single planted clique (r = 1) and the
goal is to recover this clique. The following hardness assumption for the planted-clique problem
has been used in deriving various hardness results.

Conjecture 1 (Planted-clique conjecture). For some k = k(n) satisfying k = w(logn) and
k = o(\/n), there is no probabilistic polytime algorithm that solves PClique (n, %, k:) with constant

success probability.

The ellipsoid method. We utilize the ellipsoid method to translate hardness and approximation
results for the dual of the signaling problem to signaling.

Theorem 2.2 (Chapters 4, 6 in [GLS93|; Section 9.2 in [NY83]). Let X C R" be a polytope
described by constraints having encoding length at most L. Suppose that for each y € R, we can
determine in time poly(size of y, L) if y ¢ X and if so, return a hyperplane of encoding length at
most L separating y from X.

(i) The ellipsoid method can find a point © € X or determine that X = () in time poly(n, L).

(i1) Let h: R™ — R be a concave function and K = sup,cx h(z) — infyex h(x). Suppose we have
a value oracle for h that for every x € X, returns ¥(x) satisfying |(x) — h(x)| < §. There
exists a polynomial p(n) such that for any € > p(n)d, we can use the shallow-cut ellipsoid
method to find 2* € X such that h(z*) > max,cx h(z) — 2¢ (or determine X = () in time
T = poly(n, L,log(%)) and using at most T queries to the value oracle for h.

3 The dual signaling problem

The signaling problem can be formulated as the following mathematical program,

max Z ayval(p) st Z auptg =Ag foralld € ©, o >0. (P)
HEA N HEA N

Notice that any feasible o must also satisfy peny Op =15 hence, « is indeed a distribution over
Ay, and a feasible solution to (P]) yields a signaling scheme. Let opt(\) denote the optimal value
of ([P), and note that this is a concave function of X\. Although (P]) has a linear objective and linear
constraints, it is not quite a linear program (LP) since there are an infinite number of variables.
Ignoring this issue for now, we consider the following dual of (D).

min  wl \ s.t. wlp > val(p) forall p€ Ay, weRM. (D)
The separation problem for (D) motivates the following dual signaling problem.

Definition 3.1 (Dual signaling with precision parameter €). Given a Bayesian zero-sum game
(0, {A%pco,N), w € RM, and e > 0, distinguish between:

(i) val(u) > wlp + ¢ for some p € Ayy; if so return g € Ay s.t. val(p) > whp —e;

(ii) val(p) < w®p —e for all u € Ayy.
The threshold signaling problem is the special case of dual signaling where w = nl; for some
neR.

Notice that the dual signaling problem is unconstrained: X\ plays no role.



4 Bayesian zero-sum games

We now prove the following results for signaling in Bayesian zero-sum games. We show that the sig-
naling problem does not admit an FPTAS unless P=NP (Theorem [.]) and does not admit a PTAS
assuming the hardness of the planted-clique problem (Theorem[.4]). Complementing these hardness
results, we present a PTAS for a structured class of extended security games (Theorem E.14]).

4.1 NP-hardness of obtaining an FPTAS

Theorem 4.1 (Corollary of Theorems and [3]). There is no FPTAS for the signaling problem,
even for network security games, unless P=NP.

Theorem 4.2. There is a polynomial (M) such that an W—appmmimation algorithm B for the

signaling problem T wyields a polytime algorithm for the threshold signaling problem (Z,nlps,€).
Thus, an FPTAS for the signaling problem yields an FPTAS for the threshold signaling problem.

Proof. Let ((9, {AO},)\),ml M, € be the input to the threshold signaling problem, with precision
parameter €. Note that for any p € Ayz, we have —1 < opt(u) < 1 since |.AZ‘-97]-| <1 for all 8,1, 7.
Let p(M) be the polynomial given by part (ii) of Theorem Set (M) = p(M) + 1. We utilize
part (ii) of Theorem with X = Ay, 0 = ﬁ, h(-) = opt(-) (which is concave, as noted
earlier), K = 2, and using B as the imperfect value oracle, to find z € A, in polytime such that
opt(z) > max,ena,, opt(p) — p(M)Jd. We run B on the prior z to obtain a signaling scheme « of
value v > opt(z) —e. If v > 7, then we return that we are in case (i) and one of the points p € Ay
with o, > 0 must satisfy val(u) > n. If v <7, then we have max,ca,, val(x) < max,ea,, opt(p) <
n+ (p(M) + 1)d, so we return that we are in case (ii). [ |

Theorem 4.3. There is no FPTAS for the threshold signaling problem, even for network security
games, unless P=NP.

Proof. The proof follows readily via a reduction from the balanced complete bipartite subgraph
(BCBS) problem [GJ79], which illustrates the convenience of working with the dual signaling prob-
lem. In BCBS, given a bipartite graph G = (V UW, E) and an integer r > 0, we want to determine
if G contains K., (i.e., an r xr biclique). Given a BCBS instance, set & = 515, where n = |V|+|W/|,
and 7 = 1 — (2n 4+ 1)e. We create a Bayesian network security game by letting G be the graph
in the network security game, and setting p = 2rne. Recall that this means that states of nature
correspond to nodes of G, so © = V U W and the payoff matrix for a distribution u € Ag is given
by @) where B is the adjacency matrix of G and A = DT = —pI,,»,,. This creates an instance of
the threshold signaling problem with precision parameter ¢; the prior A is irrelevant. We show that
solving this instance would decide the BCBS-instance.

If G has the required subgraph V', W’ set p, = 1/r for all v € V' and x, = 1/r for all v € W".
Then, by @), we have val(u) > 27 By — p|lpp + z|joc > 1 — p/r = 1+ . where we have 27 By = 1
since V', W’ form a complete bipartite subgraph.

Suppose there exists ;1 € Aps so that val(p) > 1 —e. We show then that G contains K,.,. Let
be the equilibrium strategy of the attacker, so val(i) = 27 By — p||pp+ ||oo. Let V! :={v € VUW :
fo > 1/n%} and W= {v € VUW :z, > 1/n®}. Then > v po = 1 — dvgvi o > 1 — 1/n?.
Similarly > ey @p > 1 — 1/n2. Every vertex in V’ must be adjacent to every vertex in W',
otherwise #7 By < 1—1/n% < 5. Thus, V/ and W’ must be in different partitions. Assume V' C V



and W/ C W. For each vertex v, p, + 2, < M, otherwise val(p) < 1 — (2n + 2)e. Hence,

V| > %ﬁ%{ﬁ > 7‘(11:_11//75) = r(1—1/n), and therefore |[V’| > r. Similarly |[W’| > r, and this yields

the r x r biclique. [ |

We conjecture that Theorem can, in fact, be strengthened to show that an e-approximation
for signaling yields an O(g)-approximation for threshold signaling, so that a PTAS for signaling
yields a PTAS for threshold signaling. This would rule out a sub-quasipolytime approrimation
scheme (i.e., an nf2og' =" ) time approximation scheme) for signaling under the (deterministic)
exponential time hypothesis (ETH), since we prove in Section [6] that there is no sub-quasi-PTAS
for threshold signaling assuming ETH.

This would be an optimal hardness result since a quasi-PTAS follows from [CCD™15]. Recently,
Rubinstein [Rubl5] obtains this hardness result via a direct reduction that builds upon ideas in
[AIM14]. However, tightening part (ii) of Theorem 2.2] would give a much simpler proof. We leave
this as an intriguing open question. Below, we rule out a PTAS for signaling under an orthogonal
hardness assumption.

4.2 Planted-clique hardness of obtaining a PTAS

Theorem 4.4. There is a constant g such that, assuming the planted-clique hardness conjecture
(Conjectureld), there is no eg-approzimation for the signaling problem in Bayesian zero-sum games.

Our hardness result strengthens the one in [Dugl4], which rules out an FPTAS assuming the
planted-clique conjecture. The reduction therein creates a network security game from a graph
G ~ Q(n, %, k, 7‘) (see Section ). The idea is that if a signaling scheme achieves value close to 1,
then it must place a large weight on posteriors and attacker mixed-strategies that randomize over a
large set of nodes. Further, the posterior and attacker must essentially identify dense components of
G, as otherwise the attacker’s value would be close to the background density % As noted earlier,
a limitation of this type of construction is that the parameter p used in the network security
game needs to be roughly Q(logn) to ensure that the posterior and the attacker’s mixed strategies
are supported on an 2(logn)-size set of nodes. This only yields an @(Wog(n)) gap, which is
insufficient to rule out a PTAS. We overcome this obstacle by moving away from a network security
game, and instead exploiting an idea of [FNSQT7] to eliminate all equilibria of O(log n)-size support
from the game. Theorem 4] follows immediately by combining Lemmas and

Lemma 4.5. Let € > 0, k = k(n) satisfy k = w(logn) and k = o(y/n), and r = O(n/k). Suppose
there is a polytime algorithm that takes as input G ~ g(n, %, k‘,r) with planted cliques {S;}, and
outputs a family T C 2V of clusters satisfying the following with constant probability, for any
constant c3 > 103 :

for an e-fraction of {S;}, 3T € T with |T N S;| > max{e|T|,cslogn}. (*)
Then there is a polynomial-time algorithm for PClique (n, %, k:) having constant success probability.

Lemma 4.6. Let k = k(n) satisfy k = w(logn) and k = o(y/n), and r = 32. There is a polynomial-
time randomized reduction that takes a graph G ~ g(n, %,kz,r) as input and outputs a Bayesian
zero-sum game such that the following hold with high probability.

(Completeness) There is a signaling scheme having value at least 0.99.



(Soundness) Given a signaling scheme of value at least 0.97, one can obtain in polytime a collection
T of clusters satisfying condition ) in Lemma [[.5

Above, and throughout this section, when we say with high probability, we mean success prob-
ability 1 — m. The Bayesian zero-sum game we construct always admits a signaling scheme of
large value; however finding a near-optimal signaling scheme in polytime would refute the planted-
clique conjecture. Lemma (proved in Appendix[Al) is similar to a planted-clique recovery result
proved in [Dugl4]. While we utilize similar ideas, our result works under much weaker require-
ments. Our lemma allows clusters in 7 to have size O(logn) — which is crucial for Lemma .61 —
whereas in [Dugl4], the clusters need to have size w(log?n). In the rest of this section, we prove
Lemma We use the following parameters.

Z =20, c3=10°, ¢ =cplog(4Z/3)+2, N =n°L. (3)

To keep the presentation simple, we give a construction where Af’j € [-Z,Z] (as opposed to
[—1,1]). Let Ag denote the (n x n) adjacency matrix of G = (V,E). We split G into G~ and
G with corresponding adjacency matrices Ag and AE where G~ are the background edges and
GT are the clique edges added in steps (1) and (2) of Definition 2] respectively. The states of
nature and the row-player’s strategies correspond to the nodes of G. The prior A is 1,,/n, thus each
state of nature (each vertex) is equally likely to occur. For every § € © = V, the payoff matrix
A? € [~ 7, Z]" N+ is given by [a’ B 1,(d?)T], which are defined as follows:

(1) @’ is the 6-th column of the adjacency matrix Ag, so af = 1 if (i,0) € E and is 0 otherwise.

(2) Bis an n x N matrix, where each B; ; is set independently to 2 — Z with probability %, and
2 otherwise.

(3) d? € [-Z,Z]N, where each entry d? is set independently to 2 — Z with probability %, and 2
otherwise.

We use Row and Col to denote the row and column players respectively. Let D be the n x N
matrix having rows (d%)7 for 6 € ©.

To gain some intuition, observe that for a posterior ¢ and Row’s mixed strategy z, the row
vector 7 A* yielding Col’s payoffs is [T Agu «TB p’D]. Thus, if Col plays action 1 (with
probability 1), the expected payoff of Row is equal to z” Agu. If p and 2 are uniform over
S, T C V, the expected payoff is exactly

H(u,v) € SxT:{u,v} € E}]

bi-density (S, T) := |S||T|

The remaining 2N pure strategies of Col are used to force the principal and Row to choose a
posterior i and mixed strategy x respectively that are “well spread out”.

The average of the entries in any column of B or D is % > max; a. Exploiting this, Claim Z7)1)
implies that if  and p both randomize uniformly over a large set of vertices, Col plays column 1.
The completeness proof now follows from the oft-used idea of (roughly speaking) choosing posteriors
and mixed strategies for Row that randomize uniformly over the planted cliques. Conversely, if x
or u has support of size at most cg log n, then Claim [7(ii) implies that Col can play some column
of B or D and make val(u) negative Thus, in order to obtain value close to 1, both u and Row
have to randomize over )(log n)-size sets of nodes. Using this, one can carefully extract a collection
of node-sets satisfying condition (*)) of Lemma This yields the soundness proof.

The following properties about the above construction will be useful.
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Claim 4.7. Let R C V. (i) If|R| = w(logn), with high probability, for every j € [N], |_11~2\zi€R B;; >
1 and \_}ﬂ YierDij > 1. (i) If |[R| < cplogn, with high probability, 3j,k € [N] such that
Bi,j =2—-7Z= Di,k for alli e R.
Proof. We first prove (i). The proof is a standard application of Chernoff bounds, and is also
essentially shown in [HK11]. We prove the statement for B; the argument for D is identical. Fix a
column j € [N]. We have E [%] = %, where the expectation is over the random construction
of B. Since |R| = w(logn), the size of R is large enough so that Chernoff bounds imply that
Pr[%‘&] < ] < le(n). The union bound over all N columns yields the claim.

We now prove (ii). The proof again follows from Chernoff bounds, and is the key insight
in [FNSO7] (also utilized in [HK11]). Fix some R C V with |R| = c2logn. We prove the statement
for B; the proof for D is identical. For a given j € [N], we have Pr[3i € Rst. B;; # 2 — Z]| =

1— (—)lR‘ So
3
Pr[Vj € [N],3i € Rst. Biy #2-2] = [1— (;)"]"
Taking the union bound over all R C V with |R| = ¢z logn, we obtain

Pr [EIR C V with |R| = calogn s.t. no j € [N] satisfies B; ; =2 — Z for all i € R}

. . ! c2logn
= <Cglogn> [1_ (%) } Sexp(chog%l_N(%) 2 log )

<1-1/poly(n). ]

Lemma 4.8 (Proposition B.2 in [Dugl4] quantified). Let ¢ > 0, and ¢ > 24 - 2.1 - max{1, %}
For all n > 2, we have

1+e¢ 2
<=

Lemma 4.9 (Corollary of Lemma B&8). For c; = 10° and e = 0.03 With high probability, for all

S,T CV with |S|,|T| > czlogn, bi-densityg-(S,T) < 1<

Pr[3S,T CV with |S|,|T| > clogn, bi-densityg-(S,T) >

4.2.1 Completeness proof in Lemma

We use a deterministic signaling scheme that groups together states of nature in the same planted
clique. Let Sy,...,S, be the planted cliques in G in some arbitrary order. Let S} = S; \ U1§j<i SJ
for i € [r] be the set of vertices in .S; that do not appear in earlier cliques. Define A :=V'\{J, S

the remaining vertices. Finally, S§ = AU {v € S/ : |5]| < 104} Our signaling scheme is (X, « ,u)

where the set of signals is ¥ = {0} U {i € [r] : |S]| > 104} For each signal o, a, = ‘n,| and py is
the uniform distribution over S/ . Note that the signaling scheme is independent of B and D.

For posterior u7, where o # 0, consider the strategy 7 where Row plays the uniform distri-
bution on S’. Claim [L.7](i) implies that Col’s best response to z7 is to play column 1. Therefore,
val(u?) > bi-density(SL,S)) =1— ‘S,‘ >1— 1 With r = 22 we have [A| < "1 - E[|A]] < e™*%n
with high probability due to standard Chernoff bounds (since the events {v € A},cy are negatively
correlated). Therefore, for suitably large n, with high probability, [Sj| < [A] + 32 - 1’84 < e+,
So, with high probability, the signaling scheme has value at least ) sexnr] ozo( — T) > (1-

104
6_4'7)(1 104) > 0.99.
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4.2.2 Soundness proof in Lemma

For a signal ¢ € ¥ with corresponding posterior ., let x, denote Row’s equilibrium strategy
for A*e. We first filter out the set of “useful” signals, i.e., those with relatively high value. Let
¥ ={o € X:val(uy) > 1—+/e}. We show that for all o € 31, u, and z, place a significant mass
over a large set of nodes, and use this insight to extract clusters. Fix ¢ = 0.03. For every signal
o € X1, define T, = {z : e;fFAg,uU > gﬁ}, and let Z, be the uniform distribution on T,,. We
output 7 = {7, : 0 € X1 }.

We show that 7T satisfies condition (¥)) in Lemma The value of the signaling scheme is
Y oex o val(py) > 1 — €. Noting that val(u) < 1 for all u, by Markov’s inequality, we have
a(X1) > 1— Ve (Given a vector v € R¥, and S C [k], we use v(5) to denote Y, gv;.) Assume
that the high probability event in Claim [A7)(ii) happens.

Fix o € £1. For any R C V with |R| < czlogn, we must have 2,(R) < Z and p,(R) < 2.
Otherwise, suppose z,(R) > % (the argument for ji, is similar). Then, considering the column j
of B having B; j = 2—Z for all i € R, we have }_,.,1(%5)iBi,; < (2— Z)x,(R) +2(1—24(R)) <0,
which implies that val(u,) < 0. Now since 1 — /e < val(u,) < 1, by the definition of T}, and
Markov’s inequality, we have z,(7T,) > %, and hence |T,| > cologn. We now switch from z, to
T, in order to relate the value of the signaling scheme to bi-density and deduce that T satisfies
condition (¥)). As before, G~ are the background edges and G* are the clique edges added in steps
(1) and (2) of Definition ZIlrespectively, and A, and A/, are the corresponding adjacency matrices.
Let A be the adjacency matrix of the clique S;. Note that Ag < A, + Ag <AL+ >T A

Let R denote the cologn largest entries in :I:JTA(_;, and let fi, be the uniform distribution on
R. Since [i, and %, are uniform distributions over R and T, respectively (which have size at least
calogn), we have il Ajfi, = bi-density(T,, R) < ¢ due to Lemma @9l Moreover, j,(R) < 15,
and since the maximum entry of :%ZA& outside of R is at most the average entry in R, we have
L Agne < 15+ 15 - Tk Aglic < 0.6.

Finally, we also have ) v oo (FL Acus) > (1= Ve)( gﬁ) > (0.85. Therefore,

1 T
Z< Zao (Ag — Ag)ps < ZO&UZ:E A(;,uo
0621 oEX i=1
|T N S| |7 NS
= Z > oS A Z(Z oto (S5)) max
=1 o0€X i=1 o€X

**
1S;| 1T N S, 5w |T NS,
< max ——— | = — max .
- ; n \TeT |T| r ZZ:; reT |T|
Inequality (+x) follows since for every v € ©, we have ) v @, (fio)y is at most ) s oo (ts)y =
Ay = % Therefore * Y i (maXTeT |T|9,fl‘> > %. This implies that at least a %-fraction of
S1,...,5, satisfy maxper ‘TG‘T il > 1 15+ Since |T| > cplogn for all T' € T, T satisfies condition ()
in Lemma

4.3 A PTAS for structured extended security games

We now devise a PTAS for a structured class of extended security games (Theorem [£.14]). First,
we reduce the signaling problem to the dual signaling problem using the ellipsoid method (Theo-
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rem [LT0). This reduction applies to all Bayesian zero-sum games. Next, we devise a PTAS for the
dual signaling problem for our class of extended network security games (Theorem [£.14]).

Theorem 4.10 (Dual signaling to signaling). A polytime algorithm for the dual signaling problem
with precision € gives a be-approximation algorithm for the signaling problem. In particular, a
PTAS for the dual signaling problem yields a PTAS for the signaling problem.

To prove Theorem [0, we utilize the ellipsoid method, specifically, part (i) of Theorem [2.2]
adapting the standard transformation from separation to optimization to take into account the
additive error in the dual separation problem. To circumvent the technical difficulties caused
by the infinite-dimensionality of (PI), we approximate (P]) by a finite-dimensional LP, where we
restrict the variables in ([P)), and, analogously the constraints in (D)) to a suitable d-net of Ays. Let

= (@, { A%}, )\) be a Bayesian zero-sum game. Recall that |Af7j| < 1 for all 8,4,j. For ¢ € (0,1]
with 1/§ € Z, and p € Ay, define

Ss={p €A pp/deZ YO}, Ssu):={y €Ss:|p—plle <5}

Claim 4.11. Fiz p € Ayy. For any p' € Ss(p), we have |val(p) — val(u')| < Md. Hence, we can
efficiently find fi € Ss(p) such that w” fi — val() < w”p — val(u) + M.
Proof. The entries in A* and A* differ by at most Md. Hence for every mixed-strategy profile
(z,y) € A, x A, we have |27 (A* — A )y| < M6, and therefore |val(p) — val(y')| < M.

We can efficiently find 1 € Ss(p) that minimizes w” i’ over p’ € Ss5(p) since this can be cast as
an LP. Then, we have w” i — val(1) < w”p — (val(u) — M§). |

We work with the following finite-dimensional counterparts of (Pl) and (D)) and argue that this
approximation only yields a small error.

max Z ay val(p)

: T
€S min  w” A
' (Ps) T (Ds)
s.t. Z aupt=A; a>0. st. w p>val(p) Vu € Ss.
HESs

Since A € conv(S5(N)), (Pg) is feasible for any A € Ay. Clearly, any solution to (Pg)) gives a
solution to (P)) of equal value. The converse is also approximately true.

Lemma 4.12. Any feasible solution « to (Pl) of value v gives a solution to (Pg)) of value at least
v — MJ§. Hence, opt (Pg) > opt (B)) — M.

Proof. This is an easy consequence of Claim @IIl For any p € S, let 7(®) € A Ss(u) D€ some convex
decomposition of p. Then

DR M LT W B

pes peS  weSs(u) WeSs  pes

Thus, setting o), == 3_ c¢ a,ﬂ'(,) for all u' € S5, we obtain that o is a feasible solution to (Pg]).

To compare the objective Values of a and o/, note that
Zauval Za“val Z 7-, <Zau Z T,)(Val( ")+ M)
neSs W eSs (1 ' e€Ss (1)

Za,val +M5 [ |
W ESs
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Now the basic idea is to solve (Dg]) with the ellipsoid method using the algorithm B to obtain
a separation oracle for (Dg]) with an additive error. In the course of solving (Dg), we also obtain a
polynomial-size LP consisting of the violated inequalities of (Dg]) returned by the separation oracle
during the execution of the ellipsoid method whose optimal value is the same as opt (Dg). Taking
the dual of this compact LP yields an LP of the same form as (Pg)) but with ¢, variables for only
polynomially many points in Ss; solving this yields the desired approximate signaling scheme. The
additive error in the separation oracle for (Dg]) complicates the arguments slightly.

We now discuss the details. Set 6 = e/M. Let B be the algorithm for solving the dual signaling
problem with precision . For a given v,e € R, consider the set Q(v,¢e) := {w € RM . wT) <
v, wlpy > val(u) — e Vu € Ss}. Note that the constraints of Q(v,¢) have encoding length
poly(M, size of (\, v, 4, e)) For a given v and w € RM, we can determine if w € Q(v,¢), or find a
hyperplane separating w from Q(v, —2¢), as follows. We first check if w” A\ < v and if not, then
return this as the separating hyperplane. We run B on the input (Z,w,e). If B determines that
we are case (i), then it also returns u € Ay with val(y) > w? yu — e. By Claim LTIl we can then
find i € Ss(p) such that w’ i — val(i1) < 2¢, so we can use w” i — val(f1) > 2¢ to separate w from
Q(v, —2¢). If B determines that we are in case (ii), then we are certainly not in case (i), so we have
val(u) < whp + ¢ for all u € Ayy, which implies that w € Q(v, €).

So for a fixed v, in polynomial time, the ellipsoid method either certifies that Q(v, —2¢) = ()
or returns a point in Q(v,e). We find the smallest v (via binary search) such that the latter case
happens; call this value v*. Then,

vt > (min wiA st wlp>val(p) —e Yu e S(;) = opt (Pg)) — .

The equality above follows since the dual of the minimization LP is above is (Pg]) with the objective
function changed to >_ g ap (val(p) —¢) = >_uess apval(p) —e. For any € > 0, running the
ellipsoid method for v = v* — € yields a polynomial-size certificate for the emptiness of Q(v* —
€, —2¢) consisting of the inequality w? A < v* — € and the polynomially many violated inequalities
w”p — val(p) > 2¢ returned during the execution of the ellipsoid method. Let T' C Ss be the
polynomial-size set of points for which we obtain these violated inequalities. By duality,

vV—e< <min wi X\ st wlp > val(p) + 26 Vu e T)

=2+ (max Z ayval(p) s.t. Z poy, = A, o > 0).
peT peT

Thus, solving the polynomial-size LP inside the parentheses yields a signaling scheme of value at
least opt (Pg) — 3e — €, so taking € = £ and using Lemma [£12] we obtain a signaling scheme of
value at least opt ([P)) — 5e. [ |

Definition 4.13 (y-Lipschitz). A matrix A € R™*¢ is -Lipschitz if |7 A — 2T Al oo < 7|7 — 2[00
for all z, ' € A,. An extended security game specified by matrices A, B,D (see (), (@) is
~y-Lipschitz if DT is y-Lipschitz. We place no constraints on the matrices A and B.

Observe that an extended security game specified by matrices A, B, D (see (), ()) is y-Lipschitz
if DT is ~-Lipschitz. We place no constraints on the matrices A and B. We design a simple
PTAS for the dual signaling problem on «-Lipschitz extended security games, for constant . By

Theorem [£10] this yields a PTAS for the signaling problem for y-Lipschitz extended security games.
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Theorem 4.14. There is a PTAS for the dual signaling problem on ~y-Lipschitz extended security
games. This yields a PTAS for the signaling problem on ~-Lipschitz extended-security games.

Proof. Given Theorem .10, we only need to prove the first statement. Let (Z,w,e) be the input
to the dual signaling problem where Z is a y-Lipschitz extended security game. Set ¢’ = ¢/v. Our
algorithm simply finds /i = argmax,cg, (val(,u) - wT,u) by exhaustive search. If val(fi) —w’ i >0,
we state that we are in case (i) and return [i; else we state that we are in case (ii).

First, note that the algorithm runs in time poly (size of Z, M : ), since |Se/| < (1%,) (l) 1/ (there

~
are (1%,) choices for the support, and at most § choices for each of the at most é coordinates in
the support).

Let p* maximize val(u) — w” y, and z* be the equilibrium strategy for the row player in the
resulting zero-sum game. We claim that val(u*) — w’ p* < val(it) — w” fi + €, which shows that we
correctly solve the dual signaling problem: if case (i) applies, then val(f1) — w” i > 0; if case (ii)
applies, then clearly, val(f1) — w’ i < —e.

We now prove the claim. Since p* € conv(Se (u*)), there exists some u' € S./(u*) such that
Byt — whp* < "By’ — why/. Further, since DT is y-Lipschitz, for all j € [d], (z*TA +
M*TDT)J. < (TA+ //TDT)J. + ~¢’. Combining these inequalities yields that val(y') — w”py/ >

val(p*) — wlp* —e. [

5 Bayesian network routing games

We now consider the signaling problem in Bayesian network routing games and prove an optimal
inapproximability result for linear latency functions: It is NP-hard to obtain a multiplicative ap-
proximation better than 4/3 (Theorem [5.1]), and this approximation is achieved for linear latency
functions by a simple signaling scheme that simply reveals the state of nature (Theorem [5.4]).

A network routing game is a tuple I' = (G = (V,E),{lc}ecr, {(si, i, di) }icpp)), Where G is a
directed graph with latency function [, : Ry — R4 on each edge e. Each (s;,t;,d;) denotes a
commodity; d; specifies the volume of flow routed from s; to t; by self-interested agents, each of
whom controls an infinitesimal amount of flow and selects an s;-t; path as her strategy. A strategy
profile thus corresponds to a multicommodity flow composed of s;-t; flows of volume d; for all i; we
call any such flow a feasible flow. The latency on edge e due to a flow f is given by l.(f.), where f,
is the total flow on e. The latency of a path Pis [p(f) := > cple(fe). The total latency of a flow f
is C(l; f) == 3 .cp fele(fe); an optimal flow is a feasible flow with minimum latency. A feasible flow
f in a routing game is a Nash flow (also called a Wardrop flow), if each player chooses a minimum
latency path; that is, for all ¢, all s;-t; paths P, Q with fo > 0 for all e € P, Ip(f) < lg(f). All
Nash flows have the same total latency (see, e.g., [RT02]).

In a Bayesian network routing game, the edge latency functions {I%}.cr may depend on the
state of nature § € © (and, as before, we have a prior A € Ag). The principal seeks to minimize
the latency of the Nash flow. Given u € Ag, the expected latency function on each edge e
is I8(ze) == Y peo toll(ze). Define val(p) := C(I¥; f#), where f# is the Nash flow for latency
functions {l£'}. The signaling problem in a Bayesian routing game is to determine (ay)uea,, > 0
of finite support specifying a convex decomposition of A (i.e., > aype = M) that minimizes the
expected latency of the Nash flow, > n oy val(p).

HEA N

15



Theorem 5.1. For any € > 0, obtaining a (4/3 — €)-approximation for the signaling problem in
Bayesian routing games is NP-hard, even in single-commodity games with linear latency functions.

Let (G, s,t, d) be a single-commodity routing game. We reduce from the problem of determining
edge tolls 7 € [Rf that minimize C (l + 7 f NE(T)), where [ + 7 denotes the collection of latency
functions {l.(z)+7.}. and V(1) is the Nash flow for [+7. Note that C(I+7; f) = >, felle(fe)+Te)
takes into account the contribution from tolls; we refer to this as the total cost of f. By optimal
tolls, we mean tolls T that minimize C (I + 7; fV(7)).

Theorem 5.2 ([CDRO6]). There are optimal tolls where the toll on every edge is 0 or co. If P
# NP, there is no (% — e)-approa:z’mation algorithm for the problem of computing optimal tolls in

networks with linear latency functions, for any € > 0.

Let T' = (G = (V, E),l,s,t,d) be an instance of a routing game with linear latencies. Let
m = |E| > 2. By scaling latency functions suitably, we may assume that d = 1. Then, for any
latency functions I/, the latency of the Nash flow for I’ equals the common delay of all low-carrying
s-t paths. Let L = C(I; f"F) be the latency of the Nash flow for I. Let 7* be optimal {0, co}-tolls,
L* = C(l+ 7%, fNB(7*)) be the optimal cost, and K* := {e € E : 77 = oo}. We can view 7* as
simulating the removal of edges in K*.

We create the following Bayesian routing game. Let (G1 = (W4, Ey), s1, tl) and (G2 = (Va, E»), s2, tg)
be two copies of (G,1,s,t). Add vertices s, t, and edges (s, s1), (s,s2) and (t1,t), (t2,t). Call the
graph thus created H. For e € E1 U Ey with corresponding edge €’ € E, set the latency function in
the new graph he(x) = lo(x), and set he(z) = 0 for e = (s, s1), (8, $2), (t1,t), (t2,t). The states of
nature correspond to edges in H. We set \g = 1/m? for all § € E; U Es; the remaining 1 — % mass
is spread equally on (s,s1), (s,s2). We set hY(z) = he(z) + 8m3L if § = e and he(z) otherwise.
Our Bayesian routing game is (G, {h%}g., s,t,d), ).

The idea here is that state 6 encodes the removal of edge 0: specifically, if g = Q(%) for a
posterior p, then h* simulates removing edge 6 due to the large constant term 8m>3L. Let K; be
the edge-set corresponding to K* in Gj, for ¢ = 1,2. The prior A is set up so that: (a) it admits
a convex decomposition into posteriors u!, u?, where h*' simulates that G; \ K; is connected to s
and Gs_; is disconnected from s; and (b) any convex-decomposition of A must be such that a large
weight is placed on posteriors u, where h* simulates that only one of GG; is connected to s, so that
{11e8m3L}ccp, yields tolls 7 for edges in E such that C(I+ 7, f¥2(7)) < val(u). Lemma [5.3 makes
the statements in (a) and (b) precise, and Theorem [5.1] follows immediately from Lemma [5.3] and
Theorem

Lemma 5.3. There is a signaling scheme for the above Bayesian routing game with latency L*.
Further, given a signaling scheme a for the above Bayesian routing game with expected latency L,
one can obtain tolls T such that the routing game (G,l+ T, s,t,d) has Nash latency at most 1_%%.

Proof. We first show the existence of a signaling scheme with latency L*. Define posterior u! € Ag,,
as: up =2/m? for all 0 € K1 UE,\ Ko, ”%5,32) = (1—2/m). Define u? symmetrically as: u2 = 2/m?
for all 6 € Ko U Ey \ Kj, ,u%sm) = (1 —2/m). Then A = (u' + u?)/2, and this is our signaling
scheme. We will show that val(u!) = val(u?) < L*, proving the lemma.

Consider distribution p'; the argument for ;2 is symmetrical. The idea is that an edge e with

pl > 0 has h‘e‘1 (z) > 8mL, which effectively deletes e from H; other edges have ht* (x) = he(x). So
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p! simulates retaining edges in G1 \ K. Let f = f¥¥(7*) be the Nash flow in the routing game
(G,l+ 7*,s,t,d). So C(l+ 7*; f) = L*. Recall that d = 1, so every s-t path in G has latency at
least L*. Then the flow that sends d on edges (s, s1) and (¢1,¢) and f on edges of Gy, is feasible.
On every edge e € E(H) with positive flow, ul = 0, so the latency of this flow under hH' is L*.
Further, this is a Nash flow for R any s-t path P either contains an edge with u! > 0, and if not,
contains an si-t; path; in the latter case, there is a corresponding s-t path @ in GG, and the latency
of P under h*' equals (I + 7*)o(f), which is at least L* since f is the Nash flow for [ + 7*.

Next, we show how to obtain the required tolls from the signaling scheme a (with expected
latency L'). Assume L’ < L, otherwise 7 = 0 suffices. At least (1 —4/m) of the probability mass of
« must be on posteriors p with ,U(s Sl) + H(s,55) = 1/m. There must exist such a posterior u' with

val(u') < Jm.
for latency functions h* . (Again, since d = 1, every s-t path P in H with f. > 0 for all e € P
satisfies hf, (f) = val(u').)

Since h‘(‘ 51) > 4m?L > val(y/), we must have J(s,s1) = 0, so [ is supported on G2. Abusing
notation, for e € FEs>, we also use e to denote the corresponding edge in E. For every e € Ej,

we have hg( ) = le(z) + p.8m3L. Thus, defining 7. = p.8m3L for all e € E, we obtain that f
restricted to Es is a Nash flow for (G,l+7,s,t,d), and its latency is at most val(y'). This is easy to

see, since every s-t path P in G corresponds to an sa-to path @ in H, and (I+7)p(f) = hél(f). |

Assume ,u’(s’s ) 2 Qm, the other case is symmetric. Let f = f* be the Nash flow

Theorem 5.4. The full-revelation signaling scheme, i.e., revealing the state of nature, has the
price of anarchy for the underlying latency functions as its approrimation ratio. In particular, for
linear latencies, it achieves a é—approgmmatzon

Proof. Recall that the price of anarchy (PoA) for a class of latency functions is the maximum ratio,
over all instances involving these latency functions, of the latencies of the Nash flow and optimal
flow. For linear latency functions, the PoA is % [RT02].

Intuitively, the result follows because full-revelation is the best signaling scheme if one seeks to
minimize the expected latency of the optimal flow, and the multiplicative error that results from
this change in objective (from the latency of the Nash flow to that of the optimal flow) cannot
exceed the price of anarchy.

Slightly abusing notation, we use f? to denote the Nash flow with respect to the latency functions
{19}, We use f? to denote the optimal flow for latency functions {I}. Let p be the price of anarchy
for the collection {I¢}ccp geco of latency functions, so we have C(1%; %) > C(1%; %) /p for all § € ©.
The full-revelation signaling scheme has cost ) ;g AgC (19; 9).

Consider any signaling scheme «. Its cost is

Z ay, val(p Zau C (1" ) ZQNZM)C 19 1) >Zauu90 (19 19

LEA N 2 0O

> ZauueC W% /0= XC (% %) /p. u
[

w0
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6 Extensions: hardness results for related problems

6.1 Maximum prior problem

We study the closely-related problem of finding 1 € Ay that maximizes opt(u). The proof of
Theorem [4.2]in fact shows that a PTAS for the maximum-prior problem yields a PTAS for threshold
stgnaling. Theorem uses this implication to rule out a PTAS for the maximum prior problem
under the exponential time hypothesis (ETH) by giving a simple, clean reduction from the best-Nash
problem in general-sum two-player games, for which a PTAS is ruled out by [BKW15|. Theorem [6.1]
establishes the optimal hardness result for the maximum prior problem, since a quasi-PTAS for the
maximum prior problem was recently presented in [CCD™15].

Theorem [6.1] also implies that the general maximum prior problem studied in |[CCD™15] does
not have a PTAS under the ETH, when the objective function is O(1)-Lipschitz but not O(1)-noise-
stable. (For this case, [CCD™15] ruled out a PTAS assuming hardness of planted clique.) This is
because the objective function (minimax value) for signaling in zero-sum games is O(1)-Lipschitz.

Theorem 6.1. Assuming ETH, there is a constant g such that, any algorithm that returns an
(additive) eo-approzimation for the mazimum prior problem, even for extended security games,
. . . . Q(loglfo(l) n) . . . .
must run in quasipolynomial, i.e., n , time. In particular, assuming ETH, there is no

PTAS for the mazximum prior problem, even for extended security games.

Recall that, as noted earlier, the proof of Theorem shows that, for any e, a polytime
g-approximation for the maximum prior problem yields a polytime algorithm for the threshold
signaling problem with precision parameter 2¢. Thus, it suffices to show that, assuming ETH, there
is some constant ¢y such that solving the threshold signaling problem with precision parameter ¢,
even for extended security games, requires quasipolynomial running time. To show this, we reduce
from the problem of finding an e-Nash equilibrium in a general two-player game with e-approximate
social welfare, and utilize the following hardness result for this problem.

Theorem 6.2 ([BKW15]). Assuming ETH, there is a constant € > 0 such that any algorithm
for finding an €*-approrimate Nash equilibrium with social welfare at least OPT — €* in a general

Q(log'—°M )

bimatriz game requires n time, where OPT 1is the optimal welfare of a Nash equilibrium.

Proof of Theorem [G1. Let (R,C) be a bimatrix game, where R,C € [—1, 1]™*™ are the payoffs for
the row- and column- players respectively. To avoid confusion with the extended security game,
we refer to the row- and column- players in the bimatrix game as the R- and C- players. A pair of
mixed strategies (z,y) for the R- and C- players respectively is an e-approximate equilibrium if:

" (R+Cy— max(Ry); - m?ﬁ(wTC)j > —e. (4)
e|m J€n

The social welfare of (x,y) is defined as 27 (R + C)y. Let OPT be the maximum social welfare of
a (mixed) Nash equilibrium of (R,C). Note that —2 < OPT < 2.

We construct an extended security game where the states of nature correspond to the pure
strategies of the C-player (in the bimatrix game), and the row-player’s pure strategies (in the
extended security game) correspond to the R-player’s strategies (in the bimatrix game). We will
set things up so that the expected payoff in the extended security game to the row player under a
posterior distribution g and when he plays a mixed strategy x is a linear combination of the LHS of
@) (viewing (z,u) as a mixed-strategy profile for the bimatrix game (R,C)) and the social welfare
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of (x,u) in the bimatrix game (R,C). Let ¢ > 0 be a parameter. The payoffs in the extended
security game will have absolute value at most 14+ O(1/¢). We will show that solving the threshold
signaling problem for the resulting extended security game with threshold n = 7’ — ¢, and precision
parameter € yields a 6e-approximate Nash equilibrium of (R,C) with social welfare at least 1’ — 2e,
whenever there is a Nash equilibrium of (R, C) with social welfare at least 1/ or we state that we are
in case (i) of the threshold signaling problem. So via binary search, we can obtain a 66 approxmaate
Nash equilibrium of (R, C) with social welfare at least OPT — 3e. Thus, setting ¢y = E where
€* is as given by Theorem [6.2] we obtain that, assuming ETH, the threshold signaling problem with
precision parameter €y requires quasipolynomial time, completing the proof.

We proceed to describe the extended security game and prove the desired claim. We set © = [n],
so M = n. The row-player’s pure strategy set is [m], and the column-player’s pure-strategy set is
[m] x [n], so the row- and column- players have » = m and ¢ = mn pure strategies respectively.
The 7 x ¢ matrix A, » x M matrix B, and ¢ x M matrix D in the extended security game are

— 1 . g
Aiirgy = _Eci,j Vi € [m], (i, 7) € [m] x [n]

1 | |
Biy = (14 )Ry +Cy) Vi€ [mljeml

1 o .
Dy = —Rij Y(i,5') € [m] x [n],i € [m].

),

Claim 6.3. For all u € Ay, x € Ay, we have

1
min(z? A + T DT = —Z(max(Ru); + max(z’C
ke[c}( H ) (ze[m]( N) je[n}( ) )

Proof. Consider any column-player strategy k = (i, j') € [m] x [n]. We have

(@A) + (WD) = @A+ > D

i€[m] J€[n]
_ __(Zgﬂx Co +]§] R ) = (670 + Rpye). m

It follows from Claim that for any p € Aps, we have

— T T T T
Val('u)_géi}i( B,u—l—]neu[cn]( A+u' D )>

= max [(1 + %):ET(R +C)u— 1<H13X(R,U) + max(z” 0); )]

2EA M, € \ie[m] JjE€n]
_ T 1 . Tey. _ T
= mmax [w (R+C)u 6(3%(7@)#%%(% C)j—= (R+C)u> (5)

Now suppose we solve the threshold signaling problem with threshold n = 7’ — € (where 7’ < 2)
and precision parameter €. Suppose (z*, u*) is a Nash equilibrium of (R,C) with social welfare at
least 7. It follows from (@] that val(u*) > 7. So we are not in case (ii) of the threshold signaling

*The @(6*2) is because we need additive error ©(e*) when payoffs are bounded in absolute value by 1+ O(1/€*);
when we scale payoffs so that they lie in [—1, 1], this translates to an 6(6*2)-approximati0n.

19



problem, and must obtain u € A, such that val(u) > n —e =1n' — 2e. From (&), this implies that
there is € A,, such that 27 (R 4+ C)u > 1’ — 2¢ and

m[ayﬁ(Ru)i + mz[n};(xTC)j — 2T (R+C)p < 6<a:T(R +C)p—n'+ 2e> < 6e
elm JEN

where the last inequality follows since R,C € [—1,1)"*". The same calculation holds whenever we
state that we are in case (i) and return p € A,,. n

6.2 Hardness with other equilibrium notions

It is known that in zero-sum games, correlated equilibria and Nash equilibria are payoff-equivalent,
that is, they yield the same payoffs (this was also noted in [Dugl4]). Thus, our hardness results
extend to the case of correlated equilibria, as well as other notions of stability that are payoff-
equivalent to Nash equilibria in zero-sum games. To see this, note that for © € Ajs, due to
the payoff equivalence, val(u) is also the payoff of the row player in any correlated equilibrium
in the zero-sum game specified by A*. Hence, the statement of the signaling problem and its
optimal value remain unchanged. Further, any signaling scheme for correlated equilibria gives a
signaling scheme for Nash equilibria of equal value. This immediately extends all our hardness
results (Theorem [£.1] Theorem (3] Theorem [£.4] Theorem [6.1]) to correlated equilibria (and other
payoff-equivalent equilibria).

6.3 Signaling with general objective functions

We now consider a more general signaling problem in Bayesian zero-sum games, where the princi-
pal’s value may depend on the players’ strategies, and show that it is NP-hard to obtain a PTAS.
Formally, we have a Bayesian zero-sum game (@, {A‘g}ge@,)\) and a © X r X ¢ principal objec-
tive tensor F = (F%(i,j)); that is, F¥ € [-1,1]"%¢ for all # € ©. We now define val(u) =
MAX(y, o e NE(Ar) i (2g 16 F )Yy, where NE(AH) is the set of all (exact) Nash equilibria of A%,
As before, we seek a signaling scheme (3, o, p1) that maximizes ) s ag val(pio).

Theorem 6.4. Given a Bayesian zero-sum game (@, {A%yeco, )\), and a principal objective tensor
F, it is NP-hard to distinguish whether the optimal signaling scheme has value 0 or at least %

The NP-hardness proof follows from a reduction from the balanced vertex cover (BVC) problem
proposed in [CS06]. In BVC, we are given a graph G = (V, E), and we want to know if G has
a vertex cover of size ‘—g' Given an instance of BVC with n nodes, we construct the following
Bayesian zero-sum game where the states of nature correspond to nodes of G and the prior is
A=1,/n.

The row player’s pure strategy is to pick a node v1 € V, and the column player’s pure strategy
is to either pick a vertex v, an edge e, or a special strategy s. We design the column player’s payoff

as follows. The payoff for strategy

b i { Lo ifv ¢ {6, v}, o is { —= if e is not incident with 6, cis L

n
0 otherwise. 0 otherwise.

The principal’s objective tensor is set up so that he is interested only in getting the column
player to play the strategy s, that is, 7?(v,s) = 1 for all #,v € V; all other entries of F are 0.
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Lemma 6.5. The Bayesian zero-sum game defined above has a signaling scheme of value at least
% if and only if G has a vertex cover of size 5.

Proof. First, suppose G has a vertex cover C with |C| = 5. The principal simply signals if § € C
or not. That is, A is decomposed as (u! + p%)/2, where pl = 2 for all v € C (and 0 otherwise), and
2 = % for all v ¢ C. For posterior u', there is a Nash equilibrium where the row player chooses
the mixed strategy = that picks v; € V' \ C uniformly at random and the column player chooses
strategy s; thus, the principal gets a value of 1. This is because every node and edge is “protected”
with probability at least %; the payoff of the column player for a pure strategy v or e is therefore at
most " (1 — %) < 1. Since p' is chosen with probability %, this signaling scheme achieves value
at least %

On the other hand, we show that if u is a posterior with val(x) > 0, then G has a BVC solution.
Let (x,y) be a Nash equilibrium that attains value val(u), that is, val(u) = 27 (3", e F?)y. Since
val(p) > 0, we must have ys > 0. For this to happen, every node in V' must be protected with
probability at least % That is, we must have —"5(1 — x,)(1 — pp) < 1 for all v € V. Then,
n—24+% Typy = > (1 —2y)(1 — py) < n — 2, which implies that we must have x,u, = 0 and
(1 —2y)(1 —py) =1—2 for all v € V. So it must be that for all v € V, exactly one of y, and =,
is equal to 2. Let C' = {v: i, > 0}. It follows that |C| = Z. The payoff of a column player for an
edge e = (u,v) is -5(1 — fty — fty), which must be at most 1, so we have g, + p,, > % It follows
that C' is a vertex cover of G. |

We remark that it is important to allow the principal’s payoff to depend on specific strategies,
and also to enforce exact Nash equilibrium. Intuitively, these two ingredients together make the
objective function val(u) very “sensitive” in p. Moreover, these two conditions are essentially
necessary for an NP-hardness result, as Cheng et al. [CCD™ 15| gave a bi-criteria quasi-PTAS for
this general signaling problem, i.e., a quasi-polytime algorithm that loses an additive € in the
objective as well as in the Nash equilibrium constraints.
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A Proof of Lemma

Recall that € > 0, c3 > 10%, and k = k(n) satisfies k = w(logn) and k = o(\/n), and r = O(n/k).
Let p = %

First, we proceed as in [Dugl4] to reduce the planted-clique problem to the planted-clique-
cover problem. Given an instance G of PClique(n,p,k), we can generate an instance G’ of
PCover(n,p, k,r) by planting » — 1 additional random k-cliques into G (as in step (2) of Defi-
nition ZT). As noted in [Dugl4], because the cliques Si,...,S, are indistinguishable, recovering
a constant fraction of the planted cliques from G’ would recover each of Sy, ..., S, with constant
probability. In particular, it can recover the original planted clique with constant probability.

So our task is the following. Given a graph G ~ G(n,p, k,r), fix one of the planted k-cliques
S C V. We need to show that given a cluster T' C V satisfying |[SNT| > ¢|T| and |SNT| > c3logn,
we can recover S with high probability. We assume that r = 57" in the sequel. Our algorithm is
similar to (and in fact, simpler than) the one used in [Dugl4] to prove a similar planted-clique
recovery result (Lemma 3.5 therein). However, we need to recover the planted clique under a much
weaker (both qualitatively and quantitatively) assumption. In our case, the above requirements on
|SNT| allow |T| = ©(logn) (which is crucial for the soundness proof in Lemma 4.6l to go through);
in [Dugl4], the requirement is that |S NT| = Q(|S U T|) with |S| = w(log?n), so that we must
have |T| = w(log®n). This difference in the magnitude of |T| (and hence |S N T'|) poses certain
challenges and necessitates certain key changes to the analysis in [Dugl4].

We use the following algorithm to recover S:

1. Pick an arbitrary set R of c3logn vertices from SNT.
2. Let S’ be all the common neighbors of R.
3. Let S be the vertices in S’ with at least k — 1 neighbors in $".

Since S is unknown, we use the following process to simulate Step (1). We first sample roughly
031% vertices uniformly from 7', and try Step (2) and (3) on every subset of c¢3log n of the sampled
vertices. The number of subsets we need to check is polynomial. Moreover, because |[SNT| > €¢|T],
with high probability, the sampled subset of T" will contain c3logn vertices from S N7, and will
encounter this set of c3logn vertices from S NT in our enumeration.

We partition the edges of G into E~ and ET, where E~ are the background edges added in
Step (1) of Definition 21 and ET are the extra clique-related edges added in Step (2) of Definition
21l Let £ denote the edges of S;. It is easy to verify that all the nodes in S will survive Step (2)
and (3), so S C S. We show that in fact, with high probability, no other vertices survive Step (2)
and (3) through the following claims.

Claim A.1. With high probability, we have |E~ (v, S)| < 0.6|S]| for allv ¢ S.

Proof. Since |S| = w(logn), this follows from a straightforward application of the Chernoff bound
and the union bound. [

Claim A.2. With high probability, there are at most c3logn vertices v ¢ R with |E~ (v, R)| >
0.8|R|.

Proof. Let A ={v ¢ R: |E~(v,R)| > 0.8|R|}. Then, bi-density,- (R, A) > 0.8. The constant
c3 = 10° and ¢ = 0.3 satisfy the conditions of Lemma 8 So since |R| > c3logn, we have
|A| < c3logn with high probability. [
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Claim A.3. With high probability, we have |E™ (v,S)| < 12logn for allv ¢ S.
The following lemma will be useful in proving the above claim.

Lemma A.4 (see Ex. 1.13 in [DPQ9], Lemma 1.19 in [Doell]). Let X;,...,X,, be arbitrary binary
random variables. Suppose for every i, and every xi,...,xi—1 € {0,1}, we hcwe PriX;=1|X; =
21, X9 = x9,...,Xj—1 = xi—1] < p;. Let Yq,...,Y, be mdependent binary random varzables with
Pr|Y; = 1] = p; for all i € [n]. Then, for any M, we can upper bound Pr[> ;" | X; > M] using the
upper-tail Chernoff bound for Pr[y " | Y; > M].

In particular, for any € € (0,1) and p > i | pi, we have Pr[d 1 X; > (1 +e)u] < e~ /3,

Proof of Claim[A3 Fix v ¢ S, and let X denote the random variable |E* (v, S)|. Let Si,...,S,_1
be the planted cliques other than S. Let I be the random index-set of cliques that contain v; that
is, I C [r—1] is such that v € S; for alli € I, and v ¢ S; for all i ¢ I. Notice that the events {i € I}
for i € [r—1] are independent Bernoulli trials with probability £. So we have Pr[|I| > 6logn] < =

Fix an index set J C [r — 1] with |J| < 6logn and consider Pr[X > 12logn|I = J]. We
use Pr’ and E’ to denote probabilities and expectations in the space where we condition on the
event I = J. Conditioned on I = J, we have X < Zielues Y, where Y;, is the random
variable indicating if v € S;. Fix an ordering of the Y;, random variables. If we consider the
random variable Y; ,,, and any realization ¢ of the random variables appearing before Y; ,,, we have

2
Pr'[Y;,, = 1|realization o of the variables before Y; ,] < % Since # < 6logn, we can now use

6logn

Lemma [A4] and infer that Pr'[X > 12logn] <e™ 3
Finally, we have

Pr(X >12logn] = »  Pr[l=J]-Pr[X > 12logn|I = J]
JCr—1]
< > PrI=J+ Y Pr[l=J]-Pr[X>12logn|l=J]
JC[r—1]: JCr—1]:
|J|>6logn |J|<6logn
12
< Pr[|I| > 6logn] + > Pr(l=J] — < = ]
JCr—1]:
|J|<6logn

By Claims [A.2] and [A.3] and since |R| > c3logn, with high probability, for all but at most
c3logn nodes v ¢ S, we have

|E(v,R)| = |E~ (v, R)| + |ET (v, R)| < 0.8|R| + |ET(v,9)| < 0.8|R| + 12logn < 0.82|R).

Hence, with high probability, at most c3logn nodes outside of S survive Step (2), i.e., [S"\ S| <
c3logn.

Claim A.5. With high probability, we have |E(v,S)| < 0.7|S| for allv ¢ S.

Proof. Since 12logn = o(|S]) (for sufficiently large n), by Claims [AT] and [A.3] with probability,
for all v ¢ S, we have |E(v,S)| = |[E~(v,S)| + |[ET(v,S)| < 0.6]S| + o(|S]|) <0.7|S|. [

By Claim [AJ5] and because |S” \ S| < c¢3logn, with high probability, every node v € S”\ S has
| (v S’)| < |E(v,S)| 4+ ezlogn < 0.8]S|. Therefore, no vertex v € S’ \ S survives Step (3) and
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