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Abstract

In 2005, Sun, Hsieh, and Hwang proposed two
secure e-mail protocols with perfect forward secrecy.
In the first protocol, the authors apply smart card
and DiffieHellman key agreement scheme to achieve
the perfect forward secrecy. However, due to it
requires a smart card to store some parameters, it
is not practical in the real world. Thus, the authors
proposed another protocol without a smart card.
However, the second protocol has a security flaw in
providing perfect forward secrecy. In this paper, we
shall not only point out the secure flaw in the second
protocel but also propose an improvement scheme to
overcome the security flaw.
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1 Introduction

Nowadays E-mail has been widely used in communi-
cations. However, to transmit messages in an open
network is insecure. Attackers can easy intercept
the transmitted messages from network. In order
to prevent the confidentiality of transmitted mes-
sages from unauthorized access, people or systems
usually encrypt the transmitted messages to obtaln
confidentiality. The existing E-mail systems [1, 6] ap-
ply public-key cryptosystem to encrypt a secure key
and apply symmetric cryptosystem with the secret
key to encrypt the transmitted messages. For ex-
ample, a sender Bob wants to communicates with a
receiver Alice by using the E-mail system. First, the
E-mail system encrypts the transmitted message M
using a short-term secret key k. The produced ci-
phertext is Fi[M], where E}[] stands for a symmet-
ric encryption function using a secret key k. Next,

the system encrypts the secret key &k using Alice’s
public-key pk, and generates the ciphertext Eneyg[k],
where Enep[] stands for public-key encryption fune-
tion using a public key pk. Then the system trans-
mits Encyilk] and Ex[M] to Alice over a network.
Upon receiving E'negyi[k] and Ex[M], Alice decrypts
Encpi[k] using her private key sk to obtain the short-
term secret key k. Then, Alice decrypts Ey[M] us-
ing the secret key k. However, the system can not
provide the perfect forward secrecy. Perfect forward
secrecy is defined as a protocol and is sald to have a
perfect forward secrecy If compromised of the long-
term keys it does not compromise the past session
keys [5]. Therefore, if a scheme satisfies the prop-
erty of the perfect forward secrecy, it Is more secure

[4, 9, 10).

In 2005, Sun, Hsieh, and Hwang [8] proposed two
secure e-mail protocols with the perfect forward se-
crecy. The first protocol applied Diffie-Hellman key
agreement scheme [2] and a smart card to achieve
perfect forward secrecy. The second protocol applied
ElGamal crytposystem [3] and Shnorr’s [7] signature
scheme to design the protoccl. The authors claimed
that the two protocols provided perfect forward se-
crecy. However, we find that the second protocol has
a security flaw. In this paper, we shall point out the
security flaw in Sun, Hsieh, and Hwang’s scheme. In
addition, we also propose an improved protocol to
eliminate the security faw.

The rest of this paper is organized as follows. In the
next section, we will review Sun, Hsieh, and Hwang’s
scheme and point out the security flaw in their pro-
tocol. An improved scheme 1s proposed In Section 3.
Finally, we will make a brief conclusion in Section 4.



2 Review of Sun, Hsieh, and

Hwang’s Scheme

In this section, we will describe two protocols
proposed by Sun, Hsieh, and Hwang [8] in 2005.
Before describing the two protocols, we first define
some symbols which will be used later.

e Sigy(M): A signature of message M using a pri-
vate key k.

o Fp[M]: An encryption of the message M using
a symmetric cryptosystem with a secret key k.

e A EB: The receiver and the sender, respectively.
e . A large prime number.

e A{): A one-way hash function.

o Cert: A certificate of the ciphertext.

o Llncy(M): An encryption of the message M us-
ing a public-key cryptosystem with a public key
pk.

e kq, Ky, and Ky.5: The secret keys of 4, B, and

mail server, respectively.

2.1 Secure Protocol for E-mail Sys-
tem Using Smart Card

In this section, we will describe the secure E-mail
protocol using smart card. The details of the protocol
are as follows.

Step 1 (B is off-line): A selects a random number
z, and sends g* mod p and Sigy, {(g* mod p} to
mail server.

Step 2 (4 is off-line): B also selects a random num-
ber y, and sends Sigy, (¢¥ mod p), g¥ mod p, and
ID 4 to mail server.

Step 3 (4 is off-line): Mail server sends ¢* mod p
and Sigx, (¢* mod p) to B. Then, B can com-
pute the encryption key & = (g*)¥ mod p.

Step 4 (4 is off-line): B encrypts message M using
a key k obtained by step three, and then sends
£ [M] and k(k||g” mod p) to mail server.

Step 5 (B is off-line): A requests mail server for new
mail, and mail server will ask A to enter his ID
and password. If A's 1) and password are all
correct, A can receive the new mail. Mail sever
sends A(k||g® mod p), g¥ mod p, Sigg, (g% mod
p), and Ep[M] to A.

Step 6 (B is off-line): In order to decrypt the mes-
sage M, A must have a decryption key. A com-
putes the decryption key & = (g¥)* mod p. Fi-
nally, A uses the decryption key k to decrypt

In this protocol, the authors applied the principle
of Diffie-Hellman key exchange and agree with the
the decryption key and encryption key. Since k =
g*¥ mod p, we can find that the decryption key and
the encryption key are identical. The protocol can
achieve the perfect forward secrecy, but 4 has .o use
a device, such as a smart card, to memorize a random
number z to compute the decryption key k.

2.2 Secure Protocol for E-mail Sys-
tem without Using Smart Card

In this section, we will describe the second protocol
without using a smart card. For the sake of making
sure that a ciphertext is certainly someone’s signa-
ture without letting on the signature, the concept
of Certificate of Encrypted Message Being a Signa-
ture(CEMBS) is used as a second protocol. In addi-
tion, ElGamal cryptographic system [3] and Shnorr’s
signature scheme [7] are emploved to achiave the per-
fect forward secrecy. The details for a second protocol
are as follows.

Step 1 (4 is off-line): B produces a signature
Sigy,(ID4) = (r,s) by using Shnort’s signa-
ture scheme [7], where r = ¢” mod p and 5 =
b+ h{(IDy,rymod p— 1. Next, B encrypts r
by using FlGamal cryptosystem [3]. The gener-
ated ciphertext is Encpg, (r) = (W, V), where
W = ¢ modp and V = r(PK4)¥ modp in
which w is a randem number and PK 4 denotes
A’s public key. Then, B sends Encpy, (r), ID4,
and Cert to mall server. Cert is used to cer-
tify that ciphertext is indeed someone’s signa-
ture without revealing the signature.

Step 2 (4 is off-line): The mail server sends g¥ mod
p and Sigg__(g¥ mod p) to B.

Step 3 (4 is off-line): After receiving g% mod p
and Sigg . (g¥ mod p), B can check whether
g¥ mod p was tampered with during transmis-
slon by using mail server’s public key to verify
Sigr__(g¥ mod p). If it holds, B computes the
encryption key & = (4¥)" mod p, and encrypts
the message with the encryption key k. Next,
B sends Ep[M] and h{k||g¥ mod p) to the mail

server.

Step 4 (B is off-line): A asks mail server for new
mails, and mall server asks 4 to input his Id and
password. If the Id and password are correct, the



mail server delivers Fnepg, (1), Cert, Ei[M],
h(k||g¥ mod p), and EnCPkwd(y) to A.

Step 5 (B is off-line): After receiving Fnepx, (r),
Cert, Ex[M], h{k||g¥ mod p), and Encps,,,(y),
A decrypts the Encpy,,, () by utilizing his pass-
word, and obtalns a random number . Next, 4
utilizes his secret key to decrypt Encp, (r), and
obtains r = ¢® mod p.

Step 6 (B iz off-line): A computes the decryption
key & = ¥ = (¢*)Y mod p. Further, 4 can
verify whether decryption key % is wvalid or
not by A(k||g¥ mod p). If it is valid, a mes-
sage can be decrypted with the decryption key k.

2.3 Remarks on Sun, Hsieh, and

Hwang’s Scheme

Here, we will explain Sun, Hsieh, and Hwang’s
scheme withoutl providing perfect forward secrecy.

Sun, Hsieh, and Hwang claimed that the two pro-
tocols can provide perfect forward secrecy. However,
the second protocol had a secure flaw and it did not
provide perfect forward secrecy. Suppose that 4's
secret key and password are disclosed. First, the at-
tacker can decrypt the Encpy,,,(y) with A’s pass-
word to gain the random number . Second, the at-
tacker can decrypt Encpr,(r) with A's secret key
to gain 7 = g mod p. Then, the attacker computes
the decryption key k& = ¥ = (§")¥ mod p. Finally,
message M can be decrypted by using the decryption
key k.

For example, sender Bob communicates with re-
ceiver Alice by performing the secure protocol with-
out using a smart card after having communicated
five times already. Suppose that attacker David
wants to know the content of the message, he in-
tercepts all the messages communicated by Alice and
Bob. Due to David without Alice’s secret key and
password, he can not gain the transmitted message.
However, if David gets Alice’s secret key and pass-
word, he not only can decrypt the transmitted mes-
sage in this session but also can decrypt the mes-
sages he collected before. Therefore, Sun, Hsieh, and
Hwang’s second protocol can not satisfy the property
of the perfect forward secrecy.

3 Proposed Scheme

From the previous section, we can know that Sun,
Hsieh, and Hwang’s second protocel cannot provide
perfect forward secrecy. Thus, we proposed an Im-
proved scheme to achieve the perfect forward secrecy.
The detalls of the improved version are described as
follows.

Step 1 (A is off-line): B sends Fnepg, (r), TD4,

and C'ert to mail server.

Step 2 (A is off-line): The mail server sends g¥ mod
p and Sigr__(g¥ mod p) to B.

Step 3 (A is off-line): B computes the encryption
key & = (g¥)° mod p, and encrypts the mes-
sage using the encryption key k. Next, B sends
Ey (M) and h{k||g¥modp) to the mail server.

Step 4 (B is off-line): A requests mail server for
new mails, and mail server asks A to input his
ID, original password, and his new password
p = (password 5 r1) to mail gerver for ver-
ification, where 71 is a random number. If ID
and the original password are correct, A can re-
ceive new mails. In addition, an old password
is replaced by a new password p. Next, the
mail server delivers Enepg, (r), Cert, Ep (M),
h(E||g¥modp), and Enc:ka, (y) to A.

Step 5 (B is off-line): After receiving Fncpg, (r),
Cert, Ep(M), h(k||g¥modp), and Fnepy |, (y¥),
the random number % can be obtained bir de-
crypting Enc_pkp, (y) using his new password p.
And r = (¢* mod p) can be obtained by decrypt-
ing Fnepg, (r) using A" secret key.

Step 6 (B isoff-line): 4 can compute the decryption
key k= r¥ = (g")¥ mod p, and thus message M
can be decrypted with the decryption key k.

Basically, Step 1 to Step 3 In ore proposed scheme
are the same as that in protocol two [8]. Accord-
ing to the above mentioned iImprovement, even if A's
secret key and original password are known by eaves-
droppers, they only can obtaln initial message com-
municated between A and B. Eavesdroppers cannot
derive the subsequent message without A’s new pass-
word. Therefore, the improved scheme can satisfy the
property of the perfect forward secrecy.

4 Conclusions

Sun, Hsieh, and Hwang proposed two protocols in
2005, and they claimed that their protocols can pro-
vide the perfect forward secrecy. However, in this
paper we have already pointed out thal the second
protocol of their scheme has a secure flaw. In ad-
dition, we further proposed an improved scheme to
achieve the perfect forward secrecy.
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