N H S N LONG-TERM CARE FACILITY (LTCF)

NATIONAL HEALTHCARE

SAFETY NETWORK ENROLLMENT in LTCF Component

Purpose of Document:

The purpose of this guidance document is to assist long-term care facilities (LTCFs) with enrolling in the CDC’s National Healthcare Safety Network’s
(NHSN’s) LTCF Component. LTCFs eligible to report data in the long-term care component include skilled nursing facilities/nursing homes, Intermediate
Care Facilities for Individuals with Intellectual Disabilities, and assisted living facilities.

Important Notes: If the facility is already enrolled in the National Healthcare Safety Network (NHSN), please do NOT re-enroll.

e If enrolled and need to change your NHSN Facility Administrator, submit the change here: https://www.cdc.gov/nhsn/facadmin/index.html
e If your facility was previously enrolled, but you are unable to access NHSN, please submit an e-mail to nhsn@cdc.gov for assistance or utilize the
ServiceNow portal within your SAMS homepage.

Items Needed for Enrollment in the LTCF Component:

- Internet Connection (use a recommended up-to date browser)
o Recommended: Microsoft Edge (latest version), Chrome (latest version).
o Other browsers or older versions of the recommended browsers may work, however certain features may be incompatible.
o Please review the system requirements for your specific browser (for example, Microsoft Edge: https://docs.microsoft.com/en-
us/DeployEdge/configure-microsoft-edge
o To ensure proper access to, and operation of, web-based applications please follow these directions to clear your browser’s cache
SAMS Cache Clearing Instructions 2024.pdf
- ldentify an NHSN Facility or Group Administrator — This designated person will be the point of contact for receiving information from NHSN and
other functions in the application.
- CCN - CMS Certification Number or CDC Registration ID (contact NHSN@cdc.gov)
o CCN Look up Tool https://gcor.cms.gov/main.jsp

How to Enroll in NHSN LTCF Component:

1. Prepare your computer to interact with NHSN
e This is an important process to ensure that you receive all emails from NHSN and SAMS, which is required during enrollment.
e To ensure the best experience with NHSN, use a recommended, up-to-date browser.
e Inyour browser, add cdc.gov and verisign.com to your list of trusted websites and permit pop-ups for these sites.
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e Check spam-blocker settings to allow emails from NHSN@cdc.gov and SAMS-NO-REPLY@cdc.gov

2. Register your facility with NHSN. The first step to enrolling is to read and agree to the NHSN Rules of Behavior. Click this link to access the
NHSN Rules of Behavior, and begin your enrollment process- https://nhsn.cdc.gov/RegistrationForm/index
e After agreeing to the NHSN Rules of Behavior, you will be directed to the NHSN Registration page.
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On NHSN Registration Page:

e Enter all information with a red asterisk, including your name, correct e-mail address, CMS Certification Number (if applicable), and
Facility Type.
Registration Form
Please enter the values for the fields listed below and click on the Submit button. (*)

indicates a required field. For additional information on NHSN Training, please visitth:
NHSN Training Website.

—Personal Information

“Firstname:

*Lastname:

Middle name:

“Email address:

r—Fadility Identifier

*Please select a facility identifier:

Ocen
Onna _ _ _
Ova LTC-ASSIST - Assisted Living Residence
8000 Registration ID |:> LTC-ICF/ID - Intermediate Care Facilities for Individuals with Intellectual Disabilities
RONE LTC-PSYCH - Psychiatric Residential Treatment Facility
*Selected identifier ID- LTC-SKILLNURS - Skilled Nursing FaCIllty
LTC-SVHALF - LTC Assisted Living Facility for State Veteran's Homes

" LTC-SVHSNF - LTC Skilled Nursing Facility for State Veteran's Homes

v
*Fadility Type:

——NHSN Training Date:

*I certify thatl have completed all ofthe appropriate, required NHSN

trainings on: 11/01/2021 = (::I Enter the date you are registering the facility

=P ComD

e Be sure to enter your email address correctly, as all subsequent emails will come to this email address.
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e If you are a certified CMS facility and do not know your CCN — use this link to find it: https://qcor.cms.gov/main.jsp
v'Select “Tool>basic search”
v'Enter your facility name
¥'The Participation date is the CCN Effective Date needed for enrollment
e If unable to locate the facility CCN or if it cannot be validated in NHSN, you may request a temporary enrollment number also known as
the CDC Registration ID by contacting NHSN@CDC.GOV. The temporary enrollment number is only valid for 30 days. You must select
N/A for CMS, AHA and VA station code before you will be prompted to enter the enrollment number.
e Type either the CCN or CDC Registration ID number into the “Selected Identifier ID".
e Select the facility type that best applies to your facility. See above screen shots
v'Be sure to select the correct Facility Type, as highlighted in the above screenshot. For example, a nursing home enrolling their
Skilled Nursing Facility will select, LTC-SKILLNURS - Skilled Nursing Facility
e Select Submit once all required information is entered.

3a. Register with Secure Access Management Services (SAMS) with SAMS-NO-REPLY

e After NHSN receives your completed registration (as outlined in 2A), you will receive 2 e-mails: “Welcome to NHSN” from
(NHSN@cdc.gov) and Invitation to Register with SAMS from (SAMS-NO-REPLY @cdc.gov).
o Please allow 2 calendar days to receive your e-mail from SAMS.
e Please be sure to check all mail folders including your spam folder for an email from "sams-no-reply". If you have yet to receive a SAMS
Level 3 Invite, please request one by submit a ticket to the NHSN Help Desk through the ServiceNow portal or by submitting an email to

NHSN@cdc.gov.
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From: NHSM (CDC) <n hsn@cdc.gov=>

Sent: Monday, March 11, 2019 4:24 PM Hello (Applicant Name),
To: You have been invited to register with the SAMS Public Health Partner Portal. This invitation was
Cex NHSM(CDC) <nhsn@cdec gov= requested for you based on your specific role in public health and will enable you to access the following

Subject: Welcome to MHSM ! €DC computer application(s):

* National Healthcare Safety Network: NHSN Reporting

Welcone fo the National Healthcare Sagty Network (NHSN)!
A registration account has already been created for you. A link to this account and a temporary

You have been added as the tvpe of user mdicated for the following Rdlity or Group: password are provided below. This invitation is valid for 30 days.

SAMS Partner Portal R 1@ FeBister with the SAMS Partner Portal, please click the following link or cut and paste it into your

Fadlity or Group Name: browser:

Registration consists of

User Twpe:
1. Online Registrat
. A 2. Identity Verificat When prompted, please enter:

In order to participate as an NHSN user, you must agree to follow the rules of behavior for 3. Access Approval ; =

safeguarding the system’s security. Cick onthe URL below fo read and indicate vour *  Your Email/User Name: test@gmail.com (example email)

agr t toabide b’\-’ fhe res Online registration witt « Temporary Password:  1T_x5%9u (example temporary pw)

- - before you begin:

@SDN ENROLLMENT GUIDE URL@ and click the Login button.
*  Your home add

QOnce you have ageed o fhe Rules ofBehavior, ou wil nead fo mgisﬁer with the Centers for applicable. ***Note: In order to access the SAMS Partner Portal, your browser must be configured to use TLS 1.2

s Yourorganizati encryption. ur computer is not configured for TLS, or if you are unsure, please contact your local IT
s Yourtelephone System Administrator for assistance.

Disease Control and Prevention’s (CDC) Securs Access Management System (SAMS) and

submit documentation for identity proofing. SAMS 5 a web portal designed to provide

cenfralized access fo public health mbmmation and computer applications operated by the CDC. Should you have questi
our Help Desk for assisi

If}'ou are z]mad‘_v an active NHSN user, you may disregzrd the instructions i this emai. L{)g in For more information and assistance, please see the SAMS FAQ located here, or contact the SAMS Help

tothe Secure Access Management System (SAMS) and access NHSN Reporting. Thankyos, e s of 00 AN anc 6:00 PN E5T Monday through Fridoy (excluding U, Federa
The SAMS Team

If vou have akeady completed the SAMS process fbr another CDC application but vou have not Toll Free: (§77) 681-2901

previously had access to NHSN, please confact nhsn@odc gov and indicate that vou need the Email: samshelp@cde go

NHSN Reporting Actmity m SAMS. ***Note: This email has been sent from an unmenitored mailbox. DO NOT REPLY TO THIS EMAIL.

Please direct all inquiries to the Help Desk as listed above.
For questions regarding NHSN | please email nhsn@ cde.gov.

Addifional NHSN mformation is also available at hitp//www odc. gov/'nhsn

If you need assistance with SAMS

You can reach the SAMS Help Desk between the hours of 8:00 AM
and 8:00 PM ET Monday through Friday (excepting U.S. Federal
holidays) at the following:

Local: 404-458-6065; Toll Free: 877-681-2501

Email: samshelp@cdc.gov
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e After clicking on the link to SAMS in the Invitation to Register, you will be guided to the SAMS Credentials Log In screen.
o Enter the username (email address) and temporary password provided in the email and click the
o After clicking “Login” the SAMS Rules of Behavior screen displays SAMS Credentials
o Read the SAMS Rules of Behavior and click the “Accept” button

SAMS Username

i Favorkes (8 Secure Access Manasgement Services (SAMS) a8 3 @ v Page~ Safety~

SAMS Password

Registration: SAMS Rules of Behavior

~

COC SAMS User Rules of Bebavier

Ovenvues Forgot Your Password?
Tacare Azcess Marapermans Sarvace (TAMT) i 8 Utined Staten Sden! prowrmsmens (OCpoter 1yMtem D frovied seCur entemal sie 13 pattic CDC B oee by panoesal Usen i20ciS Do rvre 2ar Oy B
Bave 060 expectasion of privacy whae saing SAMS or SAMS-proccted applicanions. All cear KIOCS are mcorded sed may be rrviewsd by COC oficials wich & legitimars masce. 10 30 50 38 suchorised by COCs Ofice of e Chied' For External Partners who login

yogan
l=bemance Secunty OScw. The Slowug rolm of Debavier 0 all SAMS e
i with only a SAMS issued UserlD
Bacaces TTiten Poadine CHRAO! OV ey COLNEQeNCY Gaens iw bsked 19 0 Bond O e riles. Saing Qe et [alpmant 4 hiphest ealal Mandards 10 [eade G K0S Thase riles a Sesed 0 Sden ey and mulances
152 or applacatle agency Sewctives A sach, G e Coesgoences B soo<omplunce Based oo O sevenicy of e vielanoe #nd Swooph Soe process of Ba v, Consaquences Cas nciude, DO Mw 8¢ limined 107 Sapenieoe Of lows of and Password.
actend pervilager ans o ol and crieieal peealties Use of SAMS, a2 0 applicanioes if protecty, i3 Mamicied 05 Gean Cue bave Beat apecically suchonized aad pranced accens By CDC or im Sesprates apeeny

SAMS User Accoasn,

AL SAMS waar sccounn v umsquely iderccled by 4 seamarma and procected Witk 4 pesrrord Plarvoeds mromancally expen mwy sany (50) S SAMS wil procpe ceen 10 pdae expared paaronds oo S next login X 4 ceer
Sely e prarvoed may have been comproemined, ey muat chasge it immedianely. It ASNOC, e THE £ FEPON BTY ISAPECTES CLITHS OF SEASCAONISS TN 19 e SAMS Help Deik s geackly as possidie

SAMLS allesy usan 10 rwse  Brpocem paarTord aing o st of secret secunty QUmnoes ey Miact and Complets Suneg regintance. Selected quenoes and anrwwn 20uiS De eary B 8 seer 10 remaerrder but SECEt B oSan 10 foen
Sence Goane 85 AITW COEDEAnOns CBT PETINE B0 10 8 T KCCOUEE. Dy 58t De SrOacied i Che Me YUY 88 8 pasITORS

4 caer Sty 00 wmoer the comact eeame wnd pusTTOrd Comberanion three (1) tumen i 8 row, e account Wil e Jocked e s (1) bour, pher mhich e veer may ¥y Sgas X the eer caneot ecal] Sawr pasrTord, Gy can Sllow Be
Brpoces pearTond bk o e SAMS logie page 10 et 12 X3 Geer S0 mO¢ remamber e paaTvOrS and 11 Grable 5o FComallly sErTe heer MCINTY QUIO0CE § BT KI0ORE muat be Ceened.

User Responiibubite and Rules of Bebavior

o SAMY cean are smagealy sdecccied Srocgh ter SAMS veer accoues Ouce § Seer's rquent Br acoes has Deen pranted and fheer ACCOUEE 1) AV, Che Tr 1 reepotaidle Sr AT actions tiken Seing that sccouet Therebes, every
R 420508 De e 19 Procedt G BCCOUES PaSTTORS 168 related secunty inBemanoe T Dalp Prriest KIOES COTPTOEisG, THN AW
» Te koep ther account privace and £o¢ ihare G pasrvors T3 axyoee
» To secarely 1on and Srott MTY STVNEE COpY Of Cew Goar LAma M5 Of paIFTORS
» To maie rwy «Bn 10 prevest 0Qan $om vucing -y
» To choos pasrrords G are SB0ult 10 Foms by rowdmg S e of vl known panceal demanoe
» Tolog of of e nwes wien Staded or viesaw Mving e Compte wanended
o Uren most oo scces SAMS or Propam apphances sentg ae account Ot Deltegs 10 moter pande.
o Usen must ooe stempt 10 cetarmveer any SAMS secunty coome! mechasiaem
s SAMT sean ww provided KON 53 MENITYE B5S OF GOC-PEBIK Bemanos 10 BNT them i pearbrmang S o0es e the Demermans of eanoea! buce, #nd J0CA! PUBIN et parices LIbens met e pOSITYE BIepE 19 ESoact
By nbemance. B4 peopie B DOTANOC EAY MYt B3 4 FYIEmS Senpnad 10 Protect it LN St 1epon Mmpeoper OF Feapaioss KD mvehvisg SAMS mborancs and nems 10 2e SAMS Help Dk
~

| () ()

e After accepting the SAMS Rules of Behavior, you will be taken to the SAMS registration page.
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o Enter the information in the fields displayed.

o Fields marked with an asterisk are required and then CLICK SUBMIT to complete your SAMS registration.

Registration
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3b. Identity Proofing Verification

January 2025

Important Notes for SAMS Registration

e Enter your personal home address in the
required data fields.

e You will be required to change your password.
(Write down the new password because you will
need this password again)

e You will be required to select security questions.
(Make sure you remember your answers)
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e After successful online registration, you will immediately receive a second email from SAMS with instructions and a request to provide proof
of your identity. SAMS supports two options for completing this step:

o Option 1 - Experian Precise ID Check (preferred method)
= Click link in email: (https://sams.cdc.gov/samsidproofing/)
= Log into the SAMS Partner Portal using your SAMS username (email address) and recently established password.
=  Provide Experian with your social security number (SSN) and Date-of-Birth (DOB)

Important Notes with selecting Option #1:

O

Provided information is sent directly to Experian and not captured or stored by SAMS.

At any point you can exit the Experian process if you’d prefer to not provide this information.

This option will not impact your credit score or credit worthiness.

This process is the fastest and safest method to complete the SAMS identity proofing process.

If Experian is unable to validate your identity after the third attempt, you can still complete the identity verification process using

Option 2.

YV VVYVYVYVY

o OPTION 2 - Document Submission/Validation
= |dentity Verification Request email will contain detailed instructions about the process and options for identity
documentation submission.
=  Once received by CDC, it will be reviewed and validated.
= This process can take several weeks to complete depending on volume and how the documentation is sent to the CDC.
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4. Access Approval and Account Activation

e After your information is received and approved, you will receive an email:
o An approval e-mail containing web links to SAMS Partner Portal and to the NHSN application.
o Two second factor credentials options and how to set-up.

e The NHSN application requires users to be strongly authenticated.
e Users must have an additional ‘token’, along with their password, to log in.
o The first option is a soft token that requires the installation of an Entrust Authenticator application on your phone, tablet,
or computer.
o The second option is a hard token which is a physical Entrust grid card mailed to your home address.

You have been authorized for access to:

+  NHSN Reporting External Partners
.

However, security policy for the level of access you've been authorized, requires you also setup a mobile soft token or grid card. These optians, also called second factor credentials, will SAMS Credentials SAMS Multi-factor Lﬂgin
be used whenever you access SAMS in conjunction with your already established username and password.

To setup your second factor credential, please click the link below. For security, you will be required to login and answer your previously established security
questions. https://sams.cdc.qov/IdentityGuardSelfService/?successLink = https://sams.cdc.gov/&failureLink=https://auth.cdc.gov/errors/globallogoutasp

The two second factor credential options are:

1. Install and setup an Entrust soft token using an ‘authenticator’ application on your smart phone, tablet, or computer (recommended for immediate access),

2. The issuance of a physical, card token, Entrust grid card which will be mailed to the home address associated with your SAMS profile. SAMS Usemame
After your second factor credential is setup (authenticator installed or grid card received via mail) you can reach the activity home page directly by clicking https://care.cdc.gov.
@ Sign on with a SAMS Grid Card
You may also access this activity through the SAMS Partner Portal by clicking here, SAMS Password or Mobile Soft Token

To login, click the ‘Login’ button under the option labeled 'SAMS Multi-Factor Login' and enter:

Your username(enter email address) and the password you chose during registration. Then click the Login button. When prompted, enter the values from the Entrust token

(authenticator or physical grid card) and click login. m

If you've forgotten your password, you may reset it by following the 'Forgot Your Password' link on the SAMS Portal log in page. Forgot Your Password?

***Note: In order to access the SAMS Partner Portal, your browser must be configured to use TLS 1.2 encryption. If your computer is not configured for TLS, or if you are unsure, please

: For External Partners who login
contact your local IT System Administrator for assistance. For External Partners who have
with only a SAMS issued UserlD

and Password.

been issued a SAMS Multi-
factor token(s).

Thank you,

The SAMS Team
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5a. Complete NHSN LTC Enrollment —
SAMS Multi-factor Login
e Now that you’ve completed SAMS account activation, it’s time to complete LTC enroliment.
e  First, access the SAMS log-in page by clicking on this link https://sams.cdc.gov
e Enter your SAMS credentials to login
e Onthe SAMS homepage, under “My Applications” click on the “NHSN LTC Enrollment” link to go to the

NHSN Enrollment page.

Sign on with a SAMS Grid Card
or Mobile Soft Token

National Healthcare Safety Network System

e« NHSN Reporting *
For External Partners who have

¢ NHSN Enrollment * been issued a SAMS Multi-

factor token(s).

e Next, select Enroll a Facility

e You will see this pop-up, select “OK” Pleose Select Desired Option
Access and print hardo version of enr |||nnfr|:n"
r
X

Lt + Th. at

O |Get Adobe Acrobat Reader for PDF files e
We recommend that you print and complete the required
enroliment

forms prior to attempting to enroll your faclity on-line. Only
completed web enroliment screens can be submitted: closing the
browser priof to submission will result in the loss of any entered
data. To with enroliment. press OK: oth press
Cancel.

= D>
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To Complete NHSN Facility Enrollment:

e On page 1, enter all information with a red asterisk, including Mandatory felds marked with " Page1of2
facility information and CMS Certification Number (if applicable), NHSN Facility Information
i oH Facility Name " :
e If you are a certified CMS facility and do not know your CCN — use [Eter e of roEzgion | For each identifer listed below, enter the
. . . L. number/code, or check Not Applicable. If your
this link to find it: https://qcor.cms.gov/main.jsp m_mm | facility does NOT have that identifier.
Enter Street Address
‘/ % . ” AHAID*:
Select “Tool>basic search ke e ZNot Applicable
‘/Enter your faCIIIty name | CMS Certification Number (CCN)*:
.. . . . s : [JNot Applicable
v'The Participation date is the CCN Effective Date needed mmne& | CCH Effective Date™
for enrollment
City*:
. e . . [E':,';Name oGy | VA Station Code’:
e If unable to locate the facility CCN or if it cannot be validated in ¥ Not Applicable
NHSN, you may request a temporary enrollment number also Str“‘“*: v [C)bj:ct[dentiﬁcr:

known as the CDC Registration ID by contacting NHSN@CDC.GOV. County
The temporary enrollment number is only valid for 30 days. |

v

Zip Code™
e Type either the CCN or CDC Registration ID number into the b:l
“Selected Identifier ID” Main Telephone Number-:
[Example: 111-111-1111 |
e Click CONTINUE be directed to Page 2

On Page 2, select the facility type that best applies to your facility.
11
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e Be sure to select the correct Facility Type, as highlighted in the below screenshot. For example, a nursing home enrolling to the LTCF
COVID-19 Module will select, LTC-SKILLNURS COV19-Skilled Nursing Facility

e If you are not an Indian Health Service (IHS) Facility — select “No”

e Enter the NHSN Facility Administrator designated to report COVID-19 data (could be the person enrolling the facility)

e Enter information for the NHSN Facility Contact person, which CAN be the same person enrolling the facility (NHSN Facility
Administrator).

Mandatory fields marked with * Page 2ol
INHSN Facility Information - Part 2

Facility Type NHSN Facility Administrator
e First Name":
Mandatory fields marked with = Page
Yes Long Term Care Contact Person
s No
) ﬂ Copy from Facility Administrator n Copy Address fro

LTC-ASSIST - Assisted Living Residence NHSN Components First Name': | b e
LTC-ICF/ID - Intermediate Care Facilities for Individuals with Infellectual Disabilities Subea Compenente —— I
LTC-PSYCH - Psychiatric Residential Treatment Facility N \ ——
LTC-SKILLNURS - Skilled Nursing Facility LastNarmes: Address,Line 3
LTC-SVHALF - LTC Assisted Living Facility for State Veteran's Homes ‘ ‘
LTC-SVHSNF - LTC Skilled Nursing Facility for State Veteran's Homes e | o W oG

- v

Zip Code":

L

R —

.
Important: The e-mail address must b
match the e-mail the user entered =
during SAMS registration. e
Page4of4

<« Back Submit

12
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5b. Accept Agreement to Participate and Consent. After successfully completing enrollment, the NHSN Facility Administrator and Component
Primary Contact (if different) will receive an NHSN email with further instructions on how to electronically accept the NHSN Agreement to

Participate and Consent
NHSN Org ID
Congratulations! The Facility has been Enrolled.

However your facility is not yet activated.

The enroliment for facility “JE_COVID-19 LTC LV1_3" with tracking number 20300 has been
completed. The facility admin and component primary contacts will receive an email with further
instructions.

You may now exit the application.
Or click here to enroll another facility.

o After receiving the e-mail from NHSN, users will need to log in to
https://sams.cdc.gov and follow the instructions to complete the NHSN # NHON e

In order to activate this component. the
P component’s primary contact must accept Consent
Agreement to Participate and Consent | S Tmvesimayea i
component, please view and accept the
Agreement to Participate snd Consent form.

Tracking®: 14918

The National Her B2l Contors for Disease Control and
Prevention (CDC by bealthcars of resideatsal facilitses on
healthcare. associated adverse events, adhererce 1o prevention practices, and antumcrobial wse and

or ! 1 fac il thes may p m NHSN vol 1} , on their own

mitiative and for thewr own purposss, or as & result of a state or federal reporting mqu iremeat CDC will
disclosa data submitied 1o NHSN 10 other faderal agencies and 1o state haalth dapartments in accordance
with the scope of their reporting mandates. CDC also will disclose data o state or local health
departments that are outside the scope of federal or state roporting mandates provided the state or local
health dep has completed a data use agree with CDC that stipulates the data will be used
solely for survaillance and prevention purposss and not for public reportmng of facility specific dsta or any
regulsory or pumstive actions agamst facihities, such os 8 fine of hecensure scnion.  These data disclosures to
state or local health departments will be made to the extent permissible by federal law.

Purposes of NHSN
The purposes of NHSN are to
*  Collect data from healthcare facalities i the United States lo permit vahid sstimation of adverse
events among patients or residents and healthcare personnel
- Collect data from a sample of healthcars facilities i the United States to permit valud estimation

Important Note: If a temporary ID was used to complete NHSN enrollment, the facility must remember to enter the facility CCN into NHSN
once full enrollment is complete. For CMS certified LTCFs with reporting mandates, a correct CCN is required for data to be submitted to
CMS. Guidance for making edits to facility information, including updating/changing the CCN, can be found here-
https://www.cdc.gov/nhsn/pdfs/ltc/ccn-guidance-508.pdf
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