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Overview

The .Fortmet FortiGate App for QRadar provides V|§|p|||ty of FortiGate logs on Prerequisites

traffic, threats, system logs and performance statistics, wireless AP, and VPN. It

displays top contributors to threats and traffic based on subtypes, service, user, IP, 1. Fortinet FortiGate version 5.4
etc. The app also shows system, wireless, VPN events, and performance statistics. or newer

Users can dive into each view to show the relevant logs by clicking on the charts. 2. Fortinet FortiAnalyzer Content
Thirty-five customized properties, some of which may already exist in Fortinet Pack for QRadar

Content Pack, have been defined/redefined to better interpret FortiGate logs. ) )
3. Fortinet FortiGate App for

Fortinet (NASDAQ: FTNT) secures the largest enterprise, service provider, and QRadar
government organizations around the world. Fortinet empowers its customers with
intelligent, seamless protection across the expanding attack surface and the power
to take on ever-increasing performance requirements of the borderless network—

4. QRadar version 7.2.8 or
newer (tested with 7.2.8 Build

) ) ) . : 20160920132350)
today and into the future. Only the Fortinet Security Fabric architecture can
deliver security features without compromise to address the most critical security 5. IBM X-Force (formerly App
challenges, whether in networked, application, cloud, or mobile environments. Exchange) username and
Fortinet ranks No. 1in the most security appliances shipped worldwide and more password
than 400,000 customers trust Fortinet to protect their businesses. Learn more at
https://www.fortinet.com, the Fortinet Blog, or FortiGuard Labs. @ F::RTINET

FABRIC-READY

About IBM QRadar

IBM (NYSE: IBM) Security offers one of the most advanced and integrated portfolios of enterprise security products and
services. The portfolio, supported by world-renowned IBM X-Force® research, enables organizations to effectively manage risk
and defend against emerging threats. IBM operates one of the world’s broadest security research, development and delivery
organizations, monitors 35 billion security events per day in more than 130 countries, and holds more than 3,000 security
patents.

IBM® QRadar® SIEM detects anomalies, uncovers advanced threats and removes false positives. It consolidates log events and
network flow data from thousands of devices, endpoints and applications distributed throughout a network. It then uses an
advanced Sense Analytics engine to normalize and correlate this data and identifies security offenses requiring investigation.
As an option, it can incorporate IBM X-Force® Threat Intelligence which supplies a list of potentially malicious IP addresses
including malware hosts, spam sources and other threats. QRadar SIEM is available on premises and in a cloud environment.
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Figure 1: Architecture overview.
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QRadar Configuration

Add a Log Source from Admin > Data Sources > Events > Log Sources.

IBM QRadar Security Intelligence

Daghboard Offenses  Log Activity Network Activity Asssts Reports Risks  Valngrabillitios m Fortingt FortiGat .

Admin @ Deciopment Eciioe () Deploy Changes  Advencad ¥
» System Configuration i Thera are no changes wo daploy.
v Data Seurces Dita Soiress
Events:
= Wuinerability
T = i »
Remale Hetwarks &nd
Services Canflguration DSM Ediar ‘WinCollect Logy Sources
Try It out
= Plug-ins m"}
Data Dofuscation
Managamant

1. Configure the Log Source.

2. For the Log Source Name, enter a
3. For the Log Source Type, select F
4.

Add a log source

Log Sourse Name

Log Soures Description

unigue name.

ortinet FortiGate Security Gateway.

For the Log Source Identifier, enter the FortiGate IP address.

Log Source Type

I Forine: FortiGate Secunty Babm-ayl

Protocol Configuration

Lag Source ldermifier
Enablad

Credibdl ity

Target Event Collecior
Coalescing Events
Incoming Payload Encoding

Store Event Payload

Syslag s

182168198

]
5 3

swentcoliector] ; gradar

UTF-8

b

Please select any groups you would like this log source to be a member of:

B

Log Source Exensions

am

5. From the Admin screen, select Ext

Save  Cancel

ensions Management.

U

Log Source Grougs

Log Source Parsing
Orlering
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IEM QRadar Security intalligence
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6. Click IBM Security App Exchange to launch the X-Force/App Exchange portal.
Extensions Management Search by extension name Q IBM Security App Exchange | @
ALL ITEMS INSTALLED NOT INSTALLED “
Name Status Author Added On ¥

7. Search the “Fortinet.”
8. Download the Fortinet Content Pack for QRadar.
9. Download the Fortinet FortiGate App for QRadar.

MQRadar _J - -

oud Add additional detec
3 ! QRadar Advisor with Watson™ for NotPe

e 1Y All Applications (2) SOTEY vt b

&1 Appicatans -
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10. Install the Content Pack and then the FortiGate App from the Extensions Management screen by clicking Add.

Extensions Management

ALL ITEMS

Name

INSTALLED

| Search by extension name

NOT INSTALLED

Q

Status Author

IBM Security App Exchange €

Added On >,

11. Browse for the Content Pack file downloaded previously, then click Add.

12. Select Overwrite if some customized properties already exist.

Add a New Extension

From local storage:

I FortinetFortiGateForQRadar-Contentt Browse I

v Install immediately

13. Do the same for the FortiGate App.

Fortinet Configuration

1.

Configure FortiGate to send Syslog to the QRadar IP address.

2. Under Log & Report, click Log Settings.

=7% FortiGate VM64 FGVMO040000101072

Dashboard 3
A= System Information !
| FortView »
.}. Hostname FGVMO40000101072
Network >
& syst , Serfal Mumber  FGVMO40000101072
stem
& Pl £ O 3 Firmware v5.6.0 build1449 [GA)
olicy jec
Mod [ |
B Security Profiles 3 o8 MAT [Proiy:based)
0O VPN 3 System Time 2017/07/27 09:40:35

> Uptime

& User & Device
T WIFI & Switeh Contraller ¥

WAN P

35:20012:01

964534 225 (% Sunnyvale,
California, United States)

[l Log & Report ~
Farward Traffic
Local Traffic Administrators :
it Events admin super_admin
AntiVirus (;\’
Web Filter N, &
Application Control skl
Security Fabric Audit
Security Audit Events /;\"
Learning Repart I\_//
og Settings Bl Fcwsions
Threat Weizht
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Enable Send Logs to Syslog.

Enter the IP Address or FQDN of the QRadar server.
Select the desired Log Settings.

Click Save.

o o o~ W

Security Fabric Audit

Send Logs to Syslog €@
Security Audit Events
IP Address/FQDN

Learning Report

Log Settings i8]  Log Settings

Threat Weight Event Logging FXW Customize

Alert E-mail

Local Traffic Log .UM Customize

-

Note: If the primary Syslog is already configured, you can use the CLI to configure additional Syslog servers.

FortiGate-ESX2 # config log syslogd2 setting
FortiGate-ESX2 (setting) # set status enable
FortiGate-ESX2 (setting) # set server 1.2.3.4
FortiGate-ESX2 (setting) # end

FortiGate-ESX2 & B

7. The configuration is now complete

Display Dashboards

The user can select different time ranges up to last 30 days, which may take longer to display, but progress will be shown during
the wait. The server will cache the result for a while for revisit. Results of last 30 days are cached for 12 hours, other ranges by
the hours cached for 2 hours, and shortest is 5 minutes.

[L]]
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Threat Dashboards
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Traffic Dashboards
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System Dashboards
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VPN Dashboards
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Summary

The Fortinet FortiGate App for QRadar has been designed to improve the capabilities and user experience for IBM QRadar users
within environments using Fortinet FortiGate solutions. The app provides additional visibility into FortiGate logs in the QRadar
Ariel DB including traffic, threats, and system logs through a series of tabs and dashboards from within the QRadar GUI. The app
displays top contributors to threats and traffic based on variables including service, user, IP address, and subtypes (e.g., Web
Filter, Antivirus, IPS, and Application Control). The app also displays performance statistics for the FortiGate system including
Wireless Access Points and VPN events. QRadar users can drill down into each view to show the relevant logs by clicking on

the charts, with the ability to select different time ranges up to the last 30 days. The app includes 35 customized properties,
some of which were already available in Fortinet QRadar Content Pack; however, these have been defined/redefined to better
interpret FortiGate logs.

Solution Guide: https://www.fortinet.com/content/dam/fortinet/assets/alliances/user-guide-fortigate-app.pdf

IBM X-Force (formerly App Exchange): https://www.fortinet.com/content/dam/fortinet/assets/alliances/user-guide-fortigate-app.pdf

Note: The Fortinet FortiGate App for QRadar version 1.0.0 supports FortiGate versions 5.4 and older. Version 1.0.1 supports
FortiGate versions 5.6 and older.
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