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https://www.fortinet.com/jp/products/next-generation-firewall
https://www.fortinet.com/jp/products/ips
https://attack.mitre.org/
https://attack.mitre.org/tactics/TA0043/
https://attack.mitre.org/tactics/TA0042/
https://attack.mitre.org/tactics/TA0001/
https://www.fortiguard.com/outbreak-alert/log4j2-vulnerability
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https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2021-45046
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2021-45105
https://www.fortiguard.com/encyclopedia/ips/50825
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-42013
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-42013
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-41773
https://www.fortinet.com/blog/threat-research/fortinet-addresses-latest-microsoft-exchange-server-exploits
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-26855
https://www.fortinet.com/content/dam/fortinet/assets/threat-reports/report-threat-landscape-2021.pdf
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Apache.Log4j.Error.Log.Remote.Code.Execution 48.8% 49.7% 47.1% 45.4%
Apache.HTTP.Server.cgi-bin.Path.Traversal 32.9% 36.8% 27.9% 25.6%
Atlassian.Confluence.CVE-2021-26084.Remote.Code.Execution 28.2% 31.6% 20.5% 21.4%
Arcadyan.Routers.images.Path.Authentication.Bypass 22.5% 23.8% 17.0% 15.8%
MS.Exchange.Server.CVE-2021-34473.Remote.Code.Execution 13.0% 13.6% 13.8% 15.7%
Apache.Log4j.Error.Log.Thread.Context.DoS 13.7% 12.5% 11.0% 10.1%
SixApart.Movable.Type.XMLRPC.API.Remote.Code.Execution 10.8% 13.4% 16.0% 8.9%
Atlassian.Confluence.Server.S.Endpoint.Information.Disclosure 6.9% 9.6% 13.9% 5.2%
Hikvision.Product.SDK.WebLanguage.Tag.Command.Injection 11.2% 11.7% 7.6% 7.5%
Zoho.ManageEngine.ADSelfService.Plus.Authentication.Bypass 6.7% 6.5% 15.8% 14.7%
Libxml.CVE-2017-7376.Buffer.Overflow 6.7% 6.9% 12.0% 9.7%
TP-Link.HTTP.Management.Code.Execution 10.9% 10.2% 6.4% 6.6%
WebSVN.Search.php.Command.Injection 6.4% 8.5% 5.9% 5.9%
Lucee.Administrator.imgProcess.cfm.Arbitrary.File.Write 7.1% 7.4% 4.6% 5.1%
Apache.HTTP.Server.mod_proxy.SSRF 5.2% 3.4% 3.8% 3.0%
Sophos.SG.UTM.WebAdmin.PreAuth.Remote.Code.Execution 3.8% 4.2% 3.0% 2.5%
Alibaba.Nacos.ConfigOpsController.Authentication.Bypass 4.2% 4.2% 2.8% 2.5%
VMware.vCenter.Server.Analytics.Arbitrary.File.Upload 4.3% 3.8% 2.8% 2.5%
Motorola.Halo+.Baby.Monitor.Remote.Code.Execution 3.8% 3.3% 2.6% 2.4%
CHIYU.TCP.IP.Converter.Multiple.XSS 3.1% 2.8% 2.4% 2.3%
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https://www.fortinet.com/jp/blog/industry-trends/5-threats-to-watch-out-for-in-2022
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https://www.cisa.gov/uscert/ncas/current-activity/2021/09/03/atlassian-releases-security-updates-confluence-server-and-data
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-40539
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https://www.fortiguard.com/encyclopedia/ips/50771
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-3577
https://attack.mitre.org/tactics/TA0002/
https://attack.mitre.org/tactics/TA0002/
https://attack.mitre.org/tactics/TA0040/
https://attack.mitre.org/matrices/enterprise/
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https://www.fortiguard.com/encyclopedia/virus/8161363
https://www.fortiguard.com/encyclopedia/ips/50727
https://www.fortinet.com/jp/blog/threat-research/recent-attack-uses-vulnerability-on-confluence-server
https://threatpost.com/linux-systems-redxor-malware/164689/
https://www.bleepingcomputer.com/news/security/hacker-made-linux-cobalt-strike-beacon-used-in-ongoing-attacks/
https://www.fortinet.com/jp/blog/psirt-blogs/apache-log4j-vulnerability?utm_source=blog&utm_campaign=log4j
https://www.theregister.com/2021/09/17/windows_subsystem_for_linux_malware/
https://www.fortinet.com/blog/ciso-collective/preparing-now-for-tomorrows-threats-predictions-for-2022-and-beyond
https://attack.mitre.org/tactics/TA0011/
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