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2022 F E¥HD. CDORIEFBIENVKDONEDNDE U, ZD1DTHD. Mmmwﬁwﬁﬁ—h?”v—wtﬁjmatUE—
b O— REfTOESS4 T D MSDT Follina (CVE-2022-30190) ZEBATDE. WE %UommY%PEKJXTA%%$k1
CENRTEFT, BFaUTAHREORSICLDE ERNZIET DEMZSOEMDILFEEN. T —IBERBE T DIRHHEZEER
Qakbot FEDS VYLD T P 7ZFNDR Y hDJ—2(1C ROY TUKR LT,

Microsoft Windows @ CLFS (3t@BOJ T 7 ALY AT L) RSA)\—D CVE-2022-24521 B, 2022 F FHHOEARLERLEOTA
fi8s514 Cc 9. Microsoft [F 4 BIC, KEERZERER (NSA) OMEED SIRESN/HETSEDBIEZRFEUE Ufc, 2022 F EFHAIC
EBSNEH D1 DOEOT A THd CVE-2022-26134 (&, Atlassian (D Confluence Server & Data Center 727/ O —I(CfFET D,

RIS NTVEVE=EICL D T— FERITOMBMETY . WEEFCDRSHUHEZBALC Web VTV SVY LD I T7 . JUTIIAF—
ZEFSEY AT AT ROY 7 UE UIZ, &z, Microsoft D LSA (O—A)btFa1UT ¢ #88) #EEDA T—T 1 > JiEssE Thd CVE-
2022-26925 ZERETDHE. RAA VO MO—SICESZE®RAIMNICEREI S CENTEFT,

2022 F LHEJICEOM S I2 72 HFDEOT A D S5 24 #£1F. Siemens D PADS Standard/Plus E 1 —7785t 7 0—7 20 /OI—DXE
UIEEDIRTIEIET. ZD D5 5 HHIFFAEN [Critical (B2)]. 4 (& lmportant (BE)| TY, FortiGuard EOF 4 JOJ T LADE
TIEDIE. EFEENMISHDDIEEESZ DFICEOTAZEDITLDOETHINOETY,

Ry bD—=U(CHT 2 EOTAIEHEREZRLLET DIcDICTED T LFFEAEDDF B BUIEFRIL, T/A ADA VA NUAY
T—y3v, BORSRAMPIERA, A VYTV MORREV ARV ACERNICEDHEOHENSDE T, TOT A KEDMERD 1
DEUT FIARICIORATOA bMRT 7/ OV —ZBEANTDHEDHDEFI N, FortiClient ZHABIT D ETINZERETER T,

IoX70O4 b6 (IPS)

KED CISA (Cybersecurity and Infrastructure Security Agency) @ KEV (BEXIDERINIMESSE) UV —XIE. MBEEHEOEAD X
OEHBDEELFHNDEBED2BDTIN, EBVATALANDYET7 IV CADFEE U TCBAINDTENSVTENS., ESEEZRH
THRITTHL, BHEUZERNTDFEZREL. ETITHCEDEEUZRAITHEDTHHDFET, TI/RTOA ME. LFEEHLT
EED, AISEEUTVDDOHOZEHZ T<NE T, Lichio T BIBRFERUTCIXRY O VO—RPSTSIVA—T X MEBRALEU.
EDMMPINTEIA Y T—Y 3V ERET D ENFERICEETT,

FortiGuard IPS (BABKHY AT L) BYY—DHIELC IPS NUA—ISFE LTI TOA MNEBZEREDIFHTET. EFEENED
KOOI ZR DI, ENEREL, REA Y ISA NS IF v ZBRITDNCOVTOLIELVEREDNEHREINE T, ERTLL
FIATNTWVD MITREATTRCK JU—LAD—J[CBERA DE. CNHSDBRAIE. B85 UV -, Y7 EADFAICHEELE
To TH—T 4R MO 1 UFHICFHR UTE FortiRecon ZHAT DT E T, CISO DHEMDOHNEBN SDRR CEHDIBIFIENLT S R
DFPHIZIBR L, BEZESETEDXRIITEDET,

2022 FE FHEAD 20 fIE TOI O A TOA b2 CENMUE T,

Apache.Log4j.Error.Log.RCE 1 2021-4104, 2021-45046, 2021-44228
D-Link.Devices.HNAP.SOAPAction-Header.Command.Execution : 2019-10891, 2015-2051 35.7%
HTTP.URI.Java.Code.Injection :2018-1273 35.1%
PHPUnIt.Eval-stdin.PHP.RCE : 2017-9841 34.9%
Apache.Struts.2.Jakarta.Multipart.Parser.Code.Execution : 2017-5638 34.8%
Dasan.GPON.RCE : 2018-10561, 2018-10562 33.9%
ThinkPHP.Controller.Parameter.RCE : 2019-9082, 2018-20062 33.9%
MS.Windows.HTTP.sys.UlpParseAcceptEncoding.Use.After.Free : 2021-31166 33.8%
Apache.HTTP.Server.cgi-bin.Path.Traversal :2021-42013, 2021-41773 32.7%
Shenzhen.TVT.DVR.RCE 32.0%
Telerik.Web.Ul.RadAsyncUpload.Handling.Arbitrary.File.Upload : 2017-11357, 2019-18935, 2017-11317 31.5%
Linux.Kernel. TCP.SACK.Panic.DoS : 2019-11479, 2019-11478, 2019-11477  31.1%
NETGEAR.DGN1000.CGl.Unauthenticated.RCE 30.4%
PHP.CGI.Argument.Injection s): 2012-2311, 2012-1823 29.9%
JAWS.DVR.CCTV.Shell.Unauthenticated.Command.Execution 27.6%
OpenSSL.Heartbleed.Attack : 2014-0160 27.2%
Java.Debug.Wire.Protocol.Insecure.Configuration :2017-6639 26.7%
HTTP.URL.SQL.Injection 26.3%
Spring.Boot.Actuator.Unauthorized.Access 26.1%

Axis.SSl.camnbr.RCE 26.1%
0% 10% 20% 30% 40%
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https://www.fortiguard.com/outbreak-alert/msdt-follina
https://www.fortiguard.com/threat-signal-report/4616/qakbot-delivered-through-cve-2022-30190-follina
https://www.fortiguard.com/threat-signal-report/4495/microsoft-patch-tuesday-0-day-escalation-of-privilege-vulnerability-cve-2022-24521
https://www.fortiguard.com/threat-signal-report/4642/active-exploitation-of-confluence-vulnerability-cve-2022-26134
https://www.fortiguard.com/encyclopedia/ips/51507
https://www.fortiguard.com/encyclopedia/ips/51507
https://www.fortiguard.com/zeroday?date=05-2022&type=vuln
https://www.fortiguard.com/zeroday?date=05-2022&type=vuln
https://www.fortinet.com/jp/products/ips
https://attack.mitre.org/
https://attack.mitre.org/tactics/TA0043/
https://attack.mitre.org/tactics/TA0042/
https://attack.mitre.org/tactics/TA0001/
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Board (&, 2021 D Log4j DRAIDA X MMZIDODWVWTDLE1—T [Logd] DAY MIHEELTLIEL] SR TWET, Logdj &,
V2T LDBEFEWVEFTICSBEEL. T4—T X hOEHEOLE 1 —"{RBBEIDTH, HcERE. LB I5—. #lc
FERMERINF Ul 2022 0 Apache Logdj DIESSHZIFIIC U T X704 MEBIDZ < H VMWare Horizon A7 AICES
EITHEDCTHofcCEND. US-CERT BWESZEHEKI D EICEDF U,

TORTOA COHRIEFHDFTREDDEN fcBDD. CDEFHHEZER ULV DBOKEDNSFD FHHICHEERSNTVET,
2022 % 3 AICIF. USAHerds CREDEMIDBRRIEREIET AT L) DIESHEZRR UIC APT41 [CRD T A/ —X/\AWET. KEK
RDEHDY AT LNDF I ANMAIEEICIED T Uz, USAHerds [d. KEDBEERNDRZEDRIDEIMICHHET DY —ILCT., EE
[& Log4j FEssEDEEN VMRV HD THDINZRTH D 1 DDEETHD. SEBDLEDDHTEFBFVWTU LD, CDIEFEHEIFE
<DEBIIATLATREDD>TVDctH. tDEDZFHITDEBLIRTLZET vITF— I DDIFBMHOTRETT, 1 /(—IC5E
E(F FICANEVWT—FP0ER U UTENDOBEAD'D LD D THNEX. A THRBULET. Logdj [FSEBDHEAICHIZED. AL R—
bOD L] DFv—HCEBITDEICHDTUL D, TS BBIFHEDFHRICIZ TP O T « TEIN—F )LD\ FERADRE T
BEECHDHEZTRIFHITI,

IV RRA Y bOHEEGHE

ZDEIY3aVTEF TVRRAY SCOFEBHZERL, FEDT/I\A RICETDLOLLDIER. OIRE. G#EICDEHNSER- Y
TUYIVRAZRRULET,

TIYVRRAY bElF FZEETEELFDTLLOIN ? XY MI—=JICERSNET I\A APT7TUT =2 3V [ETRT TV RRA Y b
ERIEENET . T4—T 4Ry FOLIY RIRA Y bF =Tl EICT—IRT—Y 3 VICDVWTHRESNE T, TIT. TV RIRAY
POIESSEE ZDREICOVTCTD MUY RISEETDE. HDRY MI—=JICFEL. BELTCVWSFZTU -2 3>, JOJSA. T
A ABDIEDEMITHEHE O TVD I EDDNDE T,

IV RRA Y FTCRBENICHESIERIFUED RV F—ZHANDHIC., DY T)LTIF. FIRST D ESPP (Exploit Prediction Scoring
System) H"AFR L T2 18 338D CVE DD 5. #3173 5,300 D CVE BMERHITN TV RITEE T DMNEN DD TUL & Do T4 —T «
Zy NME VYT RD TP OIESHENERICERASNDAESZHET D, T—9 RUT VDD TS FIRST EPSS [CFEBH(CS
MUTWVET,

oracle (84.0%) 11,885 4012
mozilla (48.2%) 11,274
debian (81.6%) 1,571
adobe (33.4%) 12,293
netapp (71.4%) 2 515

canonical (65.8%) 1767

microsoft (87.0%) : 5,340

fedoraproject (91.5%) : 971

redhat (64.6%) 1964  9f28,7007

opensuse (70.5%) 1964 927007

0 102 2012 30f8 4012
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BIRUTER DS, TDKRIICEICRRADDDIFITRNTODEHD—EBBEF B A T RiRA > bDIESFHEDRIED LA 3 DD TS
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ATOBAFEICDOVTH. FMARICEEHUE Ulce INHDNYI—DZLTFET DI R4 > bDiEssHICLD. FEULTARIEI—
P—(CKDI AT LNDT7 I CANWAEEICHEDF T,

FUWIPS T—FZBICUREEISHDDRIIC [CNUFARELERELFON ] EEEEZRU. HTUVIRSTERZRDCUIC. BUE™
ZHRORT CEICEDET, TUT, EREDIRFES AT ANDEACHINUEEEIC, CORRBDERZHDEICIEDFRT,


https://www.cisa.gov/known-exploited-vulnerabilities
https://www.cisa.gov/known-exploited-vulnerabilities
https://www.cisa.gov/uscert/ncas/alerts/aa22-174a
https://www.fortiguard.com/threat-signal-report/4449/apt41-compromised-six-u-s-state-government-networks
https://www.first.org/epss/
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EVARYADEDTHENCTHD. T7 TV IAYY ADT—F T IF vRETDEEICEDET,
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https://www.forescout.com/research-labs/ot-icefall/
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HTML LNK
HTML/Generic.31221958ltr JS/SEARCHVITY.F8EBItr LNK/Phishing.B166!tr 5.8%
HTML/Refresh.250C!tr JS/Agent.NDSW!tr LNK/Agent. AJP!tr 1.6%
HTML/Redirector.PFBI!tr JS/Cryx0s.5478!tr LNK/Agent. AMY'tr.didr |0.3%
HTML/Redirect.FED5!tr JS/Scrinject.Bltr LNK/Agent. AOZ!tr |0.2%
HTML/Agent.CKH!tr JS/Agent.PIV!tr LNK/PSRunner.VPHQ!tr |0.2%
HTML/FakeAlert. TS!tr 6.9% JS/Agent.EY!tr LNK/Agent.CQ!tr |0.1%
MSExcel MSIL MSOffice
MSExcel/CVE_2017_11882.Flexploit 10.1% MSIL/GenKryptik.FOWD!tr 7.1% MSOffice/CVE_2017_11882.Clexploit 4.7%
MSExcel/CVE_2018_0798.F!exploit 8.9% MSIL/Kryptik. AECU!tr 6.6% MSOffice/CVE_2017_0199.536C!tr 3.6%
MSExcel/Agent.DKF!tr.dldr 7.3% MSIL/GenKryptik.FVES!tr 6.4% MSOffice/CVE_2017_11882.DMP!exploit 3.4%
MSExcel/Agent.DVP!tr.dldr 6.5% MSIL/Kryptik. AEMX!tr 6.2% MSOffice/Agent.GV!tr 3.0%
MSExcel/CVE_2017_11882!exploit 6.3% MSIL/Kryptik. AEPF!tr 5.1% MSOffice/CVE_2018_0798!tr 2.1%
MSExcel/Agent.DVP!tr 5.3% MSIL/GenKryptik.FVTU!tr 4.9% MSOffice/CVE_2017_0199.Alexploit 2.1%
W32 XML
W32/Injector.EQPQ!tr 8.8% XF/CoinMiner.Z!tr XML/Dloader.802!tr 6.0%
W32/Malicious_Behavior.SBX 6.0% XF/Agent.EILU!tr.dldr XML/Agent.DVVitr 2.3%
W32/PossibleThreat 5.7% XF/Agent.LG!tr.dldr XML/Emotet.CCltr.dldr 2.1%
W32/GenKryptik.DPIE!tr 5.6% XF/Agent.NN!tr.dldr XML/Dloader.04B1!tr  § 1.5%
W32/Injector.EREAItr 5.3% XF/Agent.DSF!tr.dldr XML/GenerickKD.47434890!tr.dldr | 0.4%
W32/Injector.ERFW!tr 4.5% XF/CoinMiner.Sl!tr XML/Agent. AWBItr | 0.1%
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LAPSUSS$ Reply
We recruit employees/insider at the following!!!!

- Any company providing Telecommunications (Claro, Telefonica,
ATT, and other similar)

- Large software/gaming corporations (Microsoft, Apple, EA, IBM,
and other similar)

- Callcenter/BPM (Atento, Teleperformance, and other similar)

- Server hosts (OVH, Locaweb, and other similar)

Vo

x_

TO NOTE: WE ARE NOT LOOKING FOR DATA, WE ARE LOOKING FOR
THE EMPLOYEE TO PROVIDE US A VPN OR CITRIX TO THE
NETWORK, or some anydesk

If you are not sure if you are needed then send a DM and we will
respond!!!!

If you are not a employee here but have access such as VPN or VDI
then we are still interested!!

You will be paid if you would like. Contact us to discuss that

_ |
@lapsusjobs & 837 @ 372K W 2:37PM f“*

(H#1 : Microsoft : https://www.microsoft.com/security/blog/2022/03/22/dev-0537-criminal-actor-
targeting-organizations-for-data-exfiltration-and-destruction)
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https://www.microsoft.com/security/blog/2022/03/22/dev-0537-criminal-actor-targeting-organizations-for-data-exfiltration-and-destruction
https://www.microsoft.com/security/blog/2022/03/22/dev-0537-criminal-actor-targeting-organizations-for-data-exfiltration-and-destruction
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https://www.fortinet.com/jp/blog/threat-research/the-increasing-wiper-malware-threat
https://www.cisa.gov/uscert/ncas/alerts/aa22-057a
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