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ABSTRACT 

As. the "shock absorber" of s o c i a l change, 
c r i m i n a l law w i l l serve to deal w i t h the 
most troublesome- r e s u l t s of the progress 
i n a r t i c i a l i n t e l l i g e n c e and e x p e r t 
sys tems r e s e a r c h and a p p l i c a t i o n s . Wo 
w i l l have to rede f i ne cr imes aga ins t the 
pe rson / p r o p e r t y , p u b l i c m o r a l i t y , and 
the p u b l i c order . To do t h i s w i l l r equ i re 
c o n s i d e r a b l e change in our standard.3 o f 
c u l p a b i l i t y , computer p e r f o r m a n c e , and 
the f unc t i ons of punishment. 

I n t r o d u c t i o n : Why b o t h e r w i t h 
computer cr ime law? 

1 . Good s o c i a l p r o g r a m m i n g 
a n t i c i p a t e s wors t case scenar ios 

I f c o m p u t e r s , c o m m u n i c a t i o n s , and 
t h e i r many s o c i a l m a n i f e s t i o n s are seen 
as the v e h i c l e s o f " p r o g r e s s , " computer 
c r i m e law may w e l l be seen as a "shock 
a b s o r b e r " w i t h wh ich s o c i e t y t r i e s t o 
avo id the g rea tes t d i s r u p t i o n s along the 
way . 

As so t h o r o u g h l y and i n s i g h t f u l l y 
no ted in Langdon Winner ' s Autonomous 
Techno logy the fea r o f p resen t and 
f u t u r e t echno log i ca l change is a l ready a 
c o n s i d e r a b l e r e a l i t y . From F r a n k e n s t e i n 
to WarGames a ready marke t has e x i s t e d 
f o r those works o f f i c t i o n s u g g e s t i n g 
t h a t the development of technology holds 
d a n g e r s as w e l l as p r o m i s e s . In a 
r a t i o n a l w o r l d , the law of computer cr ime 
wou ld be des igned to p r o v i d e the bes t 
t o o l s poss ib le to min imize these dangers. 

2. The law must be goosed 

Anyone r e v i e w i n g t h e 3 7 s t a t e 
computer c r i m e laws c o l l e c t e d i n the 
Na t i ona l Center f o r Computer Crime Data's 
Computer Crime Law Reporter might e a s i l y 
ha r b o r d o u b t s as to t h e l a w s ' 
r a t i o n a l i t y . Couch argues t ha t the laws ' 
f ocus i s seldom on those areas in wh i ch 
law en fo rcemen t p e r s o n n e l r e p o r t the 
g r e a t e s t need f o r h e l p . Seven yea rs o f 
d e b a t e have f a i l e d t o d i s l o d g e any 
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s u b s t a n t i v e computer c r i m e l e g i s l a t i o n 
f rom the U. S. Congress. Perhaps a l ook 
at the problems of tomorrow w i l l conduce 
t o w a r d s c o n v i n c i n g t h e p o t e n t i a l l y 
p o l i t i c a l l y power fu l p a r t i s a n o f progress 
i n comput ing t h a t h i s o r her he lp i s 
needed b y t h o s e p o l i t i c a n s i n power 
today. 

3. Progress is not i n e v i t a b l e in any 
gene ra t i on , not even the f i f t h . 

Bruce Nussbaum, w r i t i n g in The Wor 1d 
A f t e r o i l s u m m a r i z e s h i s f a i r l y 
"s t ra igh t fo rward e x t r a p o l a t i o n o f cu r ren t 
computer c r i m i n a l i t y thus : "The cr imes of 
t h e 8 0 ' s and 9 0 ' s w i l l i n c r e a s i n g l y 
i n v o l v e the t h e f t o f h igh t e c h n o l o g y 
through tapping e l e c t r o n i c t r ansmiss ions . 
Peop le , compan ies , and the government 
i t s e l f w i l l b e b o t h v i c t i m and 
p e r p e t r a t o r . " [ a t 223] 

More g l o b a l l y , P r o f e s s o r W i n n e r 
a r g u e s t h a t ou r c u r r e n t v i e w o f t he 
computer " r e v o l u t i o n " is based on what he 
c a l l s " m y t h i n f o r m a t i o n , " which he de f ines 
as " the almost r e l i g i o u s c o n v i c t i o n t ha t 
a w i d e s p r e a d a d o p t i o n of computers and 
communication sustems and broad access to 
e l e c t r o n i c i n f o r m a t i o n w i l l a u t o m a t i c a l l y 
produce a b e t t e r wor ld f o r humani ty." 

[ "My th i n fo rma t i on in the h igh - tech e ra / " 
IEEE Spectrum June 1984, at 91.1 

C o m p u t e r c r i m e law can p l a y an 
impor tan t r o l e in shaping the f u t u r e o f 
the computer r e v o l u t i o n . I t can serve to 
communicate and create computer s e c u r i t y 
f o r a l l o f us . 

4 . Compu te r c r i m e l aw i s a good 
mental i s o m e t r i c 

T h i n k i n g s e r i o u s l y about computer 
c r i m e r e q u i r e s t h i n k i n g s e r i o u s l y about 
our va lues , an i nva luab le exerc i se in an 
age as devo id of mora l consensus as the 
computer age seems to be. 

A . What s h a l l t h e s t r a t e g y o f a 
f i f t h genera t ion computer c r ime law be? 
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C r i m i n a l law i s no t c r e a t e d in a 
vacuum. B a s s o u n i a c k n o w l e d g e s t h a t 
c r i m i n a l law operates as an ins t rument of 
s o c i a l c o n t r o l : " i t employs s t r a t e g i e s o f 
c o e r c i o n t o o b t a i n c e r t a i n g o a l s . That 
p o s t u l a t e i s p r e d i c a t e d upon t h e 
assump t i on t h a t s o c i e t y hav ing made a 
v a l u e judgment on the s i g n i f i c a n c e of 
c e r t a i n i n t e r e s t s i t seeks to p r o t e c t and 
p r e s e r v e r e s o r t s t o c o e r c i o n t o ach ieve 
i t s e s s e n t i a l g o a l s . " [ S u b s t a n t i v e 
C r i m i n a l Law p. 77.] 

Cons ide r the f o l l o w i n g e x p r e s s i o n s 
of the values embodied in c r i m i n a l law: 

The Amer ican Law I n s t i t u t e Model 
Pena l Code d e f i n e s the g e n e r a l purposes 
o f p r o v i s i o n s d e f i n i n g c r i m i n a l of fenses 
thus : 

"To f o r b i d and p r e v e n t conduct t h a t 
u n j u s t i f i a b l y and i n e x c u s a b l y i n f l i c t s 
o r t h r e a t e n s s u b s t a n t i a l h a r m t o 
i n d i v i d u a l and p u b l i c i n t e r e s t s " 

The Y u g o s l a v i a n C r i m i n a l Code 
r e f l e c t s b o t h s i m i l a r i t i e s a n d 
d i f f e r e n c e s : 

"Th is Code p r o t e c t s f rom v i o l e n c e , 
a r b i t r a r y t r e a t m e n t , e c o n o m i c 
e x p l o i t a t i o n and other s o c i a l l y dangerous 
a c t s , t h e p e r s o n o f c i t i z e n s , t h e i r 
r i g h t s and f reedoms. . . " 

1 . What i n t e r e s t s s h a l l computer 
cr ime law p ro tec t? 

A f a i r l y s tandard c a t e g o r i z a t i o n of 
the i n t e r e s t s p r o t e c t e d by the c r i m i n a l 
law l i s t s c r i m e s a g a i n s t p e r s o n s ; 
p rope r t y ; p u b l i c m o r a l i t y ; and the p u b l i c 
o rder . 

I n p r e d i c t i n g the t a s k s o f f i f t h 
g e n e r a t i o n computer c r i m e law we must 
consider what new r i g h t s and assets w i l l 
a r i s e in a decade or two of computer 
b r e a k t h r o u g h s , and wh ich o f these w i l l 
r e q u i r e t h e p r o t e c t i o n a f f o r d e d b y 
c r i m i n a l law. 

l a . Crimes aga ins t the person 

The most s e r i o u s c r i m e a g a i n s t the 
person is homic ide. A man was crushed to 
dea th by the o p e r a t i o n o f an i n d u s t r i a l 
r o b o t in a Kawasak i f a c t o r y near Kobe 
Japan in 1981. [New York Times Dec. 13, 
1981 S e c t i o n 3, p . 27, c o l . 1 ] 

In f i c t i o n , a woman d i e d when a 
u t i l i t y m i s t a k e n l y t u r n e d o f f her heat 
[ I n t r u d e r by Louis Charbonneau] 

P r o f e s s o r Gemignani a s k s : "Could 

'Ha l , ' the computer of the f i l m 2001 be 
t r i e d f o r murder? How about Hal 's systems 
programmer o r h i s b u i l d e r ? " [ P r o d u c t 
L i a b i l i t y and S o f t w a r e 31 Defense Law 
Journa l (1982) at 335, 368] 

W h i l e t h o s e q u e s t i o n s l u r k , ask 
y o u r s e l f whe ther i n v a s i o n o f p r i v a c y 
q u a l i f i e s as an " i n v a s i o n of p e r s o n a l 
s e c u r i t y " d e s e r v i n g the p r o t e c t i o n o f 
c r i m i n a l law p r o s c r i b i n g cr imes aga ins t 
the person. 

H i n t s o f f u t u r e answers to these 
q u e s t i o n s have r e c e n t l y s u r f a c e d i n two 
of the more p r o g r e s s i v e computer c r i m e 
laws enacted in V i r g i n i a and Connect icu t . 

S e c t i o n 18.2-152.7 of the Code of 
V i r g i n i a d e f i n e s "Pe rsona l T respass by 
Computer" to cover use of a computer 
w i t h o u t a u t h o r i t y " w i t h the i n t e n t t o 
cause p h y s i c a l i n j u r y t o a n i n d i v i d u a l " 
[Computer c r ime law R e p o r t e r 1-73; a l s o 
see connect cut Pub l i c Act 84-206 Sect ion 
5 , enhanc ing pun ishmen ts f o r computer 
c r i m e s i n w h i c h t h e p e r p e t r a t o r 
r e c k l e s s l y engaged i n c o n d u c t w h i c h 
created a r i s k o f ser ious phys i ca l i n j u r y 
to ano the r p e r s o n . Computer c r ime law 
Reporter 1-10 ] 

S e c t i o n 18.2-152.5 of t he Code of 
V i r g i n i a c r i m i n a l i z e s "Computer i nvas ion 
o f p r i v a c y . " [ c o m p u t e r . c r i m e l a w 
Reporter 

1-73 ] 

l b . Crimes aga ins t p roper t y 

Most computer c r i m e laws f ocus on 
t h e f t - t y p e o f f e n s e s and d e s t r u c t i o n o f 
computers or computer system components. 
Ques t i ons a rose about the adequacy o f 
p r e - c o m p u t e r c r i m e l a w s t o p r o t e c t 
i n t a n g i b l e a s s e t s [ e g . P . v . Home 
I n s u r a n c e , 121 P. 2d 491 (1978) h o l d i n g 
i n f o r m a t i o n i t s e l f not the s u b j e c t o f 
t h e f t - (a non-computer s i t u a t i o n ) ] 

Computer s e r v i c e s are i n c r e a s i n g l y 
v a l u e d , and w i t h the i n c r e a s e has been a 
g r o w i n g awareness o f the need to c r e a t e 
s p e c i f i c p r o t e c t i o n s f o r c e r t a i n 
s e r v i c e s . W i s c o n s i n and M i s s o u r i have 
c r e a t e d a d d i t i o n a l p e n a l t i e s f o r damage 
t o compute rs used b y u t i l i t i e s , c e r t a i n 
government ope ra t i ons , t r a n s p o r t a t i o n , or 
o t h e r i m p o r t a n t uses. [ M i s s o u r i Rev ised 
S t a t u t e s S e c t i o n s 5 6 9 . 0 9 3 - 5 6 9 . 0 9 9 , 
Computer Cr ime law R e p o r t e r 1 -41 -44 ; 
w i s c o n s i n S t a t u t e s A n n o t a t e d S e c t i o n 
943.70, Computer Crime Law Reporter 1-77-
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We must/ o f course/ dec lare c e r t a i n t r y i n g to p r e d i c t w h a t needs to be 
b e h a v i o r i l l e q a l even i f none of our p ro tec ted / from whom/ from what/ and how. 
s t r a t e g i e s seems p a r t i c u l a r l y e f f e c t i v e . 
One purpose of the Y u g o s l a v i a n C r i m i n a l 
Code i s " t o e x e r c i s e e d u c a t i o n a l 
i n f l u e n c e o n o t h e r p e o p l e [ t h a n t he 
o f f e n d e r ] i n o r d e r t o d e t e r them f rom 
c o m m i t t i n g c r i m i n a l o f f e n s e s ; [ a n d ] t o 
i n f l u e n c e deve lopment o f s o c i a l mo ra l s 
and s o c i a l d i s c i p l i n e amonq c i t i z e n s . " 
[ G o l d s t e i n , D e r s h o w i t z , and S c h w a r t z , 
C r i m i n a l Law at 7 24.] 

Har t s t a t e s a s i m i l a r e d u c a t i o n a l 
goal f o r American c r im ina l ]aw: 

"To d e c l a r e the o b l i g a t i o n o f every 
competent person to comply w i t h (.1) those 
standards of behavior which a respons ib le 
i n d i v i d u a l should know are imposed by the 
c o n d i t i o n s o f c o m m u n i t y l i f e i f t h e 
b e n e f i t s o f communi ty l i v i n g are to be 
r e a l i z e d , and ( 2 ) t h o s e f u r t h e r 
o b l i g a t i o n s o f c o n d u c t / s p e c i a l l y 
d e c l a r e d by the l e g i s l a t u r e , wh ich the 
i n d i v i d u a l e i t h e r i n f a c t knows o r has 
qood reason to know he is supposed to 
comply w i t h , and to prevent v i o l a t i o n s of 
t h e s e b a s i c o b l i g a t i o n s o f g o o d 
c i t i z e n s h i p b y p r o v i d i n q f o r p u b l i c 
c o n d e m n a t i o n o f t h e v i o l a t i o n s and 
app rop r i a te t rea tment o f the v i o l a t o r s . " 
[ H a r t , "The Aims of the C r i m i n a l Law," 23 
Law and Contemporary Prob lems 4 0 1 , 4 40 
(19 58) in G o l d s t e i n , D e r s h o w i t z and 
Schwartz, i d . ] 

? . P r a c t i c a l r e s o l u t i o n s 

Undeterred by a lack of theory , much 
o f t h e p r a c t i c e i n c o m p u t e r c r i m e 
pun ishment resemb les the o l d f o o t b a l l 
chee r , " h i t 'em aga in h a r d e r , h a r d e r . " 
S t a t u t e s c a l l i n g f o r f i n e s u p t o t h r e e 
t imes the p roper ty taken, enhancements of 
punishment f o r use of computers to commit 
o ther c r imes , and spec i a l p rov i s i ons f o r 
c i v i l s u i t s b y c r i m e v i c t i m s have a l l 
been t r i e d in recent computer cr ime laws. 

As a f o r m e r p r o s e c u t o r T have seen 
t h e i n c r e a s e d b u r e a u c r a t i z a t i o n o f 
c r i m i n a l Jaw. The process is t y p i f i e d by 
h i g h v o l u m e case p r o c e s s i n g , h i g h 
premiums on rap id tu rnover of cases, and 
m o s t c o n s i s t e n t l y , i n c r e a s e d p l e a s 
b a r g a i n i n g . The p a u c i t y o f cases o f 
c o m p u t e r c r i m e r e s u l t i n g i n a p p e a l s 
u n d e r s c o r e s the u n i v e r s a l i t y o f t h i s 
t r e n d . 

Conclusion 

The f i f t h g e n e r a t i o n w i l l a c t as a 
m a g n i f y i n g g l a s s , s h o w i n g even more 
c l e a r l y the d i f f i c u l t i e s s o c i e t y faces 


