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Abstract: Rates of victimization from identity theft continue to rise exponentially. Personally iden-
tifiable information (PII) has become vitally valuable data bad actors use to commit fraud against
individuals. Focusing primarily on the United States and Canada, the objective of this paper is to raise
awareness for those involved in criminal justice (CJ) to more fully understand potential life-changing
consequences for those whose PII is used fraudulently. We examine the impact of crimes involving
PII and the urgent need to increase investigations and legal proceedings for identity theft-related
crimes. Referring to a National Crime Victimization Survey, we analyze why many victims of identity
theft crimes resist notifying appropriate authorities. We also address why those within the CJ system
are often reluctant to initiate actions against occurrences of identity theft. We provide insight into
consequences experienced by identity theft victims, particularly if their PII is posted on the Dark Web,
a threat that can exist into perpetuity. If rates of victimization from identity theft-based crimes are to
decline, reporting of victimization must increase, and current legislation related to investigating and
processing identity theft crimes must progress.

Keywords: criminal justice system; CJ; identity theft; personally identifiable information; PII;
victimization

1. Introduction

For the purposes of the current study, the authors define identity theft as using
someone’s PII to commit fraud. Furthermore, we define PII as any information that can be
specifically associated with a specific individual. Additional definitions of identity theft
and PII are described in Section 2.1.

Crimes involving identity theft are not a new phenomenon, and rates of victimization
continue to escalate. Studies have suggested that one in three Americans will experience
some form of identity theft during their lifetime (Identitytheft.org 2024). Increased adoption
and dependence on technology, as well as greater requirements to disclose PII, are fueling
increasing occurrences of identity theft (Insurance Information Institute 2024; McCants
and Golanka 2024; Statista 2024). Currently, there exist gaps in research and industry to
sufficiently address identity theft victimization (Muniz et al. 2024).

From 2013 to 2023, Internet users have grown from two-and-one-half billion to over
five billion, and smartphone users have increased from nearly three billion to six billion
(Seitz 2024; Statista 2023). As of 2023, social media users exceeded five billion worldwide
(Statista 2023). As revealed in studies by the U.S. Bureau of Justice (BJS) and the U.S.
Department of Justice (DOJ), massive growth rates provide increasingly greater sources of
PII that threat actors and cybercriminals can target and use for illicit purposes, resulting in
spiraling global rates of identity theft victimization (BJS 2023; DOJ 2023).

Individuals of all ages can be harmed by the illicit use of their PII. Victimization can
occur in many forms: financial, non-financial, and criminal record (White and Fisher 2008).
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The majority are conducted using email, on social media sites, or the Internet through
sexual scams, bullying, and other predatory crimes (Whitty and Buchanan 2012). An
estimated 24 million people in the United States were victims of some form of identity theft
in 2020, with 15 percent suffering $16.4 million in losses (Harrell and Thompson 2023a).
The (BJS) reported that in 2023, 59 million Americans over the age of 16 had been victims of
identity theft at least once in their lifetime (ibid.).

Reported data compromises in the U.S. dropped from 1862 in 2021 to 1802 in 2022.
An estimated 422 million individuals were affected by these events. Although the drop
in the number of compromises appears encouraging, since 2019, the reporting of identity
theft breaches has declined by 50 percent. Data from a BJS survey suggests that more
identity theft crime is occurring than is being reported (BJS 2023), resulting in statistics
being skewed in relation to actual victimization rates (ITRC 2023b).

The current study examines the impact of being victimized by identity theft crimes,
particularly as it pertains to PII. We provide a review of existing literature related to identity
theft and how those in CJ have historically dealt with identity theft crimes. Next, we address
ways that PII can be acquired or stolen and examine how improved capable guardianship
can better protect this important data. A brief discussion of the market value of PII on
the Dark Web follows (Balaji 2018; IBM 2023; Liu et al. 2023; Zolton 2023). Differences
between the surface web, deep web, and Dark Web reveal varying risks associated with
each platform in relation to Internet usage and how stolen PII can be made available into
perpetuity on the Dark Web (Liu et al. 2021; Veltman 2024). The effects of victimization from
fraudulent use of PII are addressed, followed by our analysis of data from a National Crime
Victimization Study conducted by the BJS (2023) to analyze why reporting rates of victims
of identity theft remain low. A review of major data breaches reveals the immensity of
PII that can be acquired through data breaches and subsequent financial penalties against
organizations who failed to sufficiently protect entrusted PII (Hill and Swinhoe 2022;
Krebson Security 2023; Madnick 2024; C. Page 2021). Finally, we focus on the challenges
faced by CJ organizations and individuals related to initiating legal actions for identity
theft-based crimes (Carson and Cameron 2023; Macnab 2022; Gelowitz et al. 2021). Based
on the current study, we summarize our research and findings and offer suggestions on
how those involved in CJ could become more effective in addressing identity theft crimes.
We conclude by emphasizing that further research is recommended to encourage changes
to existing CJ legislation to provide more effective measures to investigate and commence
legal actions against those engaged in identity theft and fraudulent use of PII (Arnell and
Faturoti 2023; Kello 2021). Such improvements are of particular importance as they relate
to large data breaches and potential class-actions.

2. Literature Review

Extant research focusing on identity theft, and the need for those in CJ systems to
become more proactive in investigating and prosecuting those responsible for illegally
obtaining PII, committing crimes using PII, or failing to protect PII that has been entrusted
to them, requires significant changes to existing practices and legislation (Kello 2021;
Koops 2012). Many studies have focused on identity theft crimes using PII, increasing rates
of victimization, and physical and psychological harms experienced by victims of identity
theft (Irvin-Erickson 2024). The importance of protecting PII, how it is used to commit
fraud, and how identity theft crimes are being addressed by the CJ system has been widely
researched (Allison 2003; Copes et al. 2010; Guedes et al. 2023; Hoar 2001; Koops and Leenes
2006; Li et al. 2019; Perl 2004). However, due to a wide array of methods for examining
identity theft crimes, continued research is required if we are to better understand the
consequences for victims of identity theft, and how all areas of CJ can become more effective
at addressing crimes involving PII (Irvin-Erickson 2024).

Increasingly, private, public, and government organizations require individuals to sub-
mit PII for account information and verification, personal and credit checks, and numerous
other verification purposes. In Canada, the use of customer’s personal information used
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to provide services increased from 63 percent in 2019 to 84 percent in 2023 (OPC 2024b).
A 2019 PEW Research Center study revealed most Americans are concerned about their
PII being collected by companies and the government. Their major concerns relating to
companies and the government were: (1) not having control over the collection of their
personal data by companies (81 percent) and the government (84 percent); (2) believing
risks outweigh the benefits of collecting their PII (81 percent companies, 66 percent the gov-
ernment); (3) concerned about how their PII is collected (79 percent companies, 64 percent
the government); and (4) how their PII would be used (59 percent companies, 78 percent
the government) (PEW Research Center 2019).

Such requirements have resulted in an increase in PII being stored by organizations
that are often not sufficiently secured. Simultaneously, bad actors have become more
effective in circumventing security efforts to protect PII. Further research related to the
impact of identity theft crimes is urgently required to increase awareness of the need
to more effectively protect entrusted PII, and for those in CJ to be more responsive to
investigate and prosecute occurrences of crimes involving identity theft.

Several studies have addressed identity theft as it pertains to the need to protect PII,
victimization consequences, how a law enforcement agency (LEA) has responded and the
need for improved methods of response, and how identity theft-based crimes are handled
by the courts (Burnes et al. 2020; Finklea 2014; Hoar 2001; Newman and McNally 2005).
Identity theft is a major crime that can cause irreparable harm to those whose PII is used
fraudulently (Burnes et al. 2020; DiNardi 2023; Golladay and Holtfreter 2017; Harrell
and Thompson 2023b; Li et al. 2019; Randa and Reyns 2020; Rubenking 2022). There is
an immediate need for improvements within CJ systems in responding to and initiating
criminal proceedings against those who commit these crimes if victimization rates are to
decline (Kello 2021).

This paper aims to expand upon existing research on four important topics. First,
how PII is becoming an increasingly important element to commit fraud. Second, that the
availability of PII on the Dark Web is expanding, as is the value of such information when
used for illicit purposes. Third, why victims of identity theft, once aware their PII has been
stolen, or when victimized through an identity theft crime, are largely reluctant to contact
authorities to file a report (BJS 2023). Fourth, examining ongoing challenges faced by those
within the CJ system that contribute to a reluctance to investigate and prosecute incidents
involving compromised or stolen PII (Shinder 2011).

2.1. Identity Theft and PII

Identity theft is becoming more prevalent with increasing advancements in technology
and how we rely on technology when communicating. Consequently, our willingness to in-
creasingly share our PII, voluntarily or when requested to do so, continues to exponentially
fuel occurrences of PII theft. There are many definitions of identity theft and PII, including,
but not limited to:

A 2004 Federal Trade Commission (FTC) report defined identity theft as “a fraud
that is committed or attempted, using a person’s identifying information without au-
thority” (FTC 2004). In 2021, the FTC further defined identity theft as “...the inten-
tional, unauthorized use of a person’s identifying information for unlawful purposes”
(DeLiema et al. 2021).

A recent National Crime Victimization Survey (NCVS) conducted by the BJS identified
three examples of identity theft as the: unauthorized use or attempted use of an existing
account; unauthorized use or attempted use of personal information to open a new account;
and misuse of personal information for a fraudulent purpose (BJS 2022).

The FTC 2023 Consumer Sentinel Network Data Book identified the top three types
of identity theft that occurred from 2018 to 2022 for 2,849,962 reported cases as: credit
card fraud (1,654,850); loan or lease fraud (713,333); and bank fraud (481,779) (FTC 2023a).
Of 1,108,609 reported cases in 2022, 81 percent were reported by those 20 to 59 years of age
(ibid.). Financial losses reported by identity theft victims during this period totaled nearly
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nine billion dollars (ibid.). From 2019 to 2022, personal data breaches reported to the FBI
rose 65 percent, from 38,218 to 58,859 (FBI 2022).

The National Institute of Standards and Technology (NIST) of the U.S Department of
Commerce defines personally identifiable information (PII) as:

Any information about an individual maintained by an agency, including (1) any
information that can be used to distinguish or trace an individual’s identity, such
as name, social security number, date and place of birth, mother’s given name, or
biometric records; and (2) any other information that is linked or linkable to an
individual, such as medical, educational, financial, and employment information.
(NIST 2020)

The California Penal Code Part 1, Title 13, Chapter 8, Section 530.5 defines identity
theft as:

Every person who willfully obtains personal identifying information, as defined
in subdivision (b) of Section 530.55, of another person, and uses that information
for any unlawful purpose, including to obtain, or attempt to obtain, credit, goods,
services, real property, or medical information without the consent of that person.
(California Legislative Information 2023)

2.2. How PII Is Acquired

As described in Cohen and Felson’s Routine Activity Theory (RAT), a crime is likely to
occur when three factors converge in time and space: a motivated offender, a suitable target,
and the absence of capable guardianship (any person or thing that discourages criminal
violations from occurring) (Cohen and Felson 1979). In the event a crime is committed
using technology or the Internet, crime can progress from physical contact to electronic
communications, increasing the target pool of possible victims exponentially (Leukfeldt
and Yar 2016).

Choi’s (2011) cyber-routine activities theory (Cyber-RAT) expands upon Cohen and Fel-
son’s RAT, addressing the technological aspects of computer crime and cyber-victimization
by examining people’s online conduct and aspects of their digital guardianship as it relates
to cyber-victimization—a significant contributor to rising rates of cyber-victimization.

Kayser’s (2020) RESCAT (Required Elements for a Social Engineered Cyber-Attack
Theory) also expands upon Cohen and Felson’s RAT, investigating how cybercriminals
utilize elements of human nature and human curiosity to socially engineer users of tech-
nology (UoT) to grant illicit access to a target’s information, particularly PII, that can be
used for illicit purposes (Kayser et al. 2020). Kayser’s (2020) continuing research into how
elements of social engineering are incorporated into most cyber-attacks by cybercriminals,
addresses the rise in cyber-victimization through illicit use of PII.

As with any crime, the more conditions which exist that increase the vulnerability of
someone targeted for criminal purposes, the greater the probability they will be victimized.
A lack of understanding by individuals of the importance of adequately protecting their PII,
particularly when interacting electronically with others on social media, texting, emailing,
shopping online, or accessing unknown websites on the Internet, compounds the risk of
having their PII acquired for illicit purposes (Choi 2011; Harrell and Thompson 2023b;
Kayser 2020; Kayser et al. 2020).

Other research suggests there are three forms of capable guardianship that individuals
can engage in to help reduce the risks of their PII being acquired:

(1) passive physical guardianship (using anti-virus software and browsing securely);

(2) active personal guardianship (proper management of passwords); and

(8) avoidance of personal guardianship by reducing online activities such as online bank-
ing and shopping, and generally spending less time on the Internet (Williams 2015).
PII acquired by bad actors is regularly publicized on the Dark Web, where it can

remain available for sharing or sale, typically for criminal purposes, unless the site that

hosts the information goes dark (closes) (Liu et al. 2021).
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PII can be obtained physically and electronically. Physical thefts often target computers,
storage devices, cell phones, documents, backpacks, purses, and wallets. Observing
someone displaying visible hard copies of their PII or online activities is referred to as
shoulder surfing.

Examples of electronic acquisitions of PII include: accidental sharing of data (faxing
and other transmission errors), ransomware, and other forms of cyberattacks that attempt
to infiltrate corporate information or customer databases (data at rest).

Increasingly, cyberattacks are the most common means of illicitly acquiring PII, rep-
resenting over 90 percent of all data breaches in 2022 (ITRC 2023b). Masterfully executed
social engineering techniques can beguile individuals to voluntarily provide or forfeit ac-
cess to their PII via email, text, and cellphone communications utilizing social engineering
techniques such as phishing, spear phishing, Smishing (text message phishing), Vishing
(voice and voicemail phishing), baiting, Business Email Compromise (BEC), honeytraps,
romance scams, scareware, watering hole attacks, and whaling (Jones 2023a; Kayser 2020;
Kayser et al. 2020).

The two most common methods for cybercriminals to exfiltrate PII from large networks
or databases are through hardware and software (malware) attacks and social engineering
individuals associated with targeted organizations. Failure to keep hardware and software
updated, especially as it pertains to new versions addressing known vulnerabilities, can
provide open access to circumvent anti-intrusion programs. Malicious software such as
ransomware, keyloggers, worms, and various forms of viruses can also facilitate unfettered
access to data if firewalls are successfully infiltrated.

Even the most efficiently protected networks and databases can be accessed by astute
cybercriminals taking advantage of zero-day events (occasions where access can be gained
for only a brief period of time before a security flaw is corrected—often as a result of
hardware or software update errors by a manufacturer).

An independent IT security institute reported that over one billion versions of malware
and 200 million potentially unwanted applications (PUA) were detected in 2023—an
alarming increase of 95 percent and 99 percent, respectively, since 2011 (AVtest 2023).
Another report noted that over 500,000 new malwares are detected every day (Chen 2023;
Jovanovic 2023).

Next, we address the value of PII and why it is coveted by those who wish to commit
identity theft crimes.

2.3. Determining the Value of PII

Social media companies such as Google and Meta rely heavily on PII, specifically user
data, to generate billions of dollars in advertising revenue annually. An email address can
be sold to marketing companies for as much as $89 (Liu et al. 2023). When used for illicit
purposes, PII is equally valuable to criminals. The creation of fictitious accounts can be
carried out by stealing someone’s existing account and creating a false representation or by
hacking a legitimate account by taking over the owner’s access to their personal account
(Lach 2014).

PII has been classified as direct identifiers and non-direct identifiers, and sensitive
and non-sensitive. Direct identifiers are unique to an individual, such as a driver’s license
or passport number, with only one often being sufficient to identify someone. Non-direct
identifiers such as race, birthplace, zip code, and gender are not unique and do not pose
the same threat of possible victimization on their own, as each identifier will not posi-
tively identify someone specifically. However, when combined with other non-direct PII,
someone’s identity can be confirmed (IBM 2023).

Sensitive PII can prove harmful to the individual. Examples include: SSN; driver’s
license and passport numbers and other government-issued identification; biometric iden-
tification; medical records and financial information—information that is usually not made
public (ibid.).
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Attempts to commit a crime using one piece of non-sensitive PII would not normally
be considered useful on its own, but if combined with additional non-sensitive PII, it can
become much more valuable in efforts to commit fraud. Examples include: a person’s full
name, mother’s maiden name, phone number(s), place and date of birth, personal and
email addresses, race, ethnicity, or religion. A creative criminal could successfully access
someone’s bank accounts using the following process:

[A]hacker could break into someone’s bank account app with their phone number,
email address, and mother’s maiden name. The email gives them a username,
spoofing the phone number gives them a way to receive a verification code, and
the mother’s maiden name gives them an answer to the security question. (ibid.)

The value of PII can vary greatly. Prices for PII are determined by who possesses the
data and those interested in acquiring it. As previously noted, certain PII can demand
higher prices if those in possession can attest to the validity of the data by testing it in real-
life situations. This raises the confidence level of purchasers that there is a high probability
that illicit use of the data should pass security checks. Examples include credit and debit
cards, usernames and passwords, passports, medical information, employment status, and
histories, among other types of PII.

Cybersecurity firms Privacy Affairs scans the Dark Web for information related to
prices charged for stolen PII and other data. Their extensive 2023 report listed asking prices
for hundreds of types of PII and other data. Examples include: 7.5 million credit cards
varying from $70 to $110 (depending on credit limits), payment processing services—$10
to $4255, crypto accounts—$20 to $2650, social media accounts—$1 to $60, forged drivers
licenses—$20 to $140, forged passports—$3000 to $4000, email database dumps—$100 to
$200, and hacked cryptocurrency accounts—$70 to $1170 (Zolton 2023).

Data stolen in 2018 in a Chinese hotel breach garnered cybercriminals over 200 million
highly sensitive PII data, which were subsequently advertised for sale on the Dark Web for
approximately US$58,000 (Balaji 2018). Three sets of data were available for purchase: 123
million records containing names, mobile phone numbers, email addresses, identity theft
numbers, and residential addresses; 130 million records containing registered check-in-time,
customer name, identity theft number, home address, birthday, and internal identity theft
number; and 240 million records containing customer names, room numbers, card numbers,
mobile numbers, email addresses, check-in and departure times, and hotel identity theft
numbers (ibid.).

Another report associated with the Chinese hotel breach highlighted additional in-
formation that was available from this breach: student-, hotel-, and financial investment-
related PII that included full names, Alipay accounts, WeChat bills, debit card, and other
financial information; banking and identity theft information, shown with people holding
the cards (as a form of identification); PII of beauty pageant contestants, including names,
attributes, and social media accounts; stolen Taiwanese and Brazilian credit card data for
which payment could be sent to the person’s Steam account; Chinese national passports;
and personal pictures of young women using QQ accounts (Trend Micro 2018).

More recently, two significant cyber breaches resulted in illegally acquired data being
posted quickly on the Dark Web. On 28 April 2014, London Drugs, a Western Cana-
dian major pharmacy, electronics, grocery, health and beauty products, and housewares
chain with 79 stores and over 8000 employees, experienced a ransomware attack by the
ransomware gang known as LockBit. As a means to pressure London Drugs to pay the
requested $25 million dollar ransom, LockBit posted the breach on their data leak site,
giving London Drugs 48 h to pay, or LockBit would post a 300 gigabyte folder on the Dark
Web containing information related to London Drugs employees that included “files on
payrolls, garnishments, pay stubs, taxes, benefits, sick leaves, suppliers’ names, photos,
invoices, meeting minutes, billings, executive calendars, letters, emails, and presentations”,
as well as investigations of harassment from their human resources department, including
named parties (Harnett 2024). As a result of the cyberattack, London Drugs closed its entire
chain of stores for 10 days for security reasons and related recovery efforts.
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Of even greater consequence was a cyber breach that occurred on 20 May 2024,
in which the cybercrime group known as ShinyHunters infiltrated a third-party cloud
storage database and gained access to Live Nation’s Ticketmaster accounts for nearly
560,000 customers. Demands for a ransom payment of US$500,000 to prevent the hackers
from advertising the stolen data on the Dark Web for sale were ignored, resulting in the data
being posted on the Dark Web for a one-time sale, just days after the attack. Ticketmaster’s
customer information offered for sale included names, addresses, phone numbers, and
partial credit card information (Sky News 2024).

2.4. Defining Surface Web (Internet) and Dark Web

Due to extensive referencing of the Internet and Dark Web throughout this paper, we
offer definitions and a brief history for readers. Important takeaways from this history are
the immense growth of the Dark Web, and the inability for LEAs to effectively impact the
ongoing criminal aspects and activities related to its existence.

The majority of those who access the Internet using the surface web (World Wide
Web, “www”) use standard web browsers such as Firefox, Google Chrome, Microsoft
Edge, Internet Explorer, Safari, or Opera, which do not require specific authorizations or
software to use. Such access represents about 10 percent of all users of the Internet. When
accessing the surface web, one’s identity is commonly visible (although people can create
pseudonyms to maintain anonymity). It is important for those accessing the surface web
to be aware that publicized PII can be easily acquired by bad actors who will then use the
Dark Web to publish and share such information anonymously. The Dark Web is a heavily
encrypted platform that is part of the Deep Web, which represents about 90 percent of the
entire World Wide Web (Basheer and Alkhatib 2021).

Much research has been conducted regarding the history, present status, and future
outlook of the Dark Web (Beshiri and Susuri 2019; Guccione 2024; Oliver 2024; Raman et al.
2023). The modern form of the Dark Web has been in existence since 2009, but its origin
dates back to the 1960s with the creation of ARPANET—a method to share information
over long distances without using phone connections (Kastner 2020). Today, the Dark
Web is accessed through The Onion Router (TOR). It is used by LEAs, governments, and
millions of others for legitimate purposes. However, recent studies have shown that up to
60 percent of those using the Dark Web do so obscurely and with anonymity to prevent
detection, most often for illicit purposes (Acton 2024; Guccione 2024; Volle 2024).

Since its inception, cybercriminals have utilized the Dark Web to gain access to stolen
PII and typically use digital currencies to facilitate transactions. As noted previously, many
sellers on the Dark Web will first test data for sale to ensure its validity, thereby increasing
their reputation of offering legitimate data, which allows them to increase asking prices for
the data (Reflectiz 2024).

Stolen PII can be distributed via numerous apps, such as WhatsApp, Telegram, Google,
Facebook, and others. However, the more common method is distribution on the Dark Web,
primarily due to the longevity of its availability on the Dark Web. Once publicized, such
information can be re-sold into perpetuity (Muniz et al. 2024). AT&T revealed in mid-March
2024 that PII for more than 70 million of its customers was illegally obtained in a 2019
(or earlier) data breach. Accessed data included: social security numbers, full names, email
and mailing addresses, phone numbers, dates of birth, as well as AT&T account numbers
and passcodes that was recently posted on the Dark Web—some that had been obtained
up to five years earlier. Two previously acknowledged breaches of AT&T customer PII
occurred in August 2021 (70 million customers” PII—not related to the 2019 breach, and
which AT&T reportedly disputed happening) and March 2023 (9 million customer’s PII)
(Veltman 2024).

Despite multiple efforts by LEAs to shut down the Dark Web, it continues to flourish.
The Silk Road, created and operated by Ross William Ulbright from 2011 to 2013, became
the first major Dark Web market to offer illicit goods and services for sale, generating
hundreds of millions of dollars in sales and $13 million in Bitcoin commissions. When
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finally closed by the FBI, over one billion dollars in digital currencies were seized (FBI n.d.,
2017). Following the Silk Road’s demise, AlphaBay, operating from 2014 to when it was
shuttered by the FBI in 2017, was the next kingpin of illicit marketplaces on the Dark Web.
It was used to purchase weapons, drugs, hacking software, PII, and other illicitly obtained
information, growing to ten times the size of the Silk Road (Ng 2017). The challenges for
LEA to locate and terminate the Dark Web’s illegal goods marketplaces shifted next to the
Hansa Market, where many cybercriminals transitioned after AlphaBay was shuttered,
with transactions on the Hansa Market increasing immediately by eight-fold; an increase
anticipated by LEAs, resulting in the Hansa Market being terminated, within days of the
demise of AlphaBay (ibid.).

Efforts by LEAs to shut down websites on the Dark Web offering illicit data remain
increasingly more challenging, as new websites replace those that are voluntarily closed, or
terminated by LEAs (Zolton 2023). Because many servers are used to conduct operations
on the Dark Web, if all servers are not successfully located and closed, the operation can
continue to function as other servers fill in to compensate for those eliminated (R. Page 2023).
Dark Market, a major Dark Web criminal group operated by Genesis Market offering stolen
credentials, was found to have nearly 500,000 users and 2400 sellers who had transacted
over 320,000 times selling valuable information that could be used for criminal activities
(ibid.). While there is no way to determine precisely how many websites exist on the Dark
Web that offer illegally obtained or banned products, services, and data, recent estimates
suggest of the approximately 30,000 hidden websites on the Dark Web, five percent are
involved in illegal activities (Beckman 2023), making efforts to shut down this conduit of
illicit products virtually an exercise in futility (Reflectiz 2024).

2.5. Effects of PII Victimization

Most commonly, those whose PII has been acquired for illicit purposes are not made
aware until a fraud has occurred using their PII (Harrell and Thompson 2023b; Muniz
et al. 2024). The theft and illicit use of someone’s PII can cause significant harm to victims:
financial, emotional and physical, medical information and access to health services, rep-
utational, and life-altering adjustments required to address the impacts of victimization
(Muniz et al. 2024). Examples of regularly targeted PII include: academic records, bank
accounts, credit cards, credit lines, credit ratings, driver’s licenses, government-issued
identification, medical identification and information, mortgages, online shopping sites,
personal loans, passports, professional and personal memberships, social media accounts,
and other information related to someone’s identity. A 2023 FTC report revealed the
creation of fake government documents and claims represented the largest increase in
identity theft claims, increasing 68 percent since 2022 (Akin 2024). Once compromised,
victims will face a lifelong obligation to monitor everything related to their PII to reduce
the risk of being harmed financially or reputationally (DiNardi 2023; Randa and Reyns
2020; Rubenking 2022).

2.6. Resulting Harm from Identity Theft
2.6.1. Emotional and Physical

The mental anxiety associated with dealing with Pll-related crimes and the time and
costs to dispute illegal transactions involving a victim’s name have been shown to cause
serious emotional harm and introduce new physical ailments as their health is challenged
due to extreme levels of stress (Burnes et al. 2020; Golladay and Holtfreter 2017; Harrell
and Thompson 2023b; Muniz et al. 2024). These symptoms are often more pronounced
for victims of identity theft over age 65 (DeLiema et al. 2021). An additional challenge
for individuals is the responsibility to become aware that their PII has been acquired for
illicit purposes which is primarily their own responsibility (Muniz et al. 2024). Given the
longevity of stolen PII that can exist in perpetuity on the Dark Web, this responsibility can
be nearly impossible to achieve, until the discovery that they have become a victim.
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Perceived and anticipated stress of worrying about how one’s PII may be used ma-
liciously into the future can cause victims’ psychological state to be negatively impacted,
resulting in lifelong anxiety (Li et al. 2019). Additional research has shown that being victim-
ized by an identity theft crime has caused people to develop new medical issues or physical
ailments (Randa and Reyns 2020), and serious physical and mental health morbidities have
been associated with identity theft victimization (Burnes et al. 2020; DeLiema et al. 2021).
For older victims, such processes can prove even more difficult, as their lifelong history
with organizations with whom their PII was compromised could complicate attempts to
contest unauthorized transactions.

One in 10 identity theft victims (approximately 2.6 million people) reported experienc-
ing severe emotional distress following victimization (Harrell 2019). A quarter of identity
theft victims experienced sleep problems, anxiety, and irritation six months after the crime
(Sharp et al. 2004), with older adults and minorities experiencing more severe emotional
consequences, including depression, anger, worry, and a sense of vulnerability (Golladay
and Holtfreter 2017).

Research conducted by the Identity Theft Research Center (ITRC) found that negative
feelings or emotions increased from 79 percent in 2021 to 87 percent for those who became
aware their PII had been stolen. Emotions experienced by victims who responded to an
ITRC 2022 survey included (in order of magnitude): worried or anxious (80%); violated
(74%); angry (72%); vulnerable (70%); loss of trust (55%); sad or depressed (49%); shame or
embarrassment (40%); guilt (33%); and suicidal (10%) (ITRC 2023a).

2.6.2. Financial, Non-Financial, and Criminal Record Identity Theft Fraud

Forms of financial identity theft fraud include: using PII to steal funds from or opening
false accounts with financial institutions, credit card fraud, lines of credit or mortgage fraud
(ABS 2024; Muniz et al. 2024; White and Fisher 2008). In cases where a mortgage is
fraudulently taken out in someone else’s name, it becomes the victim’s responsibility to
prove that they did not request the mortgage. This risk has become greater with the advent
of digital mortgages, where little to no personal contact occurs between the borrower and
the lender (Martin 2019).

If someone’s tax identification number, such as their SSN, is used unlawfully, new
identities, known as synthetic identity theft, can be created using that information, resulting
in social security benefit claims being submitted or redirected to scammers (Jones 2023b;
Ravichandran 2023).

Non-financial identity theft fraud involves someone using another person’s PII to gain
access to someone’s medical information or health benefits or commit fraud by accessing
services used by another person, such as telecommunications, utilities, or other services
(White and Fisher 2008).

Criminal record fraud occurs when someone commits a crime or illegal activity, and
when required to provide identification, they provide information pertaining to someone
else’s PII (ibid.).

2.6.3. Life-Altering Adjustments

Anyone whose PII has been acquired for criminal purposes will become subjected to
potentially life-altering outcomes. Personal or corporate email accounts can be manipulated
or taken over and used by others, health benefits can cease, loans and new credit cards can
be opened, and personal mail can be redirected, often by simply requesting an address
change to be made to the victim’s accounts, thereby circumventing notification to the victim
that this has occurred (Mandelblit 2001).

After a breach of their PII, limiting their activities to protect their PII ceases to be an
option, requiring regular monitoring to guard against future victimization (Harrell and
Thompson 2023b).One study revealed that over a 12-month period, 90 percent of those
over 16 surveyed had taken at least one preventative action in an effort to keep their PII
from being compromised (ibid).



Laws 2024, 13, 68

10 of 28

2.6.4. Medical Information and Access to Health Services

Illegally acquired medical PII can be used by others for doctor visits, receiving medical
procedures or other services, medications, and filing false medical reimbursement claims.
Contamination of a victim’s medical history can result in false medical information being
included in the victim’s records that could result in incorrect treatment by emergency
responders, medical practitioners, or surgeons (Stein 2023). Using someone else’s medical
information to file false claims to insurance companies contributes to higher health insur-
ance costs, and could result in someone being refused reimbursement for future legitimate
claims under their health coverage or their coverage being canceled altogether (FTC 2011).

2.6.5. Reputational

When someone’s PIl is used to commit fraud, the costs and processes they must endure
to prove they did not do the transaction, and to re-establish their personal credibility
with organizations, can be a lengthy and extensive procedure (Schmitz 2008; Harrell
and Thompson 2023b). In extreme cases, non-servicing of debt attributed to victims of
identity theft can lead to a criminal record if victims, unaware that fraudulent financial
transactions have occurred using their PII, are not aware of new payment obligations
related to fraudulent transactions until notified by the lender or collection agencies. In
the event that funds stolen from a financial institution, or a credit card are used illegally,
victims can be involved in complex processes to prove they did not execute the transaction
(Harrell and Thompson 2023b).

Finally, adding to all of these challenges for victims of identity theft, the burden of
uncertainty of not knowing if their PII is being used within their own country or elsewhere
can be impossible to verify, unless made aware that they have been victimized through illicit
use of their PII. Notification of such fraudulent activities can take time or may never occur.

2.7. Research on Identity Theft

Previous research revealed that article searches of the Lexis-Nexis “US newspapers”
database using the phrase “identity theft” rose from 95 articles in 1995, to almost 2000 in
2000, and over 12,000 in 2005 (Anderson et al. 2008). A 2001 Assistant United States
Attorney bulletin stated many consider identity theft “the crime of the new millennium”
[that can be] “accomplished anonymously, easily, with a variety of means, and the impact
upon the victim can be devastating” (Hoar 2001).

Literature on identity theft, both conceptual and empirical, has been conducted for two
decades. Most research on identity theft focuses on demographic characteristics, including
age, gender, race, income and economic status, and family structure. For example, prior
research has shown that the victims of identity theft are usually older than victims of
property and violent crimes (DeLiema et al. 2021; Golladay and Holtfreter 2017). Other
research suggests that females are more likely to become victims of identity theft than
males (Allison et al. 2005; Anderson 2006). Many studies focused on examining the
relationship between preventing identity theft and the likelihood of victimization. Using
a sample collected from a large U.S. university, (Lai et al. 2012; Burnes et al. 2020) found
that conventional coping (e.g., the shredding of bank statements) was effective in reducing
identity theft occurrences.

In contrast, there are few studies investigating victim behaviors and/or characteristics
in post-victimization along with capable guardianship. For instance, Reyns and Randa
(2017) found that victims were more likely to contact LEAs for crimes characterized as
serious when compared with those defined as less serious. Although their study addressed
several questions related to victim reporting behaviors following identity theft victimiza-
tion, it was limited to exploring the relationships between identity theft victims and capable
guardians (i.e., LEAs and relevant financial institutions).
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3. Current Study

Previous research has predominantly concentrated on the demographic characteristics
of citizens and their online behaviors to predict instances of identity theft victimization,
leaving a notable gap regarding the interaction between identity theft victims and capable
guardians—specifically LEAs and other victim reporting agencies (Reyns and Randa 2017).
This gap is significant due to the potential implications for the dynamics between capable
guardians and victims. Historically, the CJ system has erroneously assumed that victims of
crime are aware of these occurrences, and it acts accordingly (Muniz et al. 2024). This study
examines why a reluctance to report identity theft victimization continues today (BJS 2023).
Furthermore, we aim to explore the dynamics between guardians and victims, particularly
focusing on victims’ interactions with, and perceptions of, capable guardians following
instances of identity theft. Additionally, this study highlights the pressing challenges
associated with prosecuting identity theft cases.

4. Methods

This research was designed to elicit issues at two main levels: (1) victim interactions
with capable guardians and (2) systemic factors such as legislation and response from
LEAs. For victim interaction with capable guardians, the current study uses survey data on
over 133,000 respondents drawn from the National Crime Victimization Survey Identity
Theft Support (NCVS ITS) (BJS 2023). The NCVS is an ongoing self-report rotating panel
survey designed to measure the extent and nature of criminal victimization within the
United States. Data are collected semi-annually at 6 month intervals from a representative
sample of residents aged 12 years and older, excluding persons residing in institutions
(e.g., nursing homes and prisons), members of the military living in military barracks,
and individuals who are crews of vessels. The response rate to the 2021 NCVS was 69.8%.
Table 1 provides descriptive statistics for identity theft victimization as they were reported
in the NCVS.

Table 1. Descriptive statistics for types of identity theft victimization.

N (Total = 133,753) Victims % Mean SD
Existing bank accounts 87,522 9037 10.3 1.90 0.30
Existing credit card accounts 75,503 12,232 16.2 1.84 0.36
Existing email or SMS accounts 77,244 4913 6.3 1.94 0.24

For systemic factors, this study explores existing PII legislation, major data breaches
and assigned penalties, and challenges facing those in CJ to initiate legal actions involving
identity theft (Kello 2021). Legislation related to protecting PII exists broadly at all levels of
government globally and is regularly updated (ibid.).

Many identity theft crimes are never processed. The reasons for this include: ju-
risdictional issues, varying regulations related to identity theft crimes and prosecution,
and insufficient personnel resources to address identity theft crimes. There is also an
overwhelming reluctance of victims to file reports.

Legislation has been introduced in recent years making reporting by organizations of
certain forms of cybercrimes mandatory. In Canada, this requirement was enacted with Bill
C-26[1]—the Critical Cyber Systems Protection Act (CCSPA) (GOC 2022).

In the U.S,, obligations to report data breaches are as follows:

All 50 U.S. states plus Washington, D.C., and three federal territories have in
place data breach notification laws, and the SEC has recently adopted a final
rule requiring that, from 18 December 2023, public companies report material
cybersecurity incidents in a Form 8-K within four business days from the date
on which the incident was determined to be material. Smaller reporting entities
have until June 2024 to comply. (ICLG 2023)

To date, no legislation exists to obligate individuals to report being victimized.
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5. Results

Table 1 indicates that many respondents in the survey stated that they had experience(s)
of identity theft victimization around 2021: 9037 victims for existing bank accounts misused,
12,232 victims for existing credit card accounts misused, and 4913 victims for existing email
or SNS accounts misused.

5.1. Victim Interaction with Credit Bureau and/or Financial Institution

Table 2 reveals the respondents’ behavior and interaction with the relevant credit
bureau and/or financial institution. 68.3% of respondents indicated that they contacted
someone at a credit card company or financial institution about misuse. In contrast, 10.3%
of respondents indicated that they contacted a credit bureau. When respondents contacted
a credit bureau, many individuals took initiative-taking actions such as requesting a credit
report (57.7%), placing a fraud alert on their credit reports (66.9%), and/or freezing their
credit report (56%). Importantly, 56.4% of respondents stated that they were very satisfied
with the credit bureau’s response and 24.2% of respondents stated that they were somewhat
satisfied with the credit bureau’s response.

Table 2. Victim interaction with a relevant financial institution.

Variables/Items Response Frequency (%)
Did you contact someone at a credit card company or financial institution Yes 6187 (68.3%)
about misuse? No 2855 (31.5%)
. . Yes 637 (10.3%)
?
Did you contact a credit bureau? No 5531 (89.3%)
. . . Yes 376 (57.7%)
. ?
When you contacted a credit bureau did you: request credit report? No 259 (39.7%)
When you contacted a credit bureau did you: request corrections to your Yes 234 (35.9%)
credit report? No 396 (60.7%)
When you contacted a credit bureau did you: place a fraud alert on your Yes 436 (66.9%)
credit report? No 160 (24.5%)
When you contacted a credit bureau did you: place a freeze on your Yes 365 (56.0%)
credit report? No 262 (40.2%)
Very satisfied 368 (56.4%)
. e . . , Somewhat satisfied 158 (24.2%)
?
How satisfied were you with the credit bureau’s response? Somewhat dissatisfied 27 (4.1%)
Very dissatisfied 45 (6.9%)

5.2. Victim Interaction with Law Enforcement

This section elaborates on the characteristics of victims’ interactions with LEAs.

Table 3 indicates that only 6.6% of respondents contacted LEAs. Overall, many
respondents perceived LEAs’ response to an identity theft incident to be satisfactory.
Interestingly, 35% of respondents stated they were very satisfied with a LEA’s response and
28% of respondents stated they were somewhat satisfied with a LEA’s response. Among
those who expressed dissatisfaction with a LEA’s response, 51% of these respondents
attributed their dissatisfaction to a strong belief that the LEA either did not or could not
take any action.

Table 4 outlines the reasons why respondents opted not to reach out to a LEA. Of
note, 45% of respondents reported that their issue was resolved by a credit card company,
financial institution, or another organization, leading them to decide against contacting
a LEA. Consequently, individuals who have engaged with their credit card company,
banking institution, or other relevant entities for resolution might perceive no further need
to involve LEAs. Approximately 15% of the respondents chose not to reach out to a LEA,
reasoning that the issue was trivial or that they handled it on their own.
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Table 3. Victim interaction with law enforcement.
Variables/Items Response Frequency (%)
. . Yes 596 (6.6%)
?
Did you contact any law enforcement agencies? No 8444 (93.2%)
. . Yes 428 (70.4%)
?
Did the law enforcement agency take a police report? No 162 (26.6%)
. . Yes 224 (50.6%)
?
Did you get a copy of the police report? No 192 (43.3%)
Very satisfied 213 (35.0%)
- . , Somewhat satisfied 171 (28.1%)
?
How satisfied were you with the law enforcement agency’s response? Somewhat dissatisfied 72 (11.8%)
Very dissatisfied 104 (17.1%)
. L . L1, , . Yes 98 (51.3%)
: ?
Why were you dissatisfied: the police didn’t or couldn’t do anything? No 78 (40.8%)
e . . Yes 30 (15.7%)
. ?
Why were you dissatisfied: the police only filled out a report? No 146 (76.4%)
Why were you dissatisfied: the police said the crime did not fall in their Yes 16 (8.4%)
jurisdiction? No 160 (83.8%)
Why were you dissatisfied: the police gave me no information on what I Yes 20 (10.5%)
should do about the crime? No 156 (81.7%)
Why were you dissatisfied: the police never got back in contact with Yes 42 (22.0%)
me/never learned outcome? No 134 (70.2%)
Why were you dissatisfied: didn’t feel my concerns/complaints were taken Yes 41 (21.5%)
seriously? No 135 (70.7%)
e . Yes 15 (7.9%)
: ?
Why were you dissatisfied: the police were unable to catch the offender? No 161 (84.3%)
Table 4. Reasons victim(s) decided not to contact a LEA.
Variables/Items Response Frequency (%)
Why did you decide not to contact a law enforcement agency: didn’t know that I Yes 794 (9.4%)
could report it? No 7632 (90.2%)
Why did you decide not to contact a law enforcement agency: didn’t think about Yes 887 (10.5%)
reporting it? No 7539 (89.1%)
Why did you decide not to contact a law enforcement agency: didn’t know what Yes 216 (2.6%)
agency was responsible for identity theft crimes? No 8210 (97.0%)
Why did you decide not to contact a law enforcement agency: I didn’t lose Yes 1339 (15.8%)
any money? No 7087 (83.7%)
Why did you decide not to contact a law enforcement agency: not important enough Yes 930 (11.0%)
to report/small loss? No 7496 (88.6%)
. . . Yes 1433 (16.9%)
: ?
Why did you decide not to contact a law enforcement agency: took care of it myself? No 6993 (82.6%)
Why did you decide not to contact a law enforcement agency: credit card Yes 3805 (45.0%)
company/bank/other organization took care of problem? No 4621 (54.6%)
Why did you decide not to contact a law enforcement agency: didn’t think the police Yes 920 (10.9%)
would do anything? No 7506 (88.7%)
Why did you decide not to contact a law enforcement agency: didn’t want to bother Yes 129 (1.5%)
the police? No 8297 (98.0%)
Why did you decide not to contact a law enforcement agency: didn’t find out until Yes 22 (0.3%)
long after it happened? No 8404 (99.3%)
Why did you decide not to contact a law enforcement agency: couldn’t identify Yes 410 (4.8%)
the offender? No 8016 (94.7%)
Why did you decide not to contact a law enforcement agency: identity theft occurred Yes 128 (1.5%)
in another state or outside of the U.S.? No 8298 (98.0%)

5.3. A Brief Overview of PII Legislation and Related Industry Standards

Efforts have been undertaken by governments to enact legislation to assist those in
C]J to act in cases of identity theft. In 1998, President Clinton signed into law the Identity
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Theft and Assumption Deterrence Act (ITADA) to address the harm that could occur to those
whose PII was stolen for the purpose of causing harm, specifically as it related to credit
card and loan fraud, or other illegal purposes (US Senate 1998). An important component
of ITADA is a means of identification with regard to someone’s identity. Examples include:
birth date, government-issued identification, and unique biological information such as
fingerprints and other biometric identifiers (White and Fisher 2008). ITADA also defines
fines and incarceration periods to be considered by the courts.

In addition to the ITADA, crimes involving identity theft may violate other statutes in
the US.:

Schemes to commit identity theft or fraud may also involve violations of other
statutes such as identification fraud (18 U.S.C. § 1028), credit card fraud (18 U.S.C.
§ 1029), computer fraud (18 U.S.C. § 1030), mail fraud (18 U.S.C. § 1341), wire
fraud (18 U.S.C. § 1343), or financial institution fraud (18 U.S.C. § 1344). Each of
these federal offenses are felonies that carry substantial penalties—in some cases,
as high as 30 years’ imprisonment, fines, and criminal forfeiture. (DOJ 2024)

Two years later, the U.S. Senate held a hearing entitled, “ID Theft: When Bad Things
Happen To Your Good Name” (US Senate 2000). During the question period, one Senator
addressed the laborious task victims must endure if their PII has been stolen, and the
numerous forms, calls, visits, and time required to report the theft, and to recover from any
resulting harm, suggesting one form should be designed which could be used for these
purposes (ibid.). The onus and procedures for victims continue to be costly, time-consuming,
and onerous (FTC 2013; FTC 2024a, 2024b; State of California DOJ 2024).

The Fair Credit Billing Act (FTC 1974) and Fair Credit Reporting Act (FTC 2023b) provide
victims in the United States with certain forms of protection in attempts to undo damage
suffered if victimized by identity theft. Numerous other websites and offices exist in the
US for victims to report PII crimes, as previously mentioned.

The Better Cybercrime Metrics Act introduced by Senator Schatz passed by the US Senate
and approved in by the U.S. House of Representatives in March 2022, provides LEAs and
legislators improved tools related to cyber threats and cybercrimes in the U.S. (Schatz 2022).

In the U.S., there are currently three main federal privacy acts: the Health Insur-
ance Portability and Accountability Act (HIPPA), the Children’s Online Privacy Protection Act
(COPPA), and the Privacy Act of 1974. In addition, California, Virginia, Colorado, Connecti-
cut, Utah, Iowa, Indiana, Tennessee, Texas, Florida, Montana, Oregon, and Delaware have
enacted their own PII legislation (Bloomberg Law 2023).

Canada’s privacy laws are outlined by the Office of the Privacy Commissioner under
the Privacy Act (OPC 2019) and the Personal Information Protection and Electronic Documents
Act (PIPEDA) (OPC 2023). Canada’s Criminal Code (R.S.C., 1985, c. C-46, s. 402.2 and s. 403)
defines the crime of identity theft, issues related to trafficking of PII, and lists indictable
offenses related to crimes involving identity theft (GOC 2024b). The Code was amended in
2010 to make identity fraud and identity theft criminal offenses (OPC 2017). Additionally,
each province and territory in Canada has its own OPC that addresses identity theft and
encourages reporting by victims.

Identity theft and the protection of PII are equally important in other areas of the
world. As of 2023, according to the United Nations Conference on Trade and Development
(UNCTAD), 71 percent of countries have some form of PII protection legislation in place,
nine percent have draft legislation, and 15 percent have no existing legislation related to
the protection of PII (UNCTAD 2023).

Europe implemented the General Data Protection Regulation (GDPR) in 2016 as a privacy
and human rights law. It applies to all member states of the European Union (EU) and
countries in the European Economic Area (EEA). Organizations outside of the EU zone that
processes the PII of citizens or residents of the EU must also comply with GDPR legislation
(GDPR 2024).

Industry has also provided standards for best practices to protect stored data. The
Payment Card Industry Data Security Standard (PCI DSS) was established by the financial
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industry as a standard requiring “how credit card companies, merchants, and payment
processors handle sensitive cardholder information” (IBM 2023).

The U.S.-based National Institute of Standards and Technology (NIST) is widely rec-
ognized as the gold standard for providing standards and procedures related to technology.
Their publication, “NIST Privacy Framework: A Tool For Improving Privacy Through
Enterprise Risk Management, Version 1.0 is the result of a “collaborative effort between
NIST and organizational and individual stakeholders in the public and private sectors” to
provide guidance to build effective privacy risk into portfolios containing personal and
sensitive data (NIST 2020).

The International Organizations for Standardization (ISO) developed three standards
related to protecting data: ISO 27018—guidelines for protecting personal data stored in the
cloud (Nir 2023; ISO 2019); ISO 27040—how to protect stored data, including stored data
in the cloud (Nir 2023; ISO 2024); and ISO 27799—protecting personal health information
(PHI) (Nir 2023; ISO 2016).

Educational institutions, private organizations, and LEAs continue to publish infor-
mation on how to reduce having one’s PII stolen, and how to address being victimized,
and protective measures to take if made aware that a person’s PII has been compromised
(American Bar Association 2020; FTC 2013; Harvard University Police Department 2024;
Office of Justice Programs 2011; USAGov 2024).

For those who elect to report an identity theft crime, there are a number of organi-
zations in the U.S. they can contact for assistance, such as: LEAs; FTC (2013); Identity
Theft Resources Center (ITRC 2024), Internal Revenue Service (IRS 2024), National Center
for Victims of Crime (NCVC 2023), Office for Victims of Crime (OVC 2010), credit bu-
reaus Equifax (Equifax 2024), TransUnion (TransUnion 2024), and local LEAs. Victims can
also report identity theft and receive a detailed recovery plan from the FTC by accessing
IdentityTheft.gov (FTC 2024a, 2024c).

Canadian resources for reporting identity theft crimes include: LEAs; the Canadian
Anti-Fraud Centre (CAFC 2024), the Canadian Centre for Cybersecurity (GOC 2024a); and
the RCMP’s National Cybercrime Coordination Centre (NC3) (RCMP 2024). Various credit
monitoring agencies are available to report crimes involving PII, such as TransUnion and
Equifax, as examples.

5.4. Review of Major Data Breaches and Assigned Penalties

The frequency of major data breaches or violations continues to escalate globally
as cybercriminals find new ways to infiltrate large quantities of data at rest stored on
legacy systems, or in the cloud. Major data breaches continue to escalate, as cybercriminals
become increasingly proficient at circumventing protective measures to prevent exfiltration
or interception of collected, stored, or transmitted PII.

Based on the number of users impacted, records exposed, or affected accounts, the
15 largest data breaches of the 21st century include: Yahoo (2013), three billion accounts;
Alibaba (2018), over one billion accounts; LinkedIn (2021), 700 million users; Sina Weibo
(2020), 538 million accounts; Facebook (2019), 533 million users; Marriott International
(Starwood) (2018), 500 million customers; Yahoo (2014), 500 million accounts; Adult Friend
Finder (2016), 412 million accounts; MySpace (2013), 360 million user accounts; NetEase
(2015), 235 million user accounts; Court Ventures (Experian) (2013), 200 million accounts;
LinkedIn (2012), 165 million users; Dubsmash (2018), 162 million user accounts; and Adobe
(2013), 152 million user accounts—a cumulative total of over five billion user accounts
(Hill and Swinhoe 2022).

Europe’s GDPR rules, introduced in 2018, include severe penalties for companies who
do not sufficiently protect the PII they collect. In 2020, fines were issued to Google (€7M)
and H&M (€35M). In 2021, fines were issued against META (€746M), Amazon (€746M),
TikTok (€750M), and WhatsApp (€225M). GDPR issued subsequent fines in 2023 against
META (€1.2B), and TikTok (€12.7M) (Exabeam 2024).
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Reported data compromises and numbers of records exposed from 2005 to 2023
in the United States alone increased from 157 to 67 million records to 3205 compro-
mises and 353 million records respectively (Petrosyan 2024). Healthcare, financial ser-
vices, and manufacturing represented the top three industry sectors for data breaches in
2022 (Madnick 2024).

It is reported that T-Mobile has suffered eight data breaches since 2019—two occurring
in 2023, with 37 million customer’s PII being stolen in January, and 836 customers having
their PII accessed in April (Humphries 2023). Three different cybercriminal groups claimed
collectively that they hacked US communications giant T-Mobile over 100 times in SIM-
swapping cyber-intrusions (AT&T and Verizon have also been targets, but to a smaller
degree) (Krebson Security 2023).

Shockingly, reputational damage for organizations that suffer major data breaches
or violations for not adequately protecting PII and other customer data at rest has not
proven to be long-lasting. People continue to willingly share their PII with organizations
where PII has been previously stolen, even in cases where companies have been hacked
repeatedly. According to T-Mobile’s own reports, they “[delivered] record customer growth,
adding an expected industry-best 6.4 million postpaid customers and 2.0 million broadband
customers in 2022” (T-Mobile 2023).

Other concerns pertaining to breaches of information security relate to the frequency
that such threats occur in multinational financial institutions, such as the case of Morgan
Stanley (Mahle et al. 2017). This prominent global financial services entity has been sub-
jected to substantial civil penalties as a consequence of its continuous shortcomings in
upholding robust practices for information security. Spanning an eight-year timeframe
from 2015 to 2023, the company was implicated in multiple significant security breaches that
underscored persistent weaknesses in safeguarding sensitive information (C. Page 2021).

According to Trend Micro (2015), the sequence of breaches commenced with an in-
cident unfolding between 2011 and 2014, during which a former staff member illicitly
gained access to and transferred data from around 730,000 accounts to his personal server,
subsequently compromised by cybercriminals (U.S. Securities and Exchange Commission
2016). Later, in January 2015, an employee named Galen Marsh pilfered and subsequently
disclosed online the personal information of 350,000 clients (The Heritage Foundation
2015; Moore 2015). Additionally, according to C. Page (2022), between 2015 and 2019, the
organization encountered further scrutiny for inadequate disposal of hardware containing
the personal details of 15 million customers. The stolen PII was subsequently found to be
sold online.

In 2016, Morgan Stanley faced two new incidents. Initially, complications arose when
a vendor subcontracted to erase data from decommissioned devices and engaged an
unauthorized party, resulting in several devices retaining unencrypted personal data. The
second incident in the same year, involved a software vulnerability that left unencrypted
data remnants on devices that were not duly inventoried following decommissioning.
Furthermore, 42 servers potentially housing unencrypted customer information were
reported missing (Stempel 2022).

Morgan Stanley confirmed another breach in 2021 involving the pilferage of personal
data from its clients due to a breach into the Accellion FTA server utilized by a third-party
vendor (Kiesel et al. 2022). This breach, occurring in December 2020, led to the exposure of
clients” addresses and Social Security numbers (Picus Security 2022). It is important to note
that despite the encryption of files, the hackers successfully acquired the decryption key as
well (C. Page 2021).

In reaction to these breaches, Morgan Stanley came under regulatory scrutiny. On
16 November 2023, two principal legal entities, the Florida Office of the Attorney General and
the New York State Office of the Attorney General, concluded a settlement agreement with
Morgan Stanley. The firm agreed to pay $6.5 million in response to its inadequacies in safe-
guarding customer data, following a thorough investigation into these security lapses (Florida
Office of the Attorney General 2023; New York State Office of the Attorney General 2023).
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As evidenced by the occurrences in Table 5, data breaches can remain undetected for
extended periods of time, but for those that are discovered and successfully prosecuted,
significant financial penalties have been successfully levied.

Table 5. Largest global data breaches or violations.

Violation/ Date(s) Data Number of Penalties
Organization Location Data Breach Occurred Compromised Victims ($US)
A-facial recognition
. . . . data, B-records A-107M, B-167M,
Didi Global China Violation Began 2015 Jocation data, C-Unknown $1.9B
C-other data
Breach of (Alleged) violation $877M
Amazon Europe the GDPR 2021 of cfokie consent 10,000 (proposed fine)
Equifax United States Data Breach 2017 150M $575M
Instagram United States Violation 2022 Data r.elated Unknown $403M
to minors
TikTok Ireland Violation 2023 Violating chﬂdren s Unknown $370M
data privacy
T-Mobile United States Data Breach 2021 Customer data 77M $350M
Meta (Facebook) Treland Violation 2022 Compromise of 500M $277M
users’ PII
Cross-border
WhatsApp Ireland Violation 2018-2021 data protection Unknown $255M
infringements
. A-Credit card,
Home Depot United States Data Breach 2014 B- 1 inf A-50M, B-53M $200M
email info.
Capital One United States Data Breach 2019 Various forms of PII 100M $190M
600K drivers,
Uber United States Data Breach 2016 Various forms of PII 57M user $148M
accounts
Various forms of PII
Morgan Stanley United States Data Breach 2020 of current and 15M $120M
former clients
Google Ireland Ireland Violation 2021 Cookie consent Unknown $102M

Sources: Hill and Sharma (2024); Soo (2022).

5.5. Challenges Facing Those in CJ to Initiate Legal Actions Involving Identity Theft

Stolen PII is regularly uploaded to the Dark Web where it can remain indefinitely,
often by those intending to use it for fraudulent purposes or make it available for purchase
by others (Liu et al. 2021). It is imperative that everyone involved in CJ understands that
once PII is posted on the Dark Web, the risk of being victimized for those whose PII has
been compromised will exist into perpetuity.

Challenges related to successfully initiating and processing cases of identity theft can
seem insurmountable and not worthy of the time, effort, or costs to initiate investigations or
legal proceedings. One major challenge is that laws related to conventional crimes are not
necessarily applicable to cybercrimes due to the uniqueness of how and where cybercrimes
are committed (Koops 2012). Numerous other issues impact effective investigations of
identity theft crimes. These include, but are not limited to:

Differences in federal and state identity theft laws can complicate multi-jurisdictional
crimes (Arnell and Faturoti 2023; Kello 2021; Perl 2004);

Collection of digital evidence requires specific procedures, that if not followed correctly,
can invalidate the evidence and jeopardize any criminal proceedings (NIST 2022);

Lack of multi-country cooperation during investigations (Arnell and Faturoti 2023;
Peters and Jordon 2019);

LEA’s limitations (financial and personnel) to acquire and train personnel to respond
to and effectively investigate cases of identity theft (CPKN 2021; Maloney et al. 2022; Sarkar
and Shukla 2023);

Lengthy and costly investigative and legal processes; and

The ability of cybercriminals to mask their identification (Acton 2024; Guccione 2024;
Volle 2024).
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One overriding factor impacting decisions to process identity theft crimes is proving in
a court of law precisely when and where PII was acquired and associating that information
with a specific crime (Carson and Cameron 2023; Macnab 2022; Gelowitz et al. 2021). This
restrictive mindset will do little to improve how identity theft crimes can be more effectively
addressed, given the greater concern that once acquired, PII can exist on the Dark Web into
perpetuity and be used for illicit purposes.

A 2024 report by cybersecurity experts at SecurityDiscovery.com found a data pool on
the Dark Web of over 26 billion data breach records containing over 12TB (terabytes) of data
acquired from past data breaches, including Chinese tech giant Tencent, LinkedIn, Deezer,
Adobe, Canva, and numerous adult sites, including 220 million records from AdultFinder
(Snyder 2024). These vast amounts of PII can be utilized forever to commit fraud.

Other challenges relate to crimes involving PII that exist on the Dark Web. Although
electronic evidence is admissible, guaranteeing the accuracy and authenticity of evidence
must be carried out according to strict guidelines. Timestamp information can be difficult
to establish. Varying privacy laws globally can inhibit requests to obtain warrants. Lack of
cooperation by companies storing data, such as Meta and Google, regularly complicates
legal requests for historical electronic information. These and other factors can contribute
to the complexities of identifying who committed identity fraud to produce successful legal
actions (Lach 2014).

Other issues complicate initiating criminal actions in Pll-related crimes. LEA officers
may not be equipped to determine actual or potential future losses when someone reports
having their PII stolen, leading them to believe that filing a report is sufficient. Lawyers,
cognizant of the extensive time and costs and uncertain outcomes related to initiating a
lawsuit for a single or small group of individuals, may determine initiating legal proceed-
ings are unwarranted. Attempts to initiate class actions against those who possess vast
quantities of data at rest pertaining to customers, members, or others that is breached can
be difficult to initiate, if the decision for certification is based primarily on proving potential
risk of victimization into the future (Gelowitz et al. 2021).

Determining future victimization as a result of PII theft and misuse can be difficult to
measure (Burnes et al. 2020). As we have acknowledged, predicting how or when stolen
PII may be used illicitly, and determining when and where it was acquired and by whom,
can be extremely challenging. However, this should not be a sulfficient reason not to initiate
actions to pursue those who commit identity theft-based crimes.

By example, a proposed class action in Setoguchi v Uber related to a successful data
breach of Uber that occurred in Canada was rejected by the Court of Queen’s Bench in
Alberta based on the following opinion: “As there was no evidence the hacker had used
anyone’s personal information, Associate Chief Justice John Rooke found there was no
tangible harm, merely speculation that there might be loss or harm in the future” (Gelowitz
et al. 2021). Such decisions ignore the present and future risks for those whose PII is stolen.

Addressing these challenges will help reduce victimization rates and provide greater
protection from significant and ongoing harm for those whose PII has been or may be used
to compromise their lives at some point in time.

6. Discussion

Our research and analysis highlight an immediate need for increased rates of investi-
gation and prosecution for identity theft-based crimes. This is primarily based on data that
suggest when someone’s PII is compromised, the possibility they will become a victim of an
identity theft crime at some time is realistic, given the longevity of availability of PII once
posted on the Dark Web (Li et al. 2019). Based on our analysis and findings, we urge those
in CJ to consider the findings in this paper when determining whether to proceed with
identity theft investigations and prosecutions. This is equally applicable to applications for
class actions involving the theft of PII

Private, public, and government organizations are increasingly requesting, or requir-
ing individuals to provide PII for various purposes, thereby ultimately inheriting the
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responsibility to safeguard that information once in their possession. Individuals also
freely share their PII while utilizing the Internet, through online purchases, queries, and
when using social media websites. The exponential increase in sharing PII is increasingly
providing criminals with information that can be used against individuals to commit fraud,
particularly if posted on the Dark Web.

Many who are made aware they have been victimized by an identity theft-based crime
do contact LEA to file reports, but as our research revealed, a greater number elect not to
contact authorities about being victimized based on their assumption that investigation and
prosecution of those committing the crime is unlikely to occur (BJS 2023). Unfortunately
for identity theft victims, initiating investigations or legal proceedings for crimes involving
PII can be complicated (ibid.).

Reasons include: a lack of awareness of the potential suffering that can ensue
(Mandelblit 2001; Schmitz 2008; Harrell and Thompson 2023b); a lack of training in how to
investigate these types of crimes (Lach 2014); outdated legislation that does not address
advancements in identity theft crimes, particularly as it pertains to the Internet and stored
data (Perl 2004); and complexities related to how different jurisdictions categorize and
address identity theft crimes (Dixon 2019; Kello 2021).

Historically, two issues contribute to a reluctance to investigate and prosecute identity
theft crimes. First, the requirement to prove when and where the PII was acquired and
by whom. Second, the opinion that if no crime has occurred against someone whose PII
has been stolen, there is no way to establish that person may be harmed in the future by
identity fraud.

As we demonstrated, the amount of PII being acquired by nefarious characters is
continuing to increase to levels never previously experienced. This can be attributed to
an exponential rise in those using the Internet, increasing amounts of stored PII being
required by organizations and governments, and an increasing number of successful cyber
intrusions. Once acquired, it is regularly posted for sale on the Dark Web to commit identity
theft-based crimes (Liu et al. 2021).

We identified some successful prosecutions against those responsible for safeguarding
PII that were compromised. However, these cases represent a minimal number of effective
investigations and prosecutions, compared to the number of data breaches that occur. Even
for companies successfully prosecuted for failing to adequately protect PII data at rest, some
continued to experience additional data breaches. This suggests they did not take proactive
measures to improve their security measures, and that penalties for a previous data breach
were not deemed sufficiently impactive to result in better security, policies, and procedures
to be adopted to prevent additional cyber intrusions from occurring (Humphries 2023;
Krebson Security 2023; C. Page 2021; Stempel 2022).

The fines we highlighted against organizations found guilty of data breaches are paltry
in comparison to their market capitalization and revenue streams. Repeat offending by
some may suggest that pursuing organizations for not adequately protecting PII can be
ineffective, time consuming, expensive, and not worth the effort. This would not be a
correct assumption. As greater amounts of data continue to acquire and stored by private,
public, and government organizations, the need for improved legislation of how PII data
are protected must occur to support efforts to investigate, prosecute and fine those who
fail to adequately protect such valued data. This is a core aspect of facilitating class actions
against those who fail to adequately protect entrusted data at rest containing PII

Throughout this paper, we highlighted that potential victimization and suffering from
identity theft are sufficient justifications for a consideration to proceed with criminal actions
against those who steal PII or fail to adequately protect stored data from being acquired
through illegal means.

In order for this to occur, three conditions must exist. First, incidents involving illicitly
obtained PII must be reported to the appropriate authorities. One study revealed that
only seven percent of those victimized by an identity theft crime filed a report to a LEA
(Harrell 2019). People must become more confident that reporting identity theft will not be
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a futile process, and trust that LEA, prosecutors, judges, and governments will investigate
and initiate criminal proceedings involving identity theft. As evidenced in our analysis of
NCVS data related to reporting of identity theft to authorities and financial institutions,
there continues to be a reluctance of victims of identity theft to report being victimized
through identity theft (BJS 2023).

Second, that users of technology and those involved in CJ are made more aware that
the consequences for victims of identity theft can be life-changing—potentially requiring
weeks, months or years to rectify damages suffered from illegal use of their PII (FTC 2011;
Harrell and Thompson 2023b; Macnab 2022; Mandelblit 2001; Schmitz 2008; Stein 2023).

Third, courts must become more amenable to certifying class actions against organi-
zations that fail to adequately protect against the infiltration of stored PII that has been
entrusted to them, particularly with regard to organizations who store an individual’s
health or financial information (Kello 2021).

The real and potential financial and personal costs that can be experienced by those
who PII is compromised and used to commit fraud against them can be devastating. As
rates of victimization continue to escalate, it is important that those involved in CJ take a
more proactive approach to addressing any and all legal methods to investigate, pursue,
arrest, charge, and prosecute those involved in identity theft crimes. While offering our
suggestions of how to approach this objective, we acknowledge additional research in the
area of identity theft crimes and their potential to cause life-changing damages to victims is
required to reduce victimization rates of identity theft.

Policy Implications

1.  Reporting and trust building: encouraging victims and potential victims to report
incidents of identity theft is critical. This requires a concerted effort to build trust
between the public and LEA, prosecutors, judges, and governments. Many exist-
ing programs that provide valuable information about identity theft, best practices
to avoid becoming a victim, and what to do if victimized (FTC 2023c; OPC 2024a).
Policy changes could include creating more accessible and user-friendly reporting
mechanisms, along with public awareness campaigns highlighting the importance
of reporting and the supportive measures in place to protect and assist victims. This
approach could mitigate the reluctance to report incidents, as shown by our analysis
of the NCVS data. For instance, Van der Meulen (2006) demonstrated that public
awareness campaigns in the U.S., U.K,, and the Netherlands offered significant bene-
fits. Firstly, by equipping the public with knowledge about identity theft, individuals
are better positioned to prevent it, potentially decreasing the crime’s prevalence. Sec-
ondly, when identity theft does occur, public awareness initiatives provide victims
with tools to seek timely assistance through the appropriate channels, facilitating their
recovery process.

2. Law enforcement training and resources: there is a need for specialized training for
CJ personnel on the complexities of identity theft and the illicit acquisition of PII
(Koziarski and Lee 2020; Maloney et al. 2022), if clearance rates for identity theft
crimes are to improve (Vieraitis and Shuraydi 2015). This includes enhancing digital
forensic capabilities and understanding the intricacies of the Dark Web where stolen
PIl is traded (Maloney et al. 2022). Policies could focus on allocating more resources
towards training programs, equipment, and the recruitment of experts in cybercrimes
to bolster investigative and prosecutorial capacities (Robertson 2019).

3.  Legal and regulatory frameworks: the research underscores the necessity for harmo-
nized legal frameworks and standards for PII protection and the handling of digital
evidence (Koziarski and Lee 2020). Policy implications might involve revising privacy
laws to facilitate cross-jurisdictional cooperation and streamlining the processes for ob-
taining warrants for digital evidence (Newman and McNally 2005). There is also a call
for policies that encourage or mandate companies to cooperate with LEA in providing
historical electronic information when investigating identity theft (RCMP 2013).
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4. Victim support and remediation: the persistent vulnerability of identity theft victims
calls for robust policies focused on long-term support and remediation. These mea-
sures should provide victims with easy access to correct inaccurate credit reports or
address fraudulent financial activities. Legislative efforts must prioritize establish-
ing streamlined mechanisms for victims to swiftly rectify such issues and recover
from financial losses. Identity fraudsters, who possess ample time and technical
expertise, exploit system loopholes, making post-crime support for victims essential
in any identity crime prevention framework (Fazely 2020). While most victims are
reimbursed by banks or commercial organizations, there are still those who do not
receive such protection. The emotional distress and inconvenience caused by identity
theft often surpass the financial losses. Thus, an effective support system should
go beyond simple reimbursement—it must ensure immediate financial relief from
pre-established funds.

5. Enhancing prosecutorial practices: the difficulty in proving the acquisition and misuse
of PIl in court suggests a need for evolving prosecutorial strategies and legal standards
(International Centre for Criminal Law Reform and Criminal Justice Policy 2011). Policy
recommendations might include the development of new legal doctrines or evidentiary
rules that acknowledge the unique challenges of prosecuting cybercrimes, especially
those involving identity theft (Washington State Department of Commerce 2019).

6.  Class action facilitation: for breaches involving large volumes of compromised PII, the
research suggests policies that make it easier to certify class-action lawsuits against
entities that fail to protect data adequately is in need of immediate attention (Carson
and Cameron 2023; Macnab 2022; Gelowitz et al. 2021). This particularly applies to
organizations holding sensitive health records, credit records, or financial informa-
tion. Existing Legislations need to evolve to incentivize organizations to adopt more
stringent data protection measures to avoid potential class-action litigation.

7. Conclusions

Previous research related to identity theft has predominantly concentrated on the
demographic characteristics of citizens and their online behaviors in efforts to predict
instances of identity theft victimization. What has not been extensively examined is why
victims remain reluctant to report being victimized. We determined that a major contributor
to this reluctance is a belief by victims that those involved in CJ have historically not
provided sufficient solutions to encourage victims to file reports. In addition, we examined
many challenges faced by those in CJ to better address identity theft crimes, and suggest
that updates to current legislation, or new legislation could provide more effective ways to
process identity theft crimes. We also provided additional insight into the consequences
identity theft victims experience, particularly if their PII is posted on the Dark Web, and
how these threats can exist into perpetuity. We propose that if rates of victimization from
identity theft-based crimes are to decline, reporting of victimization must increase, and
that those charged with initiating legal procedures against anyone involved in the theft
or failure to protect PII, or fraudulent use of such data, could be more effective if they
were better equipped to do so. Our findings support the need to raise awareness for UoT
and those entrusted with storing PII, since protecting information related to someone’s
identity is of the utmost importance. Equally, it is essential to understand that once PII is
made available on the Dark Web, the question of whether someone may become a victim of
identity theft in the future is not if, but when.

The current study acknowledges limitations in predicting when PII that is acquired for
illicit purposes may be used for fraudulent purposes, and ongoing challenges to identify
the perpetrators. Future research is essential to deepen the understanding of how PII is
distributed and utilized on the Dark Web, and to explore innovative methods for tracking
and prosecuting identity theft crimes more effectively. Additionally, further studies could
investigate the psychological and social impacts of identity theft on victims to form more
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comprehensive support systems. Expanding upon these findings will be crucial as the
digital economy continues to grow, and the collection of PII becomes even more pervasive.
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