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1. PURPOSE sl
1.1. | This Information Security policy is the | Ylogleodl Yol dunidoll dowliwdl 0da 10

primary component of the Company's

Corporate Information Security
Framework, which shall include a set of
security ~documentation

consisting of policies,

information

standards and

procedures.

The objective of the Ooredoo Information

Security Policy is to ensure business

resilience with appropriate levels of

information security through preserving:

e Confidentiality - where access to
information/data shall be confined to
those with appropriate authority.

o Integrity - where information shall
be complete and accurate.  All
information and information assets

shall be accessible and delivered to
those authorized, at the time when it

is needed.
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shall operate precisely/accurately, >
according to appropriate Lolod éugllbodl Ulanlgod)
specifications.

e Availability - where information | “logteoll juogs JUA Uo yogil e
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2.1.

4.

This  policy covers all corporate
information assets including but not
limited to systems, applications and
networks or any physical asset owned by
the Company or operated by it.

SCOPE

This policy applies to all users who have
access to the Company's information
including Company employees,
consultants, contractors, sub-contractors,
vendors, suppliers and their employees
and anyone who has been provided access
to information or information assets
owned by Ooredoo or operated by it.

EXCEPTIONS

None

DEFINITION

In this policy, words and expressions shall have
the meanings assigned to them, unless the
context otherwise requires.
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3.1

4.1. | The Company: 84 0dl | 41
Ooredoo Q.PS.C., a Qatari Public | 66 doal o 84) 1 «g.8e.ct Ooredoo
Shareholding Company (Ooredoo). (Ooredoo) éwolc

4.2. | Information Assets: ) o _:8yiloglaoll Joo il | 4.2
Knowledge or data that has value to the 6——oaall Ols oLl 9l UL—‘°9'19°JI
Company. 68l

4.3. | Information systems: :Ologlooll olbs | 4.3
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Includes, but shall not be limited to,
applications, databases, operating
systems, networks and security devices
and any part of the Company's information
technology infrastructure.
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4.4. | Threats: : Ulyaadl | 4.4
Potential cause of an unwanted incident, ‘{Mlg 040 w9tso juc wal) dodno wu—w
which may result in harm to a system or 9l siloglao plbi I bl o L“‘““JJD
the Company. 68l

4.5. | Vulnerabilities: o :Olpeill | 4.5
Weaknesses in an asset or control that can Wologleo Jol sl 26 a0 b blaj sl Q\ag
be exploited by one or more threats. ouagil laldei wl 0hol oA rOUC“Q\D 9l

Al gl yaa
4.6. | Networks: Ol | 4.6

5.1.

Includes the telecommunications and any
information technology networks owned

by the Company or operated by it.
Policy Statement

Ooredoo Information Security Policies are
mandatory and shall be complied with by
all Company employees, consultants,
contractors, sub-contractors, vendors,
suppliers and their employees and anyone
who has been provided access to
information or information assets owned
by Ooredoo or operated by it.
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5.1

5.2.

Information Security Risk management
shall be wused to identify threats,

121 Ulogloodl (ol jolho 6)la] padi
Janl 1il 109 dulaialg Wliaillg Olaaaill

5.2

vulnerabilities, probability and impact to 84 il Ulogloo
the Company’s information assets.
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5.3. | Information  Security controls and | &2jbiadl Ulehadl g olnill JSL_wg biai | 5.3
countermeasures shall be implemented Wloglaodl ou8g sblaoll lasg
based on risks and value of the
information.

5.4. | Information Security requirements shall | ©logleoll Uol Obilnio Gbulig (siui ody | 5.4
be adopted and deployed within all | o Uliloally Glogleoll dokbil o o
information systems and processes in the 88 il
Company.

5.5. | Information Security Awareness Programs | Uols wayoill Gilong aoly 2 oiig @ 1Hgi| 6.5
and campaigns shall be conducted to | &oa cilbo] o 1AL JJig Ologlooll
ensure all stakeholders are aware of | Wlwluw wde dalowll wlanlg (adiuwoll
Ooredoo Information Security policies, . Ooredoo Wlogleo (ol Wielialg juleog
standards and procedures.

5.6. | RESPONSIBILITIES Oldgguuall | 5.6
5.6.1, The ultimate responsibility for Information | Ulogleoll Gl Ue duilaill dulg§duwuoll @&i | 5.6.1
Security in the Company rests with the | -updodl &jlall gl wile e 850l (o

respective Business Unit Chief Officer.
5.6.2 Each Business Unit line manager is | Ul Uo 23Ul Ge Jgguuo pilodl paodl g4y | 5.6.2
responsible for ensuring that their | Wwadleiollg Yuiddolly Uuoilall adlbgo
respective permanent and temporary staff Sy Loy &by e
under him/her are aware of: lay Jgoeoll Wlogleodl ol Wl wlb_w e
e The information security policies Loaloc Ulllho (O
applicable in their work areas. Uol Uc 8 A il oailJg§ o e

e Their personal responsibilities for B84 iU Ulogloo!
information security in the Company. Sloglao (ol Wi 20 J_olgill Olgis e

e Channels for approaching the Uob déleioll Liluwoll upgoay 84 il
Corporate Information Security team Uloglooall
on information security related
matters.

5.6.3.| All persons working for the Company, | <lguw .65l (sa) Gulolall Aol 60l4 Ughy | 5.6.3

including Company employees,

consultants, contractors, sub-contractors,

Uwasloiollg Gu i U1 gl 84 il (abbgo
Uscjgollg aygolly Ublll Uo Uyadleiollg
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vendors, suppliers and their employees
and anyone who has been provided access
to information or information assets
owned by the Company or operated by it
are responsible for adhering to all
applicable Information Security policies.
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5.6.4.

The Corporate Information Security
department shall be responsible for
ensuring the establishment, maintenance
and ongoing improvement of the
Information Security Framework for the
Company. This includes:

1) Establishment, maintenance and
improvement of Information Security
infrastructure, policies, standards,
processes.

2) Managing the Information Security
risk assessment program (risks to
Confidentiality, Integrity and
Availability of information)

3) Managing and performing
Information Security assessments for
the Company's information systems.

4) Launching, maintaining and
improving Information Security
awareness programs for the
Company's employees and
consultants.

5) Establishing Information Security
incident response teams and
reporting lines

6) Ensuring compliance to local
government and legal and
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5.6.4
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regulatory frameworks for
Information Security requirements.

81092a)l Olllbioll 2o wWolgll Glo—b (6
dudaodl duoudbiilly dudgilall Jblll g
Uloglooll (ol swlll

5.7. | PROCEDURES Olelpadl | 5.7
5.7.1| The Corporate Information Security | “lloollg Sleljall Glogloodl Gol 6)lal @b | 6.7.1
department shall establish the needful Suwludl 0ia Axaiil Gojudll
processes and procedures to implement

this policy.

5.8. | Policy Enforcement Suwboudl 30015 | 5.8
5.8.1.| All Ooredoo employees are independently | Ooredoo (salbbgo o wbgo J% Ugs, | S:8.1
responsible for reading, understanding oabg belyd e Jai_uwo JA i U980
and following the Information Security Wlogleol! (ol duuluw clilg

Policy.

5.8.2.| Each employee is also obliged to speak up | Ylogleo Uol &)la] LU wabgo J5 ojidag | 5.8.2
and raise concerns about actual or | -6loino gl dules OlAlail sl agags 64 il
possible violations to the Corporate
information Security Department.

5.8.3.| Any violation of this Policy by any of the | Uo éowbwll odal dlai] sl (sde wipiuw | 5.8.3
Company employees shall entail | 8JLagl a4, il (sabgo o ol ol
disciplinary action under the relevant | Jgoooll 6wl wdl laog éuuall Olelpayl)
Ooredoo policy. .Ooredoo 5o lay

5.9. | Policy Amendment and exception Suwluudl Slelidiowlg Joaoi | 5.9

5.9.1| This policy supersedes all previous | ¢Ol (sde ag b g 6wl —wdl oda (soli | 5.9.1
releases  (policy, circular, memos, | 9l Wl G elgw) s&Ludl Uljlapyl
instructions or any other form) on its | (Al J4u sl gl Glaei ol Wiibae gl logoos
subject-matter. lacgHgoy Wbloi Losd

5.9.2.| Any change to the provisions of this policy | Ul W dwluwdl oda olaal (e i éol | 5.9.2

shall be reviewed, and approved by the
Chief Executive Officer.
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REFERENCES

(Procedures, guidelines, and/or any
relevant document)

Qalyoll
Wla wilig gl gl/g Olawagil (Ol dh
(8l

Management Policy

6.1. | Procedures/Guidelines OUlayagill/ Oleljadl | 6.1
6.1.1| Vulnerability E2E Process Oheill dalleo] ddolliodl Oleljadl | 6.1.1
6.1.2 IT Infrastructure Setup Process Ulogloodl Laghidi éwoddil wud )i Dlelya] | 6.1.2
6.1.3| Telecom/Data Center Sites Installationand | »20J g JlocUl wudyid 8loliodl Ulelyn i | 6.1.3
Cabling E2E Process Ulogleoll jAljo g UUiUl gélgos JusLAI
6.1.4, Enterprise Risk Management Syl jblacll é)lay aulljaul aclgall | 6.1.4
Methodology Process
6.1.5.| Technology Change Management & | & blbAocll unglidill Syl é)lal Olelja] | 6.1.5
Planned Activity Process La) bbbAoll juc g
6.1.6.| Incident Management Process Oalgall é)la] Dlelyal | 6.1.6
6.2. | Relevant Documents diodl Ola Wilgll | 6.2
6.2.1. | Acceptable Use Policy Jgrboll oladibwdl Slwluw | 6.2.1
6.2.2. | Ani-Malware Policy &l Olbaodl o duloall duwlbow | 6.2.2
6.2.3. | Clear Screen Desk Policy ilholl (o Ulogloodl 8y 6wl —w | 6.2.3
Fguosll djanlg
6.2.4. | Encryption Policy ol duwlow | 6.2.4
6.2.5. | Enterprise Wireless Policy dudlw Wl 8400l Jwidl duwluw | 6.2.5
6.2.6. | Identity and Access Management Policy Ulogloodl sJ| Jgpgllg dugall 6)la] duwluw | 6.2.6
6.2.7. | Information Security Incident Ulogloodl ol Galga ylaf duwbuw | 6.2.7
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6.2.8. | Information Classification Policy Ulogloodl wains duwbow | 6.2.8
6.2.9. | Information Management Policy Ulogloodl 8)la] duwluw | 6.2.9
6.2.10.| Mobile Computing Policy &Jgonoll 6jandl duwbuw |6.2.10
6.2.11.| Network Security Policy O] (ol duwlow |6.2.11
6.2.12.| Vulnerability Management Policy Dol ouudig 6)la] duwlbow [6.2.12
6.2.13.| Protection of Personal Data Privacy Policy Suniudl SULul duogna dulon |6.2.13

7. VERSION HISTORY

Version Policy Reference

This policy is an extract of the Information Security

Apr 11,2018
PT Policy (reference POL/2018/12)
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