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Abstract
The market for security awareness products is rapidly grow-

ing, already larger than 1 billion USD. Despite these invest-
ments the number of threats and successful attacks is increas-
ing. Most awareness vendors focus their products on organisa-
tions and adult users. In this work we propose an approach to
raise security awareness by carrying cybersecurity scenarios
to children at school. We developed a comic in order to evoke
children’s interest in cybersecurity and tested the impact of
our comic by conducting an online survey at 3 japanese ele-
mentary schools. The survey was answered before reading,
directly after reading and 1 week after reading the comic.
N=130 pupils took part in all three questionnaires. This work
includes a description of our survey procedure and a report of
our preliminary quantitative and qualitative results on the chil-
dren’s level of cybersecurity understanding, if their perception
of cybersecurity is positive, and if they are interested in cy-
bersecurity after reading the comic. Our results show a need
for discourse after reading the comic, but it has high potential
to evoke children’s interest in the field of cybersecurity. In
our study cybersecurity terms are recalled, but children found
it difficult to describe them. Our findings can be helpful in
developing material that evokes the interest of young children
in cybersecurity as a field that can be explored.

1 Introduction

While cybersecurity threats are increasing, there are many
areas of conflict. One of these areas is the question about
responsibility. On the one hand there is the conflict that indi-
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viduals often perceive security as something that should be
done by experts and on the other hand cybersecurity experts
often blame the user for their behaviour [7]. Menges et al.
(2021) e.g. found the relationship between cybersecurity staff
and employees dysfunctional. [7] Structures make it difficult
to see what is being protected and only the occurrence of
incidents stands out. This creates an overall negative image of
cybersecurity. This negative image is built by negative com-
munication and negative language used when talking about
cybersecurity. [7] There are negative feelings that individ-
ual users have towards cybersecurity experts and negative
feelings that cybersecurity experts have towards individual
users [7]. This negative image might keep children away from
cybersecurity as a topic that should be part of their daily lives.
It is necessary to improve the image of cybersecurity on many
levels and especially appeal to the younger generation that cy-
bersecurity is something worth thinking and asking questions
about.

Various methods are used to create awareness of different
topics in education contexts. In this work we will present pre-
liminary results of a project that aims to make cybersecurity
a topic in children’s daily discourse. We developed a Cyber-
security Manga (japanese comic) and conducted an online
survey at 3 elementary schools in Chiba, Japan. The idea of
the comic is that it is ongoing and will become a series with
growing content. One advantage of a series is that the quality
can develop over time if its content is evaluated.

Our main interest for this research was to find out if our
comic increases. . .
RQ1 . . . children’s level of understanding of cybersecurity?
RQ2 . . . children’s positive perception about cybersecurity?
RQ3 . . . children’s interest in the field of cybersecurity?
RQ4 . . . children’s interest in choosing future career in the

field of cybersecurity?
We start by explaining security awareness, review exist-

ing literature on children’s security awareness and give an
overview on their challenges and findings. We then describe
our study procedure and the questionnaires we used as instru-
ments to collect feedback from the children regarding our
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comic. Our report will focus on advantages and challenges
we found during our quantitative and qualitative analysis, the
feedback we received and our future work decisions. We will
not present our results on RQ 4 due to page limitations.

2 Background on Children’s Cybersecurity
Awareness

Security Awareness Security Awareness "is not training.
The purpose of awareness presentations is simply to focus
attention on security." [11] Awareness material should allow
individuals to recognize IT security when they come across
situations, problems or concerns that require awareness and
appropriate action [11]. Awareness material is made for sensi-
tizing. Appropriate action would be secure behaviour. Secure
Behaviour requires not only awareness but information and an
understanding of what secure behaviour is. [4] In addition it
needs practise to gain experience. Prior experiences as well as
positive emotions and feelings towards a task or topic strongly
impact future behaviour and self-efficacy beliefs - the belief
in one’s own abilities and success [1].

Tools and Interventions to raise Children’s Security
Awareness There is a growing market for security aware-
ness products [4]. Awareness material for or even research on
privacy or security concerns of the elderly, teens and children
is still a niche [5]. In this work we focus on our experts of to-
morrow: Children. Tools and interventions for children to get
insights into cybersecurity issues have been a topic of interest
during the past few years. Giannakas et al. (2016) evaluated
a game called CyberAware to teach fundamentals of internet
safety and device protection before and after playing it with
6th grade children (n=43). The evaluation was mainly based
on the usability of the app itself. Key findings of their work
regarding the tool were, that 1⃝ the kids were unhappy with
the amount of reading [3]. Results regarding the understand-
ing of cybersecurity showed that it improved after playing the
game. [3] Zhang-Kennedy and Chiasson (2016) developed an
interactive e-book for kids on cybersecurity [6]. The effective-
ness of this e-book was evaluated by comparing two studies.
The first study was carried out by Zhang-Kennedy and Chias-
son (2016) in the US (n=22) [6] and the second one carried
out by Rouli (2021) in Canada (n=15) [8]. In both studies a
pair, child and parent, participated. [8] The canadian study
showed that 2⃝ cybersecurity knowledge increased after
reading the e-book in both studies. Further result of the study
in 2021 was that there were 3⃝ higher expectations and a
desire for explanations and 4⃝ "for effective narrative with
well-developed plot and good character development" [8].
Pencheva et.al. (2020) did a study based on workshops with
teachers on the topic IT security. They found that 5⃝ teachers,
parents but also peers are key contacts to motivate and
strengthen dialogue and interests in the topic [9].

Comics to raise Security Awareness - Hypothesis and Ex-
pectations With our comic we aim to address some of the
challenges outlined by the previous studies. We want to build
up interesting characters who experience a well-developed
plot. For this purpose we choose the format of an ongoing
comic series.
H1 Children’s level of understanding of cybersecurity in-

creases after reading the comic
H2 Children feel more positive toward cybersecurity after

reading the comic
H3 Children are interested in the field of cybersecurity after

reading the comic

3 Methodology

3.1 Cybersecurity MANGA for Children

The comic was developed at ICSCoE in Japan. Artist and
researchers worked close together, to create a full storyline for
the comic, with individual characters who each have their own
personalities. This study was carried out with the Japanese
version. The comic was made publicly available online in
Japanese, English and German language.1

Overall, the story takes place in a city called Cyberspace.
The characters who live in Cyberspace are technical devices
who interact with each other during their daily life [12]. The
technical devices are displayed as human characters of which
most of them care about their security. Symbols of care are
fashion accessories or for example a dog-like pet that accom-
panies the character and implies an antivirus program [12].
The main characters of the story experience situations like
an encounter with an unprotected device or becoming vic-
tim of a phishing attack. They are confronted with malware
and ransomware attacks and cannot be protected by their pet
companions [12]. The characters need help to get out of these
critical situations. Threats and villains are personified as dif-
ferent creatures who in the end want to take over the city.

Figure 1: Antivirus character and description in the comic.

1The English version of the comic can be found here:
https://tapas.io/series/EVERYDAY-ZERODAY/info
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Whenever a security term occurs in the comic it is ex-
plained in an additional text box. Figure 1 shows an example:
Antivirus is explained as "software to detect and remove com-
puter viruses" [12].

3.2 Evaluation Procedure
Recruiting and Sample To get first impressions on our
comic we managed to recruit pupils at 3 elementary schools
at Chiba Prefecture, Japan and received permission of the
school’s authorities, teachers and the parents of the children
to carry out our study. The majority of the children was in 6th
grade (average age = 12), see Table1.

Ethics None of our main institutions (Faculty for Computer
Science at Ruhr-University Bochum and the ICSCoE) has an
internal IRB. Our study procedure follows the Ethical Prin-
ciples and Guidelines for the Protection of Human Subjects
of Research of the Belmont report [2] and we are in detailed
contact with the Data Protection Officers at Ruhr-University
Bochum who give us feedback regarding our ethics docu-
ments for the ongoing project. We followed data protection
policies and provided a study description including data han-
dling and consent forms to the schools and the parents before
the study began. The researchers visited the schools to ex-
plain the study purpose and the procedure. All parties were
informed that they could terminate participating in the study
at any time without any consequences.

Procedure When the researchers visited the schools to ex-
plain the study purpose and the procedure they handed a sheet
of paper to the teachers with the instructions. The teachers
handed out the sheets in class. The material was handed out
to 500 children. On the sheet were four QR codes that lead to
the different tasks:

• QR Code 1 - access to the before reading questionnaire
• QR Code 2 - access for reading the comic
• QR Code 3 - access for the after reading questionnaire
• QR Code 4 - access to the week after reading question-

naire

3.3 Survey Contents
Demographic Questions In the before reading questionnaire
we added questions about demographic information like the
grade at school and gender. We additionally asked for the
familiarity with reading Manga and how often they use tech-
nical devices (Options were: every day, a few times a week, a
few times a month, a few times a year, never).

Questionnaire Every participating child got an ID they had
to type in. Via this ID, the questionnaires could be assigned
to each other without using the children’s names. The first
question that was part of all three questionnaires was How
do you feel about cybersecurity (RQ2). (Options were: I

think it’s very cool, I think it’s cool, I feel neutral about it, I
don’t think it’s cool. I don’t think it’s cool at all, I don’t know.)
With this item we tried to measure the first impressions our
comic makes and if the children see cybersecurity as some
interesting, attractive topic and something worth spending
time with.

To measure children’s understanding about cybersecurity
terms that are used in the comic we asked them to select the
words they know and which they identify as a cybersecu-
rity word. (RQ1) (Options were: Anti-virus software, termi-
nal quarantine, access monitoring, digital forensics, access
control, firewall, C&C server, malware, ransomware, data
encryption, secure communication, I don’t know). A follow
up question was a free text field in which the children had to
describe the selected words.

To measure whether or not the field becomes more in-
teresting (RQ3), we evaluated the additional comments
and suggestions the children left in a free text field.

3.4 Data Analysis

Qualitative questionnaire data Our qualitative data from
the questionnaire will be the comments and descriptions the
children made in the free text fields, for H1 and H3. We anal-
ysed the statements in MAXQDA to gather information on
feedback regarding the comic and regarding our hypothesis if
the children show any interest, emotions or insecurity towards
our material. We used both inductive and deductive approach
in the software MAXQDA for data analysis [10].

These findings are essential for developing our study design
and in a further step to improve our material for future work.

Quantitative questionnaire data We present first results of
our descriptive analysis from our questionnaires. Originally
the number of responses differed from n=172 before reading,
n=157 after reading and n=133 one week after reading. For
our statistical analysis we only considered the responses of
the children who took part in all three questionnaires (n=130),
see also Table1.

Table 1: Overview of those children who completed all three
questionnaires (before reading, after reading and 1 week after
reading)

Children who completed all questionnaires N = 130
Sex
Female 50
Male 71
No answer 48
Grade
6th 130
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4 Preliminary Results: Opportunities, Chal-
lenges and Limitations

In this section we present our findings regarding our research
hypothesis with a special focus on opportunities and method-
ological challenges. 1⃝ we did in general not receive com-
ments regarding the amount of reading.

2⃝ Childrens level of understanding of cybersecurity
was measured in form of a knowledge recall. Directly after
reading the children recognized the cybersecurity words in
our questionnaire and marked them as known words more
often. Example: Before reading the most known word by 33
of the 130 children (25%) was the Antivirus Software. The
other terms were all known by less than 15 % of the children.
After reading 89 (68 %) of the children recognized the word
Antivirus Software. 1 week after reading 67 % of the children
still recognised this term. Our Results regarding children’s
understanding [H1] are limited because we only have quanti-
tative data about whether they recall a term - understanding is
more than that. The qualitative results show that children did
not make use of our free text field the way we asked them to
and that they did not describe what they think these cybersecu-
rity terms mean. On the other hand children commented that
"[they’ve] learned from the comic"(7 Comments) Figure2.

Figure 2: Quanlitative results from our comments and sugges-
tions free text field

Childrens feelings toward cybersecurity [H2] Regarding
children’s 3⃝ expectations and a desire for explanations we
found that our material seems to be difficult to understand. 10
comments on difficulty and 3 on language specific presenta-
tion led us to this assumption. Statements on difficulties were
for example that "the manga was a little bit confusing" or "it
would be easier [...] to understand if the language of cyber
security were made simpler". Figure2 5⃝ We conclude that
there is a need for discourse of the comic after reading
but we can definitely see it as an opportunity that children
seem to ask questions and want to learn more about the topic.
Our quantitative results show that the number of children who
think that cybersecurity is a cool or very cool topic increased
from 47 (36 %) before reading to 79 (61 %) after reading.
In Figure2 we see that it left positive impressions like: it
was "amazing"(1 comment), "good"(1 comment), "cool"(5
comments), "funny"(12 comments) or "interesting"(15 com-
ments). Our results additionally show that 4⃝ children are
more interested in the topic after reading and that they
liked our story and plot [H3]. Comments like "I am inter-
ested in continuing the story of the manga" or "It was very
interesting. I would like to see the rest of the story" lead us to
the assumption that this comic format might have potential to
evoke interest in the field of cybersecurity.

5 Future Work

We found out that the majority of the comments regarding
impressions, interest and difficulties are made directly after
reading the comic. In addition, the overall amount of com-
ments is bigger directly after reading the comic. Our future
work plan is to further investigate children’s understanding
and experiences of cybersecurity to improve our study mate-
rial and procedure. In the planned study we will directly create
a discourse after reading the material, let the children ask their
questions in class and talk about their experiences with our
comic and the cybersecurity scenarios in the story. We hope
that we can find out more about what children take home from
reading our material, what was difficult to understand and if
our comic strengthens self-efficacy beliefs of children in their
own abilities to safely interact with technical devices [1] [5].
It is still an open question if the children are able to do the
transfer from a created universe to their own life. Furthermore,
we as security experts have to make cybersecurity scenarios,
the communication about it [7] and term descriptions easier
to understand for children and those we want to address and
educate.
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