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QUESTION 1

When an access policy is created, what is the default option for the Application Settings?
A. Use Global Policy Applications Settings

B. Define the Applications Custom Setting

C. Set all applications to Block

D. Set all applications to Monitor

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA_ UserGuide_ 11 7/b_ WSA _
UserGuide_11_7_chapter_01111.html

QUESTION 2

Which two features on the Cisco WSA help prevent outbound data loss for HTTP or FTP traffic? (Choose two.)
A. web reputation filters

B. Advanced Malware Protection

C. third-party DLP integration

D. data security filters

E. SOCKS proxy

Correct Answer: CD

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-5/user_guide/b_WSA_ UserGuide_11 5 1/b WS
A_UserGuide_11 5 1 chapter_010000.pdf

QUESTION 3

Which two modes of operation does the Cisco WSA provide? (Choose two.)
A. connector

B. proxy

C. transparent

D. standard

E. explicit

Correct Answer: CE
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Reference: https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2013/CVD-
WebSecurityUsingCiscoWSADesignGuide-AUG13.pdf

QUESTION 4

Which response code in the access logs indicates that a transaction was blocked due to policy?
A. TCP_DENIED/407

B. TCP_DENIED/401

C. TCP_DENIED/403

D. TCP_DENIED/307

Correct Answer: A

Reference: https://docuri.com/download/instructions_59a8d562f581719e12ad43fe_pdf

QUESTION 5

What must be configured to require users to click through an acceptance page before they are allowed to go to the
Internet through the Cisco WSA?

A. Enable End-User Acknowledgement Page and set to Required in Identification Profiles

B. Enable End -User URL Filtering Warning Page and set to Required in Identification Profiles
C. Enable End-User Acknowledgement Page and set to Required in Access Policies

D. Enable End-User URL Filtering Warning Page and set to Required in Access Policies
Correct Answer: C

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_chapter_010100.html

QUESTION 6
A user browses to a company website that is categorized as "Business and Industry" and contains a Facebook post.

The user cannot see the Facebook post because the category "Social Networking" is blocked. Which configuration
allows the user to see the Facebook post?
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O A gwebsite may embed or refer to content rhat is categorized as a different category, or that is considered an application. For example, a News
web site could contain content categorized as Streaming Video, and the action selected for its own category/application, regardless of what
web site it is embededed in. Use this table to set exceptions (e.g., to permit all content referred firom News web sites, or from a custom category.)

[v| Enable Referrer Exceptions

Set Exception for Content Referred by These Categories: | Set Exception for This Referred Content:

Business and Industry |selected embedded / referred content |v| Categories: Social Networking
Applications: Click to select applications...

A web site may embed or refer to content that is categorized as a different category, or that is considered an application. For example, a News
web site could contain content categorized as Streaming Video, and the action selected for its own category/application, regardless of what
web site it is embedded in. Use this table to set exceptions (e.g., to permit all content referred from News web sites, or from a custom category.)

[v] Enable Referrer Exceptions

Set Exception for Content Referred by These Categories: | Set Exception for This Referred Content:

Social Networking IAH embedded / referred content |v|

A web site may embed or refer to content that is caregorized as a different category, or that is considered an application. For example, a News
web site could contain content categorized as Streaming Video, and the action selected for its own category/application, regardless of what
web site it is embedded in. Use this table to set exceptions (e.g., to permit all content referrved from News web sites, or from a custom category.)

[v] Enable Referrer Exceptions

Set Exception for Content Referred by These Categories: | Set Exception for This Referred Content:

Social Networking |All embedded / referred content except [VJ Categories; Business and Industry
Applications: Click to select applications...

© b. A web site may embed or refer to content rhat is categorized as a different category, or that is considered an application. For example, a News

web site could contain content categorized as Streaming Video, and the action selected for its own category/application, regardless of what
web site it is embedded in. Use this table to set exceptions (e.g., to permit all content referred from News web sites, or from a custom category.)

[v] Enable Referrer Exceptions

Set Exception for Content Referred by These Categories: | Set Exception for This Referred Content:

Business and Industry All embedded / referred content except |\/| Categories: Social Networking
Applications: Click to select applications...

A. Option A
B. Option B
C. Option C
D. Option D
Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA_ UserGuide_11 7/b_WSA _
UserGuide_11_7_chapter_01001.html

QUESTION 7

What is the function of a PAC file on a Cisco WSA?

300-725 PDF Dumps | 300-725 Practice Test | 300-725 Braindumps 4/8


https://www.leads4pass.com/300-725.html
https://www.leads4pass.com/300-725.html
https://www.leads4pass.com/300-725.html

https://lwww.leads4pass.com/300-725.html
2024 Latest leads4pass 300-725 PDF and VCE dumps Download

A. The file allows redirection of web traffic to a specific proxy server

B. The file is mandatory for a transparent proxy to redirect user traffic

C. The file provides instructions about which URL categories are permitted
D. The file is mandatory for an explicit proxy to forward user traffic

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/116052-config-webauth-
proxy-00.html

QUESTION 8

What are all of the available options for configuring an exception to blocking for referred content?
A. all embedded/referred and all embedded/referred except

B. selected embedded/referred except, all embedded/referred, and selected embedded/referred
C. selected embedded/referred and all embedded/referred except

D. all embedded/referred, selected embedded/referred, and all embedded/referred except
Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA_ UserGuide_11_ 7/b_WSA_
UserGuide_11_7_chapter_01001.html (procedure)

QUESTION 9

What must be configured first when creating an access policy that matches the Active Directory group?
A. authentication, authorization, and accounting of groups

B. FQDN specification

C. authentication realm

D. authorized groups specification

Correct Answer: C

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118005-configure-ntim-00.html

QUESTION 10
By default, which two pieces of information does the Cisco WSA access log contain? (Choose two.)

A. HTTP Request Code
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B. Content Type

C. Client IP Address
D. User Agent

E. Transaction ID

Correct Answer: AC

QUESTION 11

Which two sources provide data to Cisco Advanced Web Security Reporting to create dashboards? (Choose two.)
A. Cisco WSA devices

B. Cisco ISE

C. Cisco ASAv

D. Cisco Security MARS

E. Cisco Cloud Web Security gateways

Correct Answer: AE

Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/WSA_Advanced_Reporting_
6/Advanced_Web_Security_Reporting_6_1.pdf

QUESTION 12

Which information within Cisco Advanced Web Security Reporting is used to generate a report that lists visited
domains?

A. URL categories

B. web reputation

C. websites

D. application visibility
Correct Answer: A

Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/WSA_Advanced_Reporting_
6/Advanced_Web_Security_Reporting_6_6.pdf (39)

QUESTION 13

What is a benefit of integrating Cisco Cognitive Threat Analytics with a Cisco WSA?
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A. It adds additional information to the Cisco WSA reports

B. It adds additional malware protection to the Cisco WSA

C. It provides the ability to use artificial intelligence to block viruses
D. It reduces time to identify threats in the network

Correct Answer: D

Reference: https://www.ironportstore.com/datasheets/data_sheet_c78-729630.pdf

QUESTION 14

When a Cisco WSA is installed with default settings, which port is assigned to the web proxy if the M1 port is used
exclusively for management?

ATl
B. P2
C.T2
D.P1
Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-5/user_guide/b_WSA_ UserGuide_11 5 1/b WS
A _UserGuide_11 5 1 chapter_01.html

QUESTION 15
DRAG DROP
Drag and drop the Cisco WSA methods from the left onto the correct deployment modes on the right.

Select and Place:
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WCCP

PAC

PBR

Correct Answer:

You could use an explicit setting (browser config/PAC/WPAD) or transparent (WCCP/PBR) to point to the first proxy and
then the first proxy will route based on category to one of the two upstream proxies based on your policy configuration.
Reference: https://community.cisco.com/t5/web-security/route-to-wsa-based-on-destination/td-p/2491179

300-725 PDF Dumps 300-725 Practice Test 300-725 Braindumps

300-725 PDF Dumps | 300-725 Practice Test | 300-725 Braindumps 8/8


https://www.leads4pass.com/300-725.html
https://www.leads4pass.com/300-725.html
https://www.leads4pass.com/300-725.html
http://www.tcpdf.org
https://www.leads4pass.com/300-725.html
https://www.leads4pass.com/300-725.html
https://www.leads4pass.com/300-725.html

