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QUESTION 1

An engineer is configuring device-hardening on a router in order to prevent credentials from being seen if the router
configuration was compromised. Which command should be used?

A. service password-encryption

B. username privilege 15 password
C. service password-recovery

D. username password

Correct Answer: A

QUESTION 2

Why would a user choose an on-premises ESA versus the CES solution?
A. Sensitive data must remain onsite.

B. Demand is unpredictable.

C. The server team wants to outsource this service.

D. ESA is deployed inline.

Correct Answer: A

QUESTION 3

Which Cisco command enables authentication, authorization, and accounting globally so that CoA is supported on the
device?

A. aaa server radius dynamic-author

B. aaa new-model

C. auth-type all

D. ip device-tracking

Correct Answer: B

aaa server radius dynamic-author Sets up the local AAA server for the dynamic authorization service, which must be
enabled to support the CoA functionality to push the policy map in an input and output direction, and enters dynamic

authorization local server configuration mode.

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/15-sy/sec-usr-aaa-15-sy-book/sec-rad-
coa.html
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QUESTION 4

Which solution combines Cisco 10S and I0S XE components to enable administrators to recognize applications, collect
and send network metrics to Cisco Prime and other third-party management tools, and prioritize application traffic?

A. Cisco Security Intelligence

B. Cisco Application Visibility and Control
C. Cisco Model Driven Telemetry

D. Cisco DNA Center

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/td/docs/ios/solutions_docs/avc/guide/avc-user-
guide/avc_tech_overview.html

QUESTION 5

What is a feature of the open platform capabilities of Cisco DNA Center?
A. intent-based APIs

B. automation adapters

C. domain integration

D. application adapters

Correct Answer: A

The Cisco DNA Center open platform for intent-based networking provides 360-degree extensibility across multiple
components, including:

?
Intent-based APIs
?

Process adapters,

?

Domain adapters,

?

SDKs
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QUESTION 6

Why is it important to patch endpoints consistently?

A. Patching reduces the attack surface of the infrastructure.
B. Patching helps to mitigate vulnerabilities.

C. Patching is required per the vendor contract.

D. Patching allows for creating a honeypot.

Correct Answer: B

QUESTION 7

Which Cisco security solution provides patch management in the cloud?
A. Cisco Umbrella

B. Cisco ISE

C. Cisco CloudLock

D. Cisco Tetration

Correct Answer: D

QUESTION 8

Which RADIUS feature provides a mechanism to change the AAA attributes of a session after it is authenticated?
A. Authorization

B. Accounting

C. Authentication

D. CoA

Correct Answer: D

QUESTION 9
Which feature does the laaS model provide?

A. granular control of data
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B. dedicated, restricted workstations
C. automatic updates and patching of software
D. software-defined network segmentation

Correct Answer: C

QUESTION 10

What are two functionalities of SDN southbound APIs? (Choose two.)

A. Southbound APIs from the interface between the SDN controller and business applications.

B. Application layer programs communicate with the SDN controller through the southbound APIs.

C. OpenFlow is a standardized southbound API protocol used between the SDN controller and the switch.
D. Southbound APIs form the interface between the SDN controller and the network switches and routers.
E. Southbound APIs provide a programmable interface for applications to configure the network.

Correct Answer: DE

QUESTION 11
What is a functional difference between Cisco AMP for Endpoints and Cisco Umbrella Roaming Client?

A. The Umbrella Roaming client stops and tracks malicious activity on hosts, and AMP for Endpoints tracks only URL-
based threats.

B. The Umbrella Roaming Client authenticates users and provides segmentation, and AMP for Endpoints allows only for
VPN connectivity

C. AMP for Endpoints authenticates users and provides segmentation, and the Umbrella Roaming Client allows only for
VPN connectivity.

D. AMP for Endpoints stops and tracks malicious activity on hosts, and the Umbrella Roaming Client tracks only URL-
based threats.

Correct Answer: B

QUESTION 12

DRAG DROP Refer to the exhibit.
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TACACS

10.1.1.10

An engineer must configure a Cisco switch to perform PPP authentication via a TACACS server located at IP address
10.1.1.10. Authentication must fall back to the local database using the username LocalUser and password
C1%$c0445915422! if TACACS server is unreachable.

Drag and drop the commands from the left onto the corresponding configuration steps on the right.

Select and Place:

tacacs-server key

aaa new-model

aaa authentication ppp test group tacacs+ local

tacacs-server host 10.1.1.10

Enable the AAA security services.

Define the shared encryption password.

Specify which TACACS server to use.

Define authentication method.
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Correct Answer:

aaa new-model
tacacs-server key l
tacacs-server host 10.1.1.10 |

aaa authentication ppp test group tacacs+ local

QUESTION 13

An engineer configured a new network identity in Cisco Umbrella but must verify that traffic is being routed through the
Cisco Umbrella network. Which action tests the routing?

A. Ensure that the client computers are pointing to the on-premises DNS servers.

B. Enable the Intelligent Proxy to validate that traffic is being routed correctly.

C. Add the public IP address that the client computers are behind to a Core Identity.
D. Browse to http://welcome.umbrella.com/ to validate that the new identity is working.

Correct Answer: D

QUESTION 14
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Which feature within Cisco Umbrella allows for the ability to inspect secure HTTP traffic?
A. File Analysis

B. SafeSearch

C. SSL Decryption

D. Destination Lists

Correct Answer: C

Reference: https://support.umbrella.com/hc/en-us/articles/115004564126-SSL-Decryption- in-the-IntelligentProxy

QUESTION 15

Which two parameters are used to prevent a data breach in the cloud? (Choose two.)
A. DLP solutions

B. strong user authentication

C. encryption

D. complex cloud-based web proxies

E. antispoofing programs

Correct Answer:. AB
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