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QUESTION 1

What are two tenants of establishing an SD-perimeter? (Choose Two)
A. Securing app access

B. Securing network access

C. Securing device access

D. Securing userdevice trust

E. Securing endpoints

Correct Answer: AB

QUESTION 2

What is a key feature of Duo?

A. Provides SSL VPN

B. Authenticates user identity for remote access
C. Automates policy creation for IT staff

D. Supports pxGrid

Correct Answer: B

QUESTION 3

Which two attack vectors are protected by NGFW? (Choose Two)
A. Mobile

B. Email

C. Cloud

D. Web

E. Data Center

Correct Answer: CE

QUESTION 4

Which feature of Cognitive Intelligence can separate statistically normal traffic from anomalous traffic?
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A. Trust modeling

B. Anomaly modeling
C. Anomaly detection
D. Event classification

Correct Answer: D

QUESTION 5

Which two security risks are created by legacy approaches to networking? (Choose Two)
A. user vulnerability

B. network downtime

C. slow containment

D. access points

E. large attack surtace

Correct Answer: CE

QUESTION 6

Which feature of ISE has the capability to encounter a device new on the market and correctly profile it to onboard it
quickly and easily?

A. Context-aware access

B. Centralized policy management
C. Platform exchange grid

D. Device profiling

Correct Answer: D

QUESTION 7

Which statement best embodies trust-centric security?

A. Protect users from attacks by enabling strict security policies.

B. Prevent attacks via an intelligence-based policy then detect, investigate, and remediate.

C. Verify before granting access via identity-based policies for users, devices, apps, and locations.
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D. Verify before granting access via MDM software.

Correct Answer: C

QUESTION 8

Which two attack vectors are protected by Visibility and Enforcement? (Choose Two)
A. Mobile

B. Email

C. Web

D. Endpoints

E. Cloud

Correct Answer:. AD

QUESTION 9

Which two products are involved in granting safe access to apps? (Choose Two)
A. TrustSec

B. ISE

C. SD-Access

D. Duo

E. ACI

Correct Answer: BD

QUESTION 10

Which two loT environment layers are protected by ISE? (Choose Two)
A. Endpoints

B. Internet/Cloud

C. Things

D. Control Layer

E. Access Points

Correct Answer: BC
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QUESTION 11

What are three main solutions areas for Advanced Threat? (Choose Three)
A. Threat Defense

B. Intrusion Analytics

C. Threat Analytics

D. Network Analytics

E. NGFW

F. Malware Protection

Correct Answer. CDF

QUESTION 12

Which feature of StealthWatch aggregates and normalizes NetFlow data?
A. FlowCollector

B. Advanced malware protection

C. Forensic investigation

D. Netflow analytics

Correct Answer: A

QUESTION 13

What does Cisco provide via Firepower\\'s simplified, consistent management?
A. Reduced complexity

B. Higher value

C. Improved speed to security

D. Reduced down time

Correct Answer: A

QUESTION 14

What is a key feature of Application Visibility and Control?
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A. Automated remediation APIs

B. Scalable policy inheritance

C. Retrospective security

D. Control of protocol-hopping apps that evade traditional firewalls

Correct Answer: D

QUESTION 15

Which too products are involved in discovering classifying and verifying profiles? (Choose Two)
A. Industrial Network Director

B. Duo

C. Cisco Security Connector

D. Advanced Malware Protection

E. Identity Services Engine

Correct Answer: BE
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