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ABSTRACT

A key need in different disciplines is to perform analytics over
fast-paced data streams, similar in nature to the traditional OLAP
analytics in relational databases — i.e., with filters and aggregates.
Storing unbounded streams, however, is not a realistic, or desired
approach due to the high storage requirements, and the delays
introduced when storing massive data. Accordingly, many syn-
opses/sketches have been proposed that can summarize the stream
in small memory (usually sufficiently small to be stored in RAM),
such that aggregate queries can be efficiently approximated, with-
out storing the full stream. However, past synopses predominantly
focus on summarizing single-attribute streams, and cannot handle
filters and constraints on arbitrary subsets of multiple attributes
efficiently. In this work, we propose OmniSketch, the first sketch
that scales to fast-paced and complex data streams (with many
attributes), and supports count aggregates with filters on multiple
attributes, dynamically chosen at query time. The sketch offers
probabilistic guarantees, a favorable space-accuracy tradeoff, and
a worst-case logarithmic complexity for updating and for query
execution. We demonstrate experimentally with both real and syn-
thetic data that the sketch outperforms the state-of-the-art, and that
it can approximate complex ad-hoc queries within the configured
accuracy guarantees, with small memory requirements.
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1 INTRODUCTION

Filters and aggregates constitute the workhorse of data analytics,
and are implemented in all databases. Accordingly, indexing and
storage techniques have been implemented to answer such queries
efficiently, even over big data. When it comes to streaming data
that cannot be stored or real-time queried in its entirety, the go-to
techniques are based on sketches [5]: small-memory data structures
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that summarize the stream and can subsequently be used to execute
aggregate queries. Example sketches from the literature support
estimation of counts, norms, and join aggregates [2, 6, 23]), estima-
tion of set sizes [9], and identification of frequent items and heavy
hitters [4].

Despite being heavily used, most sketches to date focus on sum-
marizing the frequency distribution based on a single attribute, or
a pre-chosen combination of attributes. Consider, for example, the
domain of network monitoring, where the Count-min sketch finds
frequent applications for statistics maintenance [6]. A standard [Pv4
packet header defines at least 13 fields/attributes, including version,
header length, total length, the DSCP code point, source and desti-
nation address, protocol, and possibly one or more of 30 additional
options. To be able to estimate the number of packets that satisfy a
combination of attribute values (defined at query time), we need to
construct a sketch that uses as a key the combined values on these
attributes (e.g., their concatenation). As a running example, con-
sider the simplified IPv4 headers stream of Figure 1, which contains
4 of the 13 attributes. To summarize the distribution of the number
of packets sent by each IP address, we need one sketch constructed
using ipSrc as the key. One additional sketch on ipDest is needed
for summarizing the number of packets received by each IP address.
If we also want to summarize the number of packets exchanged
between any two IP addresses, we need to maintain a sketch that
uses the concatenation of the source-destination IP addresses as
the key. The number of sketches that need to be maintained to
support arbitrary predicates (in this example, any sub-combination
of the 13 fields contained in the header) totals to O(2!3) - the size
of the powerset. Generalizing this to arbitrary use cases, estimating
the frequency distribution for all sub-combinations of p predicates
requires maintenance of 2 — 1 sketches. This is clearly infeasible,
both because of space requirements and strict efficiency constraints
that arise in the context of data streams. !

Our Contributions. In this work, we propose, analyze, and eval-
uate a novel sketching tool, termed OmniSketch, that effectively
addresses both space and time efficiency by combining sketching
with sampling. OmniSketch, combines the compactness of sketches,
which is necessary for reducing the memory constraints, with the
generality of sampling, which is key for supporting general queries,
on predicates that are dynamically decided at query time. In a nut-
shell, an OmniSketch for summarizing a p-attribute data stream
consists of p individual small-memory sub-sketches, each similar

!The recently proposed Hydra sketch [20] for multi-dimensional streams, addresses
space constraints by hashing/summarizing the contents of all 27 sub-sketches in
the same sketch space. Still, as we also discuss later, Hydra’s sketch maintenance
complexity remains O(2?), which is simply not viable in real-world streaming use
cases, where the number of attributes p can be high (e.g., tens or hundreds).
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to a Count-Min sketch. However, unlike Count-Min sketches, the
cells in the OmniSketch sub-sketches contain fixed-size summaries
of all records that hash into them. At query time, the sub-sketches
that are relevant to the query, and the relevant cells from each
sub-sketch, are located and queried to estimate the answers. Unlike
previous work, OmniSketch offers computational complexity (for
both updates and queries) that scales linearly with the number of
attributes — instead of exponentially — rendering it the only vi-
able, general-purpose solution, to date, for summarizing fast-paced
streams with many attributes in small space. Our sketch is backed
by a theoretical analysis for providing formal error guarantees, and
an automated initialization algorithm that builds on the theoretical
analysis to fully utilize the available sketching memory.

We evaluate OmniSketch experimentally on both real and synthe-
tically-generated streams, and compare it with Hydra, the state-
of-the-art competitor. Our experiments confirm that OmniSketch
is the only viable option for summarizing complex streams, and
comes with a favorable complexity-accuracy tradeoff. In contrast,
Hydra becomes extremely slow when summarizing streams with
five or more attributes, and therefore fails to effectively summarize
fast-paced streams.

Roadmap. The remainder of the paper is structured as follows. In
Section 2 we present the preliminaries and discuss the related work.
In Section 3 we present OmniSketch and analyse its theoretical
properties, whereas Section 4 summarizes our experimental results.
We summarize the work and conclude with future plans in Section 5.

2 PRELIMINARIES AND RELATED WORK

Preliminaries. OmniSketch inherits the basic structure of Count-
Min sketches [6], and builds on the theory of k-minwise hash-
ing [22]. We will now briefly present these two works, to the depth
required for understanding our work.

Count-Min sketch. The Count-Min sketch, proposed by Cormode
and Muthukrishnan in 2005 [6], became the de facto sketch for the
summarization of distributions of data streams. A Count-Min sketch
CM is a 2-dimensional array of width w and depth d, accompanied
by d pairwise-independent hash functions that map the input to
the range {1,...w}. Let CM[j, h;(-)] denote the counter at row
J, column hj(-) in the 2-dimensional array. A record r (e.g., an
IP address) is added once to the sketch by increasing the count
at CM[j, hj(r)] for j € {1...d}. The number of arrivals of any
query q in the stream is estimated by finding the corresponding
cells CM[j, hj(q)] per row j and returning the minimum count, i.e.,
f(q) = minje(y..qy (CM[J, hj(g)]). Due to hash collisions (items
other than g that fall in the same counters) f (g) is potentially an
overestimate of the true frequency f(q). By setting w = [e/€] and
d = [In(1/6)], we have that f(q) — f(q) < eN with probability
> 1— 8, where N is the length of the stream.

Count-Min sketches also support range queries, by decomposing
ranges to canonical covers [6]. Adding support for range queries
for an attribute a increases the space and time complexity roughly
by a factor of O(log(|D(a)|)), where D(a) denotes the attribute’s
domain.

Due to the attractive cost-accuracy tradeoff of Count-Min sketches,
it is also possible to maintain multiple sketches on fast-paced data
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streams, each summarizing one attribute. For example, the stream of
our running example (Figure 1) could be summarized on 4 individual
Count-min sketches, thereby enabling frequency estimations with
any one of the following four filtering conditions: WHERE ipSrc=?,
WHERE ipDest=?, WHERE totallLen=?, WHERE dscp=? (with ? de-
noting the predicate value). However, Count-min sketches do not
support multiple predicates in the same query, e.g., WHERE ipSrc=?
AND ipDest=?.If these predicate combinations are known before
observing the stream, then a single sketch can be built for each of
these combinations, indexing the concatenation of the attributes.
For example, to support the query WHERE ipSrc=? AND ipDest=?,
we can construct a composite key for each record <ipSrc, ipDest>,
and summarize these in a sketch. Then, queries that have both
attributes in the predicates set can be answered by constructing the
query’s composite key in a similar way, and querying for it. How-
ever, if these predicate combinations are not known beforehand,
or if we want to enable the user to query with arbitrary attribute
combinations, summarization of a stream with n attributes requires
the construction of 2" — 1 sketches, for covering all possible com-
binations of predicates. Therefore, this approach is not a viable
solution, in terms of both time and space complexity. 2

K-minwise hashing. In this work, we rely on minwise hashing
to estimate the cardinality of the intersection of multiple sets. The
key idea behind all minwise hashing schemes is to hash all items
in each set using one or more hash functions, and to keep only the
B items with the smallest hash values per hash function as samples
of each set. The size of the intersection of these samples for the
different sets can then be scaled to estimate the cardinality of the
intersection of the sets.

The K-minwise hashing algorithm that we will be using in this
work estimates the sets intersection cardinality as follows [22]: Let
R1, Ry, ..., Ry denote the p sets for which we want to estimate the
cardinality of their intersection. First, we construct the summary
S; for each set R; by hashing each item with a global hash function
g() — {0, 1}% and retaining the B smallest hash values, with b set
to at least [log(4B%>/5)]. The cardinality of the intersection of p
sets |[Rn| = [R1N. .. Rp| can then be estimated from these summaries

A P
as Rn = | N Si| * nmax/B with npax = max‘;)=1 |R;|. This estimate
i=1

comes with (e, §) guarantees when Rn > 3nmay log(2p/5)/(Be?).
When the above condition fails, a weaker bound can be shown:
0 < |Rn| < 4nmay log(2p/8)/(Be?), with probability 1 — 5vB.

We chose K-minwise hashing over other sampling methods, since
this algorithm has been shown to perform equally well or outper-
form other sampling methods (including [3, 16, 18]), and has space
complexity that nearly matches the theoretical lower bound for the
problem [22]. Furthermore, the chosen algorithm also works with
streaming data, as the samples can be maintained incrementally.

2Note that building a Count-Min sketch on the composite key comprising all n at-
tributes is also not a viable solution. Besides the obvious dimensionality curse problem
for large n, such a sketching structure offers no space- or time-efficient way of handling
“don’t care” attributes (for which no value constraints are specified) when querying
with dynamic predicates on arbitrary attribute subsets. Possible approaches would
still require a space/time blowup that is exponential in n.



ipSrc ipDest totalLen dscp
131.1.2.1 23.11.1.2 40 0
147.3.4.7 147.3.4.8 48 32
147.3.4.7 147.3.4.8 56 32
147.3.4.7 147.3.4.9 56 8
147.3.4.8 147.3.4.7 40 32
Figure 1: A (simplified) stream, used as the
running example. A sample query with mul-
tiple predicates on this stream may be, e.g,

SELECT COUNT(*) FROM stream WHERE ipSrc=131.2.2.1 AND
ipDest=142.1.4.7 AND totallLen>4@ AND dscp=0

The stream model and supported queries. The input data is a
stream of records, e.g., similar to the records of our running example
of Figure 1. Let A = {ay, ay, .. ., a|ﬂ|} denote the stream attributes
(in the running example, ipSrc, ipDest, totalLen, dscp). Each record
also comes with a unique record id (rid), denoted by a¢ - if no record
keys exist, such unique rids can be easily constructed at ingestion
time (e.g., using an arrival counter). We assume a landmark stream
query model [21], where a query is posed any time while the stream
is ingested and refers to all stream arrivals until that time. 3 Formally,
let R = {reci,recy,...recy} denote the stream arrivals up until
query time. The query q is a count query, comprising a conjunction
of selection predicates for any subset {a;, aj, ag, ...} of A:

Count (rec € R | rec satisfies g = qi A qj A g . ..)

where each predicate g; can be a disjunction of range and equality
predicates on an individual attribute a;.

Other Related Work. The state-of-the-art sub-population sketch
for multi-dimensional data streams is Hydra [20]. At the outer
layer, Hydra consists of a Count-Min sketch of width w and depth
d, accompanied with d pairwise-independent hash functions that
map the input domain to [1...w]. Each cell in this sketch contains
a nested universal sketch [19], for keeping detailed statistics. When
a record of p attributes is read, it is hashed in the Hydra sketch
as follows. First, all 2° — 1 possible combinations of the record’s
attributes are computed. Each of these combinations defines a sub-
population where this record belongs. Each combination is then
hashed with the d hash functions to find the corresponding cells in
the outer sketch (one cell per row), and the combination is finally
added in the contained universal sketches. For query execution, the
query predicates are combined to create a key, which is then hashed
using the same d hash functions for finding the corresponding cells
in the outer sketch. We then query the nested universal sketch
using the same key, to estimate the frequency.

In a thorough experimental evaluation, Hydra is shown to out-
perform other approaches, and provides interactive query latency.

3We briefly discuss extending OmniSketch to handle general updates (i.e., record
deletes as well as inserts) later in the paper.
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totalLen dscp

ipSrc ipDest S0:
Sketches: 31| 8 |17 | 20
12 | 19 | 24
Attribute sketch for ipSrc
S1:
4 ent(CM;[0,3]) =7
So(0,3): 10011 {10001 {01100 (01000
S5(0, 3) = 10011
w

Figure 2: OmniSketch. The yellow-shaded box illustrates the
contents of a cell in S0. The green-shaded box corresponds
to the contents in S1, for B = 4 and signature size set to 5
bits.

However, the sketch has two critical downsides that make it a non-
viable option for streams with many attributes. First, recall that
each record is added 2P — 1 times in the sketch, with different keys
- once per possible combination. As we will demonstrate later, this
exponential complexity becomes a challenge already for a modest
number of indexed attributes, i.e., p = 4, in terms of time com-
plexity, causing problems when summarizing fast-paced streams.
Second, because of this sharp increase (exponential with p) of the
number of additions to the sketch, the approximation error also
rapidly increases. Our experimental results show that while Hydra
demonstrates excellent performance for small p values, its error (as
well as update time) increase exponentially with p.

Techniques for set cardinality estimation. Distinct sampling was
proposed for estimating the number of distinct items in a stream,
based on a small-memory sample of the stream [11]. The key idea is
to maintain samples at different levels, with a total memory budget
B. A record is included in each sampling level [ with a probability
27!, When the total number of samples (across all levels) exceeds
B, the lowest level is dropped, thereby releasing approximately
half the memory and making space for more samples at higher
levels. An (¢, §) estimate of the number of distinct items in the
stream can be computed by multiplying the number of items in
the smallest surviving sampling level I,,,;,, with a scale factor obmin,
Distinct sampling can also be used for estimating the size of set
intersection, by exploiting coordinated sampling. In our context,
distinct sampling could be used as an alternative of K-minwise
hashing to progressively maintain stream samples with a fixed
memory budget. In practice, K-minwise hashing was shown to
better exploit the available memory in our experiments. Therefore,
we do not report experiments with distinct sampling.

The 2-Level hash sketch (2LHS) [10] was proposed for cardinality
estimation of arbitrary set expressions, on streams that contain gen-
eral updates (record insertions and deletions). A 2LHS X4 comprises
two levels of buckets and is implemented as a three-dimensional
array of size klog(M) X s X 2, where k and s are user-tunable pa-
rameters that control the estimation accuracy, and M is the domain
size of the input. Conceptually, the 2LHS can be viewed as a gener-
alization of distinct sampling that can be employed to give (e, §)



cardinality estimates of set unions, intersections, and differences
over general update (i.e., turnstile [21]) data streams. While 2LHS
could be used as an alternative for K-minwise hashing, there is
added space/time complexity in the 2LHS structure, which is actu-
ally necessary for handling record deletions in the stream. Thus, we
focus our OmniSketch design on K-minwise hashing which offers
a much simpler and more space-efficient solution for insert-only
streams, and discuss possible extensions for general updates later
in the paper.

A number of other sampling-based techniques have been pro-
posed in the literature for estimating the cardinalities of set unions,
set intersections, and arbitrary set expressions over (insert-only)
record streams [7, 8, 14, 15, 17]. At their core, these methods are
similar to K-minwise hashing, with similar complexities and theo-
retical guarantees. In principle, any of these could also be used with
OmniSketch to construct the nested sketch. It is important to note,
however, that none of these methods (including K-minwise hash-
ing) provides support for predicate-based filtering. Consequently,
they cannot be directly utilized to estimate answers to aggregate
queries with predicates, which is the main focus of our work.

3 OMNISKETCH: ESTIMATING FREQUENCIES
WITH ARBITRARY PREDICATES

We now present OmniSketch, a sketch that allows efficient fre-

quency estimation of queries with predicates over fast-paced streams.

We gradually construct the final sketch, in three successive steps.
Initially, we describe an extension of the standard Count-Min sketch,
termed SO0, that maintains additional data in the cells. This addi-
tional information is leveraged for estimating cardinalities involv-
ing predicates using a straightforward generalization of the Count-
Min estimator. Then, keeping the SO sketch structure unchanged,
we present an improved estimation algorithm and the correspond-
ing theoretical analysis to tighten the error bounds, at no extra
complexity. We refer to the new sketch estimator as S0n, to distin-
guish from the earlier estimator (termed SOy, ). Finally, we present
the ultimate OminiSketch (S1) which merges S0n with a sampling
technique to guarantee sublinear space complexity. Unlike previ-
ous works, all three sketches allow very efficient updates (with
logarithmic complexity), and can therefore easily handle fast-paced
streams.

All three sketches are based on a common architecture: each
comprises a collection of sub-sketches, with one sketch assigned to
each searchable attribute, i.e., an attribute for which predicate sup-
port is desired. We refer to the sub-sketches as attribute sketches,
and denote them by CM;,CMa, ... CMW”, where A corresponds
to the set of searchable attributes. Each CM; is an array of size
w X d, accompanied with d pairwise-independent hash functions
h} ), h?(~), ... h?() (similar to Count-Min sketches). However, un-
like traditional CM-sketches, each cell in CM; contains a list of
record ids (rids), or their fingerprints. Rids are placed/hashed in each
sketch based on the record value on the corresponding attribute.
During query execution, the attribute sketches corresponding to
the query’s predicates are queried, and the record ids retrieved by
these are intersected, to compute an estimate of the answer. Figure 2
illustrates the general sketch architecture, for a sample dataset with
searchable attributes: <ipSrc, ipDest, totalLen, dscp>. The difference
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between the three sketches relates to: (a) the way the record ids are
sampled and stored in the attributes sketches, and (b) the theory
backing the estimators which affects the tightness of the bounds.

In the ensuing discussion, we use A = {ajy, ay,.. .,a|ﬂ|} to
denote the set of searchable attributes, g to denote a query that
contains p predicates, and g; to denote the predicate for attribute
a; € A. For ease of presentation, unless otherwise mentioned, we
assume that each predicate g; is an equality predicate on attribute
a; with a constant value vg,; that is, g; := (a; = vg;). The domain
of each attribute g; is denoted by D(a;).

Without loss of generality, we assume that g contains all at-
tributes of A, i.e., p = |A| (if some of the attributes are not con-
tained in the query, we simply ignore the corresponding sketches
during query execution); in general, p < [A|. We summarize fre-
quently used notation in Table 1.

Table 1: Frequently used notation.

Notation Description

N Stream length.

flq) Number of records satisfying query q

d Sketch depth (number of rows)

w Sketch width (number of columns)

B Maximum sample size per cell

CM; Sketch for attribute i.

CM;j, k] Cell at row j, column k, of sketch CM;.

hlj. () Hash function for attribute sketch, row j of attribute i.
R(CM;|j,k]) | Set of records hashed to cell CM;[j, k].

Si(j, k) Set of records in the sample of cell CM;[j, k].

C(q) Set of cells CM; [ j, hj(vqi)] accessed to answer the query.
Rn Set of records hashed to all cells in C(q).

Nmax Max. number of records hashed to any cell CM;[j, k] € C(q).

3.1 Sketch S0: Count-Min with rid-sets for
estimating queries with predicates

Initialization. At initialization time, we choose uniformly at ran-
dom |A| X d pairwise-independent hash functions h%(-), h%(-),
.,h‘liﬂl(-), with h{ () : D(a;) — {1,...,w}. We also construct
|A| arrays CM;, CM; . . ., CM, z), of size w X d, and initialize each
of their cells to contain an empty linked list. In order to get (e, §)-
guarantees on the estimate, we set w = 1 + [e/e] = ©(1/¢) and

d = [In(1/5)].

Insertion. A new record r needs to be added to all | A| sketches.
We use r; to denote the value of record r on attribute a;, and ry
to denote its unique record id (rid). For each searchable attribute
a; and for each row j = {1,...,d}, we add r¢ to all linked lists at
positions CM; [ j, h{ (ri].

Note that, as defined, the S0 structure is not strictly a “sketch”
since, by storing complete rid-sets, it requires space that is linear
in the stream length N. The only summarization S0 performs is by
“blurring” individual attribute values through hashing into Count-
Min buckets. Still, it provides a conceptually useful first step towards
our final OmniSketch solution.

The SOy Estimator. Let f(g) denote the number of records satis-
fying all predicates in g. Following the conventional Count-Min esti-
mation procedure [6], we can compute an estimate f(q) as follows:



for each row j = {1,...,d}, we compute _the size of the intersec—
tion of all records stored in cells CM; [ j, h{ (vg,)1, CM2 [}, hé(qu)],

o CMp [, h{, (vg,)]. We repeat this for the d rows, and return the
minimum value as an estimate. Formally:

f = min
f(@ jmin,

1)

() CM;L) 1 (0g,)]

qicq

Intuitively, the intersection will contain the rids of all records r
that satisfy the query, since these will always hash at the same cell
as the query predicate, for all predicates, However, the intersection
may also contain some false positives, i.e., records that were hashed
in CM;|j, h{ (vg;)] due to one or more random collisions. By taking
the minimum intersection size across all d rows, we try to minimize
the effect of such false positives.

Error bounds. The following lemma provides probabilistic guar-
antees for the estimator of Eqn. 1.

LEMMA 3.1. Let f(q) be the estimate provided by Equation 1 on
sketches constructed with d = [ln(%)], w = 1+[£]. For query q with
p predicates:

Pr(lf(@-f(@l < eN) = 1-5 @

Proor. Consider row j € {1...d}. Let us define an indicator
variable Iy ;, which takes the value of 1 for all records y satisfying
the following condition:

Vaieqlh] (vg,) = b} (yi)] A 3g,eqlvg, # il

Informally, the described condition is true for all false positive
records, i.e., records that are contained in the intersection but do
not fully satisfy the query. Also, variable X/ = Z];:_f @
counter of these false positives for row j. _

Recall that the estimator for row j is as follows: ]A”J (q9) = |R%|,
where Ré denotes the intersection of the cells at position h{ (vg:),
fori={1,...,p}. We need to prove that: (a) all records that satisfy
all predicates will be contained in Ré, i.e., there will be no false
negatives, and (b) the total number of false positives X is upper-
bounded w.h.p..

For (a), notice that for any record y satisfying y; = vg; for i =
{1...p}, we will have y; = vg, = h{(yi) = h{(vqi). Therefore, all
records satisfying all predicates will be included in R%.

For (b), a record will be a false positive and increase the value
of X7 by 1 if for all attributes y; for which y; # vg,, we have
h{(yi) = h{(vqi). Let X]{ denote the number of records contained
in R{1 that satisfy exactly p — k predicates, i.e., they do not satisfy k
of the p predicates, but they are retrieved by the algorithm due to
hash collisions. Then, X/ = Zi:l li

By construction of the hash functions, a record y with y; # vy,
will have h{ (yi) = hlj (vq;) With probability 1/w. Since the hash
functions are pairwise-independent, the probability that a record
differing from g in k attributes hashes in the same cells is 1/wX.
Therefore, E[X]] < (N - f(g))/w*, and E[X] = ¥?_ E[X]] <

(N = f(@) * (1/w+1/w* + ...+ 1/wP) = (N = f(q)) * (1 -
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(1/w)P)/(w — 1). By setting w = 1 + [e/e] we get E[X] = (N -
f(@)/ex(1-€P)/e < e(N - f(q))/e < eNJe.

Notice that we have d rows, each with different hash functions.
By Markov’s inequality, we have

PrIX > e(N = £(@)] = Pr[¥ e(1.a)- F (@) > f(q) +€N]
=Pr[¥jc(1..a]- X/ > eE[X]]
< e_d

where f(g) denotes the true answer and X7 denotes the false posi-

tives at row r, i.e., Xj = fA‘] (q@) — f(g). The final bound follows by
setting d = [In(1/9)]. o

S0n: An Improved Estimator. The SO, estimator is based on the
conventional estimation logic in the standard Count-Min sketch [6];
that is, it produces an estimate per row and takes the minimum
across all the d row estimates. Similar to standard Count-Min esti-
mation, it is easy to see that S0y,i, can only overestimate the true
count due to hash bucket collisions (false positives). However, com-
pared to the standard Count-Min, each bucket in SO contains much
more detailed information that can be exploited to provide much
tighter estimates (i.e., with less false positives). The key observa-
tion here is that, by construction of S0, each record that satisfies
the full query will end up in the cells of all d rows for this query
and for all p predicates, whereas false positives are expected to
only end up in a few of the rows. Thus, without modifying the
sketch construction or space/time complexity, we can get a tighter
estimator by removing the min operation across rows and simply
intersecting the rid-sets returned by all d rows. We refer to this
tighter SO estimator as SO, and formally define it as follows:

flg) = CM;[j, b (vg,)]
i={1..p},j={1..d}

Clearly, this new S0 estimator can also only overestimate the
true count due to hash collisions — at the same time, it guarantees
fewer false positives since it is always less than or equal to the
SOmin estimate in Eqn. 1. We now demonstrate the stronger error
guarantees of S0n, proving that it allows us to bound the error by
ed(N - f(q)) instead of (N — f(g)), without changing the space
complexity of the sketch.

®)

LeEmMA 3.2. Let f(q) be the estimate provided by Equation 3 on
sketches constructed with d = [ln(%)], w = 1+[£]. For query g with
p predicates:

Pr(If(@ - f(@)] < /(N - f(g) < €'N) 2 1-5

Proor. The proof is similar to the proof for Lemma 3.1.
We define an indicator variable I ys which takes the value of 1 for
all records y satisfying the following condition:

Vaieq[Vasj<alh] (vg,) = B (yi)] A 3gieqlvg, # vill

Informally, Iy becomes 1 for all false positive records, i.e., the

records that hash to the same cells as the query predicate value,

at all d rows and at all p predicates. Also, X = Z};;lf(q)

counter of the total number of false positive records.

Iyisa



We will prove that (a) all records that satisfy all predicates will

be contained in F] R/, ie., there will be no false negatives, and, (b)
=1
the number of fzJilse positives X is upper-bounded w.h.p..

For (a), notice that for any record y satisfying y; = vg, for i =
{1...p}, we will have y; = vg, = Vlsjsd[hf (y;) = h{ (vg;)]1.
Therefore, all records satisfying all predicates will be included in
the intersection of all Ré, denoted as Rn.

For (b), a record y will increase the value of X if for all attributes
y; for which y; # vg,, and for all rows j € {1...d}, it collides
with h{ (vg;). ie., hi (yi) = h{ (vg;)- The probability of this collision
at a single row j is Pr[hf (yi) = hf (vg;)] = 1/w. Furthermore,
by independence of the hash functions across sketch rows, the
probability that a record collides with the query at all d rows j will
be 1/w?.

Let X denote the number of records from Rn, that satisfy exactly

p — k predicates. Then, E[X;] < (N — f(q))/wkd, and E[X]
SP_E[X] < (N = £(9)) SP_, 1/wk = (N - f(g)) =20
(N - f(q))/(wd — 1). By setting w = 1 + [e/e], we get E[X]

(N = f(@)/((1+efe)? = 1) < (N - f(g))/e?.
The following bound follows directly from Markov inequality:

<
<

Pr[X > e¥(N - f(9))] = Pr[X > “E[X]]

< e_d

Then, by setting d = [In(1/5)] we get our final bound, Pr(X >
ed(N—f(q))] <§=Pr[X >e¢lN] <6 O

3.2 Sketch S1 (OmniSketch): Achieving
sublinear space through sampling

Sketch S0 stores the record ids of all records, resulting in a space
complexity of O(d x |A| x N), which is not viable for large data
streams. Our full-fledged OmniSketch (also denoted by S1 in what
follows), achieves space complexity strictly sublinear in N by tak-
ing and maintaining samples of rids in the cells of the attribute
sketches, using a K-minwise hashing algorithm [22]. We now de-
scribe our OmniSketch solution, assuming that two key parameters
(the maximum sample size per cell B and the range of the sampling
hash function [0, 2% — 1]) are already set. We explain how these
values are determined later in this section.

Similar to S0, S1 is composed of a collection of |A| attributes
sketches. Furthermore, S1 incorporates a hash function g : D(rp) —
{0, 1}%, which maps each record id to a bit string of length b, with b
set to at least [log(4B?°/8)]. Function g is necessary for K-minwise
hashing (Section 2). The |A| attributes sketches CM;, CMa, . ...
CM, g are all of the same size w x d. Each sketch cell CM; [}, k]
contains: (a) the count of all items that were hashed in this cell, de-
noted as cnt(CM;[j, k]), (b) a minwise sample S; (j, k) of maximum
size B, of the rid hash values g(rp) of all records r that were hashed
in this cell, and, (c) the maximum hash value of all items contained
in S;(j, k), denoted as S"®(jj, k) . Notice that cnt(CM;[j, k]) also
includes items that were hashed in CM;[j, k] but did not end up
in the sample, and it is expected to be much greater than B in a
populated sketch. Fig. 2 (the green-shaded box) shows an example
of a populated cell’s contents, with B = 4 and b = 5.
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Initialization. The user chooses the desired error guarantees
(€,6), with € < 0.25. Let (€1,51) and (ep, §2) correspond to the
(€, 8) configurations of the minwise sampling algorithm and the
attribute sketch respectively, and €; = €, €3 = (¢/(1 + e))l/d, and
81 = 02 = §/2. We initialize all attribute sketches, by choosing
w and d similar to S0. Each cell in these sketches is initialized
with an empty sample S;(j, k), and with cnt(CM;[j,k]) = 0 and
STX(j, k) = oo.

Insertion. To add a new record r to the sketch, we first locate
all cells across the |A| sketches that correspond to the values of
r (lines 2-4, Alg. 1). These are the cells C(r) = {CM;[], h{ (r)] -
i=A{1,...,|Al},j={L,...,d}}. For each of these cells CM;[j, k] €
C(r), we increase cnt(CM;[j, k]) by one (line 5). Then, we examine
whether g(rp) should be added to the sample of the cell (lines 6-
10), as follows. If the sample contains less than B items, then g(ro)
is added to it. If, on the other hand, |S;(j,k)| = B and g(ro) <
S (j, k) (i.e., the sample is full, but the new record’s id has a
smaller hash value g compared to another record from the sample),
we remove S (j, k) from the sample to make space for g(ro).
Finally, we add g(ro) to S;(j, k), and recompute S{"**(j, k) . 4 The
complexity of inserting an element is O(|A| x d X log(B)).

Algorithm 1 Adding a record r to the sketch

1: Input: record r

2 forie {1...|A|} do

3 for j e {1...d} do

k=H )

cnt(CM;[j, k]) ++

if |Si(j, k)| < B then
Add g(ro) to S;(j, k)
Recompute S (j, k)

9 if |S;(j, k)| == B then

10: if g(ro) <S"™(j,k) then

11: Remove S;"*(j, k) from S;(j, k)
12: Add g(ro) to Si(j, k)

13: Recompute S (j, k)

OmniSketch Query Estimation. Let q denote the input query. As
with S0, we assume that g contains all A attributes, i.e., p = |Al;
if an attribute is not contained in g, the estimator simply ignores
the corresponding attribute sketch. Each query attribute value vg,
is hashed using the d hash functions of the corresponding sketch
CM;, which leads to d cells per sketch. Let C(q) denote the set
of cells across all sketches that are accessed to answer the query,
ie, C(q) = {CM;[j,h/ (vg,)] : i = {1...p},j = {1...d}}, and
Mmax = MaXcpy; [ k]eC(q) €t (CMi[j, k]) be the maximum count of
these cells. Following the reasoning of our improved S0n estimator,
let )
Sn i1 (0g.))

i={1..p},j={1...d}

denote the intersection of all samples stored in all cells in C(g). Our
OmniSketch estimator f(q) is computed as follows:

4To speed-up the computation of ST (4, k) , as well as the estimation process, the
samples S; (j, k) are maintained in a red-black tree. Therefore, re-computation of
S (j, k) takes (amortized) constant time.



Flg) = = @

Intuitively, this estimator computes the cardinality of the in-
tersection of all samples in C(q) and scales it up by a factor of
Dmax to account for the sampling. Based on the analysis of K-
minwise hashing [22], our estimator comes with a sanity bound of
3Nmax log (4pdVB/&)

. Be?
intersection.

X |Sn|

to cover the case of insufficient samples in the

Efficient computation of the intersection. Computing |Sn| requires
a multi-way join over all samples that participate in the query. For
large values of B, a naive hash-based computation of this intersec-
tion can take hundreds of milliseconds. To speed up query execution,
we exploit the fact that the samples at each cell are already stored
in a red-black tree, which allows for sorted iteration and search
with complexity logarithmic in B. Our code is an extension of the
sort-merge join for multi-way joins. Starting from the first cell, we
get the first sample (the one with the minimum hash value), and
execute a lookup on all other cells to check whether this hash value
is contained in their samples. As soon as we find a cell that does not
contain this sample, we get the smallest sample from that cell with
a hash value greater than the one that failed, and resume our search
from this value (no other value in between the failed and this value
could be part of the join). An interesting observation, which also
becomes obvious in our experimental results (see Section 4), is that
this algorithm typically becomes more efficient when answering
queries with more predicates, because it allows for larger steps. For
example, if one of the cells contains very few samples, this cell will
lead to skipping many candidate records at all other cells. This can
bring the complexity of query execution from O(p * d * B * log(B))
down to effectively O(Blog(B)).

Derivation of the error bounds. f(q) has two sources of errors:
(a) underestimation or overestimation due to K-minwise hash sam-
pling, and, (b) (one-sided) overestimation due to hash collisions
in the outer Count-Min structure. We first provide a bound on
the sampling error, which is oblivious to hash collisions, and then
integrate the error due to hash collisions. Recall that (e, d1) and
(€2, 62) correspond to the (e, §) configurations of the K-minwise
sampling algorithm and the attribute sketch respectively.

We use R(CM;|[j, k]) to denote all records that are hashed into
CM;[j, k], even if these do not end up in the sample, and Rn

N R(CM;j|j,k]) to denote the intersection of records
CM;[j.k]€C(q)
that are hashed in all cells in C(q). Finally, S;(j, k) denotes the sam-
ples collected at cell CM;[j, k] and Sn the intersection of samples
of all cells in C(q).

The following theorem and corollary provide the error guar-
antees for our OmniSketch estimator. (Note that in any realistic
setting, nmax << N.)

THEOREM 3.3. Consider an OmniSketch with e; = €, €3 = (¢/(1+
)4, and 81 = 8, = 5/2. If1Sn| < 2BEPIVBIO) | (opying fiq) =

2Mmax log (4pdVB/S . p 2nmax log(4pdVB/S) .
s B SPINPIO) satisfies | (g) - ()| < e ieBpDNBIO) g
probability at least 1 — 5/2. Otherwise, setting f(q) = ™= X |Sn|

satisfies |f(q) — f(q)l < eN with probability at least 1 — §.
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Proor. We distinguish two cases, based on the value of |Sn|:
Case 1 We first examine the case that [Sn| < Ww.
1

From Theorem 4 of [22], and by setting the theorem’s § to J; /VB,

we derive that 0 < |Rn| < w. We also know
1

that f(q) < |Rn|, since the latter may contain false positives —

records that do not fully satisfy all query predicates, but still end

up in all cells of C(q) due to hash collisions. Therefore, f(q) <

4Nmax logézelz)d‘/g/sl) . By returning j((q) — 2Nmax Iogézegd‘/g/al) we
1 1

guarantee that |f(q) — f(q)| < f(gq) with probability 1 — ;. Fur-

thermore, setting 61 = §/2 and €; = € we get the final estima-

tor for this case: f(q) = w, and |f(q) - f(q)| <
2 0g(pdVBIO) iy probability > 1 8 = 1 - 8/2.

3log(2pdVB/o1) IOg(Zpe (?/E/ o) . From

Case 2 Now consider the case that |Sn| >
Theorem 4 of [22]:

Nmax

B

ISl = (1 + €1)|Rn ®)
with probability at least 1 — §;. Notice however that due to hash
collisions, not all records contained in Rn (and hence, also in Sn)
will fully satisfy the query. The number of false positives in Rn can
be estimated using Lemma 3.2: |FP| = [|[Rn|— f(q)] < eg(N—f(q)),
with probability 1 — J,.

From Eqn. 5 and the triangle inequality we have

P 15| = £ (@) < |22 501 = IRal| + (Rnl = £(@))

<e1|Rn| + €5 (N - (g))

<e (f(q) +ef (N —f(q))) +ed (N - £(q))

with probability at least 1 — 81 — 2.
Let us set ¢ = f(q)/N for convenience. Then:

| Nmax

B

1Snl - f(q)| <€ (CN +ed(N - cN)) +ed(N = ¢N)
<Nleic+ eleg(l -c)+ eg(l -0)]

=N [eg(el +1) — c(eleg + eg - el)]

By setting e; =€ < 1/4, €, = (¢/(1 +e))1/d, 81=08,=26/2, we
get |"’%“" |Sn| — f(q)| < eN, with probability 1 — §; — Js. o

The following corollary simplifies the estimation procedure, by
always using the estimator proposed for case 2.

7 max | dVB/6
CorotLARY 3.4, Let () = "= x|Sn]. If]Sn| < 2rmxlogtipdVB/0)
then |f(q) — f(q)| < w with probability at least

1 — 8§/2. Otherwise, the same estimator satisfies | f(q) — f(q)l <eN
with probability at least 1 — §.

The corollary follows directly from the theorem, by noticing that

3nmax log (4pdVB/S) log(4pdVB/8) }

4 max
when |Sn| < s ,then f(q) € {0, ~me2E"f



410 log (4pdVB/S)

with high probability, and f(q) € {0, = }. There-
fore, with high probability, the estimator is at most %gdm

away of f(q).

Complexity. The space complexity of S1is C = O(w X d X B X
b x |Al). Computational complexity for query execution is O(p X
d X B x log(B)), and for insertions is O(|A| X d X log(B)) — the
last logarithm is for maintaining an ordered set of samples, which
speeds up insertions.

Configuring the sketch. The user sets the available memory M,
and the values of € and §. The values of w and d are computed as
follows: w = 1+[ex((e+1)/€)1/9] =0((1/€)}/%) and d = [In(2/5)].
In order to not exceed the memory quota M (in bits), the user
chooses the maximum B that satisfies M > w = d % |A| * (32 + B *
(Mog(4B>3/8)] +3 %32 +1)). >

3.3 Extensions

Support for range queries. All proposed sketches support range
queries on numeric attributes, as well as combinations of range
and point predicates, e.g., counting the number of records with
integer(112.1.4.1) < ipSrc <  integer(112.1.255.255),
integer(202.21.1.1) < ipDest < integer(202.22.255.255), and
0 < dscp < 16. This is achieved by indexing and querying dyadic
ranges, similar to the technique used in Count-min sketches [6].
In particular, the ranges-enabled OmniSketch contains log(|D(a;)|)
internal attributes sketches for each attribute a;, denoted as
CMi0), CM(i1)s - - -» CM(ilog(1D(as)])-1)- Each internal sketch
CM(; k) keeps the frequency statistics for dyadic ranges of length
2k Therefore, CM(; ) stores statistics for points, CM(; 1) stores
statistics for ranges of size 2, and so on.

A record r is indexed into the sketch as follows. For each numeri-
cal attribute r;, and for k = 0 to log(|D(a;)|) — 1, we find all ranges
of the form [x 2% + 1, (x + 1)2X] that contain r;, where x € Z*. For
each range of size 2k we add x to CM, (i,k)- Query execution follows
a similar process. At query time, any range predicate is broken to its
canonical cover — all sub-ranges that follow the above form. Then,
for each row of the sketch, we query all sub-ranges and merge
the retrieved samples, effectively constructing a single sample that
covers the complete query range. The remaining querying process
remains identical to point queries.

Maintenance of the internal range sketches increases the space
and time complexity of the sketch by a factor of log(|D(a;)]|). The
approximation error depends on the number of dyadic ranges
contained in the canonical cover of the query, which is at most
2log(|D(a;i)l), as in [12]. Therefore, the total error is at most
2¢ log(|D (a;) )N.

Support for general updates. As described, OmniSketch supports
the typical insert-only (i.e., cash register [21]) data stream model.
OmniSketch can be extended to handle the more general turnstile
model, i.e., with updates on existing data and deletes. Incremen-
tally maintaining the in-bucket samples then becomes the major

5To the best of our knowledge, there is no closed-form solution of this formula. How-
ever, the solution can be efficiently approximated with a numerical computation toolkit,
e.g., using the bisection method.
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challenge. If we have fully specified deletes (i.e., all attribute val-
ues including the rid are known at the time of deletion), then a
more complex stream-sampling method like 2LHS (Section 2) can
be employed in place of K-minwise hashing to support deletions.
The case where the deletes are not fully-specified (e.g., only some
attribute values are known) is more challenging to address in con-
stant/logarithmic time, and is part of our ongoing work.

4 EXPERIMENTAL EVALUATION

The purpose of our experiments was: (a) to compare the space
complexity, efficiency, and accuracy of the three proposed sketches
to each other and to the state-of-the-art, and, (b) to examine how our
best performing sketch, S1, performs when summarizing streams
of different characteristics, and in different configurations.

Datasets. For our experiments, we have used two real-world
datasets (SNMP [13] and CAIDA [1]), and several synthetic datasets
that enabled us to thoroughly evaluate particular properties of our
algorithms. SNMP contains 8.2 Million records with 11 attributes,
whereas CAIDA contains 109 Million records, each with 6 attributes.
The SNMP dataset contains records collected from the wireless net-
work of Dartmouth college during the fall of 2003, whereas CAIDA
is a network flow monitoring dataset, collected by an internet ser-
vice provider in the USA. We also generated synthetic datasets,
with different properties/distributions, to check how the properties
of the input stream affect our algorithms. Unless otherwise men-
tioned, the reported results correspond to the SNMP dataset. The
code for dataset loading/generation/pre-processing, as well as the
list of all files and attributes used in our experiments, is included in
our github repository. ©

Queries. We methodically constructed the queries in order to
comprehensively cover a broad spectrum of query characteristics
(different number of results, different number of predicates, dif-
ferent predicate values). At a pre-processing step, we went over
a small sample of the dataset (roughly 0.05% of all records). For
each sampled record, and for each possible number of predicates
p € [2,|A]], we constructed 10 queries by randomly choosing
p attributes from the set of attributes A, and their values in the
sampled record as predicates. All queries were maintained in a
set, effectively filtering out duplicates. This led to a total of 39,319
queries for the SNMP dataset on 11 distinct attributes, and 3,304
queries for CAIDA on 6 distinct attributes. More details can be
found in the github repository.°.

Hardware and implementation. All experiments were executed
on a Linux machine, equipped with 512 GB RAM and an Intel
Xeon(R) CPU E5-2697 v2, clocked at 2.7GHz. The experiments were
single-threaded, i.e., only one of the 48 cores was used, and the
machine was otherwise idle. All sketches were implemented and
executed in Java (OpenJDK version 19.0.2). For the Hydra baseline,
we used the original code of the authors [20]. Since Hydra was
originally constructed as a Spark plugin, to avoid unnecessary
extra delays imposed by Spark, we extracted and used only the code
that was necessary for centralized execution. Also, to ensure a fair
comparison, we excluded from Hydra’s implementation any code

® https://github.com/wiegerpunter/omnisketch
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Figure 3: Ingestion time and RAM for summarizing different
stream lengths

and data structures associated with statistics beyond cardinality
estimation, such as the L2 norm and entropy of sub-populations.
Our changes improved Hydra’s performance and reduced its space
complexity. All algorithms were given a few seconds warm-up time
(300 thousand updates), before we started to measure ingestion
time. The code of our methods, as well as detailed instructions
on processing the datasets and reproducing our results are made
publicly available. ¢

4.1 Comparison of S0 and S1

Our first series of experiments was designed for comparing the two
S0 estimators (SOpin and S0n) with S1, in terms of (a) stream inges-
tion time, (b) memory requirements, (c) accuracy of the estimates,
and, (d) query execution time. Accuracy was quantified by com-
puting the mean absolute error, normalized by the stream size, i.e.,
2geQ |f(q) —f(@)|/(N |Q|), where N denotes the stream size and
Q denotes the set of executed queries. For this set of experiments,
all sketches were configured with (e = 0.1, 5 = 0.1). We tested four
different configurations of S1, with 10, 50, 100, and 200 MB of RAM.

Figure 3 shows the required time and memory for summarizing
subsets of the SNMP stream (all 11 attributes), with the compared
sketches. Recall that SO, and S0 use the same sketch, and are
therefore presented together as S0 in this figure. S1 memory re-
quirements are not included in the figure as separate series, since
these are fixed for each configuration. As expected, we see that
the required time for building all sketches (left axis) grows linearly
with the stream size. Sketch S1 is however significantly more ef-
ficient, requiring 4 to 5 times less time compared to S0. Also, the
throughput of S1 decreases when the sketch is allowed to use more
memory. This is again expected, since a higher memory quota for
S1 translates to a higher value of B (more samples per cell), which
leads to slower maintenance of the red-black tree. Still, even for S1
with 200MB RAM and 11 attributes, throughput exceeds 89 thou-
sand updates per seconds. Also notice that S1 ingestion time forms
a subtle, yet visible, elbow (e.g., for S1 with 200MB, this happens at
around 2.7 Million updates). This elbow signifies that the K-minwise
samples at most cells in the sketch reached to an almost stable state,
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and the probability that any new update needs to be added to the
samples is small. At this point, most updates take only O(|A| X d)
time, as opposed to O(log(B) X |A| x d). Finally, we observe that
the memory requirements of S0 (Fig. 3, right axis) grow linearly
with the stream size, since all records are kept in the sketch.

Table 2 summarizes the average error and query execution time
for all considered configurations. We observe that both S0 variants
take significantly more time for query execution compared to the
S1 variants. The difference in performance is somewhere between
1 and 2 orders of magnitude, depending on the memory quota of
S1. The reason for this stark difference is because the S0 variants
need to iterate over very large sets for computing the intersection,
whereas S1 iterates over sample sizes of size B, with B in the or-
der of a few tens of thousands. We also see that SO~ estimator is
notably faster than SOp;,, even though both operate on the same
sketch structure. This is attributed to the way the query execution
is implemented in the two estimators. In S0, similar to S1, we
start from the first cell, and keep reducing the candidate records
until we intersect all p X d cells (see the relevant discussion in
the implementation of S1, Section 3.2). This quickly reduces the
candidate records. On the other hand, the implementation of the
SOmin estimator performs the same process per row, and takes the
minimum value of all rows. Therefore, SOmi, repeats each check
multiple times, for each record that satisfies the query.

In terms of approximation error, SOy outperforms all others,
with a negligible average error. This is to be expected, since S0n
does not suffer from underestimations and false negatives, and its
probability of including false positives in the estimate is very small:
P4 where p’ denotes the number of query attributes not satisfied
by the record. We also see that S1, which relies on the intersection,
has around an order of magnitude smaller error than S0y, even
though it requires one to two order of magnitudes less memory for
representing the same dataset.

Summary. The comparison between S0y, S0n and S1 revealed
that SO~ substantially outperforms the other two variants in terms
of accuracy, but with linear space requirements. Therefore, S0n
is only useful as an alternative to full indexing, where there is
sufficient memory for storing the whole stream. The size of SO,
also grows linearly with the data, and the estimator also performs
worse compared to SOn. On the other hand, S1 offers a favorable
trade-off between accuracy and space complexity/efficiency, and
allows the user to fine-tune the memory quota in order to fully
utilize the available RAM. Therefore, for the remaining experiments
and comparison with the state-of-the-art we will only consider S1.

4.2 Comparison with the state-of-the-art

Our second series of experiments focused on comparing S1, our
best-performing sketch, with Hydra. The two sketches were allowed
the same memory, and were compared on their: (a) ingestion time,
(b) query execution performance, and, (c) accuracy.

Ingestion time. High throughput is the key requirement for stream
processing and summarization. Hence, our initial experiment aimed
to assess the time required by S1 and Hydra to summarize the entire

"For illustration purposes, the plot is broken to two different sub-plots, with different
scaling at the Y axis.



Table 2: Time required for query execution, and estimation
error

Query Observed
Algorithm  Time (ms) Error
S0 20.886  4x107°
SOmin 29.867 0.0038
S1(10MB) 0.227 0.0004
S1(50MB) 1.212 0.0003
S1(100MB) 2.452 0.0003
S1(200MB) 6.620 0.0003
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Figure 4: Ingestion Time for Hydra and S1, for ingesting dif-
ferent vertical partitions (varying number of attributes) of
the SNMP stream. ’

stream, and to examine how this time was affected by the number of
attributes in the stream. We generated streams with varying num-
ber of attributes (from 2 to 11) by taking distinct vertical partitions
of SNMP (i.e., different subsets of the available attributes).

Figure 4 shows the ingestion time of Hydra and S1, for differ-
ent memory quotas. For illustration purposes, the Y axis is split
to two sub-ranges of different scales. Our first observation is that
both algorithms have comparable performance when storing up
to 4 attributes. However, the computational complexity of Hydra
grows exponentially with the number of stream attributes. This
happens because each record in Hydra leads to 2171 1 sketch
updates, where A denotes the set of stream’s attributes. There-
fore, storing all 11 attributes of SNMP in Hydra leads to O(2'!)
sub-populations/updates per record, and takes around 14 thousand
seconds for the full dataset (more than 1 msec per record). It is
important to note here that storing all sub-populations is required
in Hydra, not only for supporting queries with exactly 11 predi-
cates, but also for supporting queries that contain subsets of these
predicates whenever the exact combinations of the query predicates
is not known before observing the stream.
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Table 3: Query Execution Time in milliseconds, for queries
with different numbers of predicates p.

# query pred. ‘ 2 4 6 8
S1(10MB) 0.18 0.3 0.12 0.09
S1(50MB) 0.98 079 0.68 0.44
S1(100MB) 202 161 125 1.13
S1(200MB) 6.38 433 285 2.64
Hydra (10 MB) | 0.04 0.04 0.02 0.02
Hydra (50 MB) | 0.05 0.04 0.03 0.00
Hydra (100 MB) | 0.05 0.04 0.02 0.02
Hydra (200 MB) | 0.05 0.04 0.02 0.00
6
—e— Hydra (100 MB), p =2
5| — S1(100MB), p =2 i
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Figure 5: Estimation error of Hydra and S1, on different
vertical partitions of SNMP

Interestingly, addition of more attributes has a negligible impact
on the ingestion time of S1. In fact, there exist cases where adding
an attribute does not increase, or even slightly reduces ingestion
time (e.g., when adding the fifth attribute for S1, 200 MB). At first
sight, this result may appear counter-intuitive, since adding more
attributes means maintaining more attribute sketches, and storing
more samples in these sketches. This behavior is attributed to the
fact that the most time-consuming step of adding a record at S1
is the one of maintaining the K-minwise samples, which becomes
faster when the sample size B is reduced. By adding more attributes
in the sketch without increasing its memory quota, we effectively
reduce the sample size B for all of the sketch’s attributes. This leads
to: (a) reduction of the probability that the red-black tree needs to
be updated, and, (b) faster updates of the red-black tree, whenever
these are required.

Accuracy. Figure 5 plots the observed error on the two sketches,
for queries with p = 2, 3, and 4 predicates. We see that even though
the number of query predicates does not significantly influence the
accuracy of either method, the number of stored attributes does



influence the accuracy of Hydra. Beyond 8 attributes, Hydra’s ac-
curacy is reduced, whereas the accuracy of S1 is not affected. This
behavior of Hydra is again attributed to the number of inserts that
Hydra eventually performs per record: the information summa-
rized by Hydra increases exponentially to the number of attributes,
leading to more collisions and to a drastic increase of the observed
error.

Query execution time. For the final comparison, we used both
Hydra and S1 to summarize all 11 attributes of the whole SNMP
stream (8.3 Million updates). Table 3 summarizes the query execu-
tion time for queries with up to 8 predicates. Both sketches are very
efficient, requiring less than 10 msec for executing a query, even in
the configuration with a 200MB RAM quota. We also note that S1
is slower than Hydra. This is expected, since S1 needs to compute
the intersection of p X d samples of size B, whereas Hydra only
needs to compute the minimum of an approximately equal number
of counters. For the same reason, the query time for S1 also grows
slightly with the available memory, whereas Hydra performance
stays unaffected. Also notice that S1’s efficiency increases with
the number of predicates, aligning with our earlier observation
(Section 4.1). This improvement is attributed to the algorithm’s way
of computing the sets intersection, which becomes more efficient
as the number of attributes/sets increases (see Section 3.2).

Summary. Both Hydra and S1 require less than 10 msec to ex-
ecute queries with up to 8 predicates. However, S1 substantially
outperforms Hydra in efficiency when summarizing streams with
many attributes, with a difference in throughput that may exceed
two orders of magnitude. Importantly, Hydra’s throughput rate
decreases exponentially with the number of stream attributes. The
same trend of exponential decrease with the number of stream
attributes is observed on Hydra’s estimation accuracy, even for
queries that contain very few attributes. Therefore, Hydra is not a
viable option for summarizing streams that contain many attributes.

4.3 Evaluation of S1 with different streams

Our next set of experiments focused on investigating the effect
of the stream properties (distribution of the attribute values and
number of records in the stream) to S1’s efficiency and accuracy.

Figure 7 shows the required time for summarizing 5 Million
records from the following streams:’

o Zipf, @ € [1,1.3,1.5]: Three different streams. Each of
these streams contains 5 attributes (integer values). We
generate the records by drawing random numbers from
Zipfian distributions with exponent « € [1,1.3,1.5].

e Uniform: The stream contains 5 integer attributes. The
values for all attributes are drawn by a uniform distribution.

e CAIDA and SNMP: A vertical partitioning of the CAIDA
and SNMP streams, containing 5 attributes.

We see that S1 requires less than 100 seconds to summarize
each stream, even for the 200 MB quota. Also, the ingestion time
for the Zipf streams is notably smaller compared to the uniform
stream, and is further reduced as the Zipf’s « value increases. This
behavior can be traced back to the effort required for maintaining

8The error at the Uniform stream was close to 0 and is thus omitted from the figure.
9Details for the generation of all streams are included in the project’s github
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the K-minwise samples, which aligns with our earlier observation
of the subtle elbow in Figure 3. As the Zipf exponent value rises in
this experiment, the distribution of values becomes more skewed,
causing more records to hash into the same cells at the correspond-
ing attribute sketches. Consequently, the K-minwise samples of
these cells swiftly reach an almost stable state. This pattern is also
observed in the CAIDA and SNMP streams, where certain attributes
also follow a Zipfian distribution, resulting in faster ingestion com-
pared to the uniform stream. Still, even for the extreme case that
the values for all stream attributes follow a uniform distribution,
S1 throughput surpasses 150k updates per second.

The observed estimation error on these datasets is shown in
Figure 6. The presented results correspond to the average error over
450 queries containing three predicates. We see that the observed
error remains very low in all cases. For the case of Uniform, the
average error is close to 0, whereas the highest error is observed
with Zipf, « = 1.5. The reason for this is because, as the Zipf
exponent grows, the samples of the popular cells in the sketch
(the cells responsible for storing the values with frequencies at the
head of the Zipf distribution) end up containing almost exclusively
records of these popular values. As a result, not sufficient samples
remain for low-frequency predicates that happen to fall in the same
popular cells, leading to higher estimation errors. This limitation
is common across all small-memory sketches that provide error
relevant to the stream size, e.g., the Count-min sketch [6].

Our final experiment with point queries aimed to explore the
impact of the stream size to the performance of S1. Since we already
demonstrated that the throughput of S1 is unaffected with the
stream size (Figure 3), this experiment focused solely on the impact
of the stream size to accuracy. Precisely, we used S1 to summarize
CAIDA, which was the largest real dataset with 109 Million records.
At regular intervals, we paused the stream ingestion, executed a
fixed set of 3304 queries on the sketch, and computed the estimation
error per query. The depicted results, shown in Figure 8, correspond
to the mean observed error per interval. As predicted by the analysis,
the observed error in OmniSketch stays stable with the stream size.

Summary. S1 is efficient in all cases, offering throughput that
exceeds 150k updates per second. In terms of efficiency, the most
difficult distribution is the uniform distribution, because it takes
longer for the samples in the sketch cells to reach to a stable state.
In terms of accuracy, Zipf distributions with extremely high values
are more difficult for S1. This is a limitation shared across all small-
memory sketches. Furthermore, increasing the stream size does not
have a significant influence on the observed error.

4.4 Range queries

The final set of experiments was for evaluating the performance of
S1 for range queries. The queries for this experiment were gener-
ated by choosing random p-dimensional ranges of length 223, for
different values of p. In all cases, the starting and ending points
of the ranges were within the minimum and maximum values of
the corresponding attributes. In the following we report results
for p = {2,3}. While S1 (and its theoretical analysis) impose no
constraints on the values of p and the query range length, higher p
values or smaller query ranges always led to zero selectivity on our
datasets — no records matched the queries. Even in these cases, S1
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still supports our theoretical guarantees for such queries, usually
with an extremely small error. However, to be able to focus on more
challenging configurations here, we do not present detailed results
for higher values of p and smaller ranges. Also notice that not all
stream attributes were suitable for range queries — some attributes
were categorical (e.g., attribute protocol in the IP header).

Figure 9 shows the required time and memory for summarizing
the SNMP stream (attributes ifOutOctets, ifOutErrors, ifOutDis-
cards, ifOutUcastPkts, ifInOctets, iflnUcastPkts, ifInErrors, ifInD-
iscards), with the range-enabled S1. The results correspond to
B = 1000, w = 20, and d = 3. As an indication, the figure also
includes the required time for summarizing the same stream with
the standard S1 sketches that are not configured for supporting
range queries. Similar to the standard S1, both memory and inges-
tion time increase linearly with the number of attributes. This is
expected, since each new attribute requires a new attribute sketch.
Also, the range-enabled S1 is slower and requires more memory for
keeping the same number of samples. The reason for this perfor-
mance degradation is that in the range-enabled sketch, the number
of internal attributes sketches is increased by a logarithmic factor,
for storing statistics for the dyadic ranges. Interestingly, though,

Figure 7: Ingestion time of S1 for dif-
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Figure 8: Estimation error of S1 for
streams of different lengths.

the observed degradation is much smaller than the theoretical pre-
diction. This discrepancy sources from the sketches responsible
for storing the large dyadic ranges; recall that the number of large
dyadic ranges is much less than the number of small dyadic ranges.
For example, for an attribute with domain size 232 there exist only
four dyadic ranges of size 23°. As such, the cells storing large dyadic
ranges are mostly empty, and require only a few bytes of RAM,
whereas the few non-empty cells (= 4 X d per predicate) are still
limited to B samples. This leads to both a faster ingestion (less
frequent changes at the samples) and a smaller memory footprint.
The mean observed error for range queries with p = 2 is 0.094 (886
queries) and for p = 3 is 0.072 (99 queries). These are within the
bound shown in Section 3.3.

Summary. Our last set of experiments demonstrated that the
range-enabled S1 maintains high performance and high accuracy
also for range queries. Storage and computational complexity of
maintaining S1 grows linearly with the number of attributes.

5 CONCLUSIONS

We presented OmniSketch, a sketch focused on summarizing the
distributions of complex streams (with many attributes) in small
space. The sketch combines small (user-defined) memory footprint,
and fast updating and querying times (log-linear complexity) and
offers theory-backed accuracy guarantees for both point and range
queries. A thorough experimental evaluation of the sketch revealed
that it can achieve very fast update rates, even when summariz-
ing streams with many attributes. For example, a sketch utilizing
200 MB can summarize an 11-attributes stream with a throughput
exceeding 89 thousand updates per second, whereas the 100 MB
sketch on the same stream supports twice this throughput. Further-
more, we have shown that OmniSketch outperforms the state-of-
the-art (in our experiments, by more than 2 orders of magnitude in
throughput) while still providing highly accurate estimates.
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